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Privacy = Freedom



Setting the Stage:             

Why We Need to             
Change the Paradigm



What Privacy is Not

Security is, however, vital to privacy:          
You cannot have Privacy without Security

Privacy Security=



What is Needed is:

Privacy 
and

Security,
not

one, to the exclusion of the other



The Future of Privacy

Change the Paradigm to
Positive-Sum,

NOT
 Zero-Sum



The Trouble with “Balance”
 Metaphors

Julian Sanchez
www.juliansanchez.com

Inspired by Orin Kerr’s paper on an                      
equilibrium-adjustment theory of the Fourth Amendment

A Matter of Balance?



The Trouble with “Balance”
 

Metaphors

“
 

… the most obvious problem with 
balancing metaphors is that they suggest a 
relationship that is always, by necessity, 
zero sum: If one side rises, the other must 
fall, in exact proportion.”

— Julian Sanchez, February 14, 2011.
www.juliansanchez.com



Nothing to Hide: The False Tradeoff 
between Privacy and Security

“The debate between 
privacy and security has 
been framed incorrectly 
as a zero-sum game in 
which we are forced to 
choose between one value 
and the other. Why can't 
we have both?”

http://docs.law.gwu.edu/facweb/dsolove/



Positive-Sum Model

Change the paradigm 
from a zero-sum to 

a “positive-sum”
 

model:
Create a win-win scenario, 

not an either/or (vs.)
involving unnecessary trade-offs

and false dichotomies …

replace the “vs.”
 

with “and”



The Decade of Privacy by Design



Privacy by Design: 
The Trilogy of Applications

Information 
Technology

Accountable 
Business Practices

Physical Design 
& Networked
Infrastructure



Privacy by Design:
 The 7 Foundational Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1.
 

Proactive
 

not Reactive: 
Preventative, not Remedial;

2. Privacy as the Default setting;
3. Privacy Embedded

 
into Design;

4.
 

Full
 

Functionality:              
Positive-Sum, not Zero-Sum;

5. End-to-End Security:        
Full Lifecycle Protection;

6. Visibility and Transparency:           
Keep it Open;

7. Respect for User Privacy:            
Keep it User-Centric.



Landmark Resolution Passed to Preserve                  
the Future of Privacy
By Anna Ohlden – October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

JERUSALEM, October 29, 2010 – A landmark Resolution by 
Ontario's Information and Privacy Commissioner, Dr. Ann Cavoukian, 
was approved by international Data Protection and Privacy 
Commissioners in Jerusalem today at their annual conference. The 
resolution recognizes Commissioner Cavoukian's concept of Privacy 
by Design - which ensures that privacy is embedded into new 
technologies and business practices, right from the outset - as an 
essential component   of fundamental privacy protection. 

Full Article:
http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

Adoption of “Privacy by Design”
 

Resolution



www.privacybydesign.ca



Privacy by Design in 2010:
 Gathering Momentum

• May – As part of the European Commission’s new European   
Digital Agenda, Peter Hustinx, the European Data Protection 
Supervisor, recommended that Privacy by Design be included          
as a binding principle into data protection legal framework;
www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2010/10-03- 
19_Trust_Information_Society_EN.pdf

• October – Regulators from around the world gathered at the     
annual assembly of International Data Protection and Privacy 
Commissioners in Jerusalem, Israel, and unanimously passed a 
landmark Resolution recognizing Privacy by Design as an essential 
component of fundamental privacy protection;
www.privacylaws.com/templates/EnewsPage.aspx?id=1663

• December – The U.S. Federal Trade Commission released a major 
report on protecting consumer privacy in which it recommended that 
companies adopt a Privacy by Design approach by building privacy 
protections into their everyday business practices.
www.privacybydesign.ca/media-centre/in-the-news/



Privacy by Design in 2011 …
 We’re Just Getting Started

• February – Debate in Dutch Senate began with a panel of experts 
deliberating data protection and privacy – consistently referring to 
the need for Privacy by Design, the first PbD certified consulting 
method for biometric identity systems being contemplated;

• February – Japan’s Ministry of Economy, Trade and Industry 
translated the Privacy by Design Foundational Principles (on the 
heels of a Chinese translation), and is now replicating our PbD 
Ambassador Program in Japan;

• April – U.S. Senators John Kerry and John McCain citied           
Privacy by Design in their Commercial Privacy Bill of Rights that 
requires businesses that collect, use, store or transfer consumer 
information to implement data privacy protections when developing 
products and provide consumers with choices about how data are 
used, collected and shared.



1.English
2.French
3.German
4.Italian
5.Spanish
6.Czech
7.Dutch

8.Estonian
9.Hebrew
10.Hindi
11.Chinese
12.Japanese
13.Arabic
14.Armenian

15.Korean
16.Ukrainian
17.Russian
18.Romanian
19.Portuguese
20.Maltese
21.Greek

Privacy by Design:
 Proactive in 21 Languages!



PbD in Action:
Video Surveillance Cameras



IPC Guidelines on 
Video Surveillance Cameras

My office has issued guidelines regarding the use of video 
surveillance cameras:

• (Updated) Guidelines for the Use of Video Surveillance 
Cameras in Public Places (2007) - 
www.ipc.on.ca/images/Resources/video-e.pdf

• Guidelines for the Use of Video Surveillance Cameras in Public 
Places (2001) - www.ipc.on.ca/images/Resources/video-e.pdf

• Guidelines for Using Video Surveillance Cameras in Schools 
(2003) - www.ipc.on.ca/images/Resources/vidsch-e.pdf

• December 2007 – the IPC was invited by the U.S. Department 
of Homeland Security to speak on best practices for          
CCTV programs.



IPC Guidelines for Video Surveillance 
Cameras in Public Places

• Applies only to collection 
of personal information; 

• Prior considerations;
• Developing the policy;
• Designing and installing;
• Use, disclosure, retention, 

security and destruction;
• Audit and evaluation.

www.ipc.on.ca/images/Resources/video-e.pdf



Toronto Police Services 
Surveillance Cameras

• The Toronto Police Service (TPS) conducted a pilot project testing 
Closed Circuit Television (CCTV) in specific high-crime areas, as 
an added tool for the detection and deterrence of crime and 
enhancing public safety and security;

• In August 2006, members of the TPS met with the Commissioner 
and IPC staff to apprise us of this proposal. The Police were aware 
of the IPC’s Guidelines for Using Video Surveillance Cameras in 
Public Places and stated their intention to adhere to them;

• IPC personnel conducted a site visit at the outset of the pilot 
project, and TPS kept the IPC informed of developments during  
the program, which concluded in Spring 2008.



Toronto Police Services 
Support for Positive-Sum

“This governance model has ensured a positive-sum 
approach to the use of public space cameras in Toronto, 
one that enables the use of this additional tool to support 
policing while concurrently mitigating privacy concerns 
through technological and operational design.”

— Chief of Toronto Police Services, William Blair, 
October 22, 2009.



TTC Surveillance Cameras
• In March 2008, I ruled that Toronto’s 

Mass Transit System’s use of video 
surveillance cameras was in 
compliance with Ontario’s privacy law.

• However, I called upon the TTC          
to undertake a number of specific 
measures to enhance privacy: 

• Personal information will only      
be collected for legitimate, limited 
and specific purposes;

• Collection will be limited to         
the minimum necessary and      
only retained up to 72 hours;

• A comprehensive audit must be 
conducted by an independent third 
party using the Generally Accepted 
Privacy Principles;

• Two-signature sign-off is key!
www.ipc.on.ca/images/Findings/mc07-68-ttc.pdf



TTC Surveillance Cameras 
Privacy-Enhancing Technologies

• An important part of the report is dedicated to the area of 
emerging privacy-enhancing video surveillance technology.

“In light of the growth of surveillance technologies, not to 
mention the proliferation of biometrics and sensoring 
devices, the future of privacy may well lie in ensuring that the 
necessary protections are built right into their design. 
Privacy by Design may be our ultimate protection in the 
future, promising a positive sum paradigm instead of the 
unlikely obliteration of a given technology.”

— Privacy and Video Surveillance in Mass Transit Systems: 
A Special Investigation Report, March 2008



CCTV Cameras: 
Innovative Privacy-Enhancing 
Approach to Video Surveillance

• At the University of Toronto, Professor Kostas Plataniotis 
and Dr. Karl Martin have developed a privacy-enhancing 
approach  to video surveillance cameras;

• Their work, as described in Privacy Protected Surveillance 
Using Secure Visual Object Coding, uses cryptographic 
techniques to secure a private object (a face/image), so that 
it may only be viewed by designated persons; 

• Objects of interest (e.g. a face or body) are stored as 
completely separate entities from the background 
surveillance frame, and strongly encrypted. 



Innovative Privacy-Enhancing 
“Transformative” Approach



IPC Philosophy 
The 3 C’s

• Consultation:                                                             
by keeping open the lines of communication;

• Co-operation:                                                       
rather than confrontation, in resolving complaints;

• Collaboration:                                                            
by working together and seeking partnerships         
to find joint solutions.

My office tries to actively engage in the 3 C’s:



Conclusions

• Lead with Privacy and Security, by Design;
• Change the paradigm from the dated “zero-sum” 

to the doubly-enabling “positive-sum;”
• Deliver both

 
privacy AND security in an 

empowering “win-win” paradigm;
• Get rid of the “vs.” – replace it with “and;”
• Embed privacy as a core functionality: deliver 

both privacy and security, not one at the expense 
of the other.



How to Contact Us

Ann Cavoukian, Ph.D.Ann Cavoukian, Ph.D.
Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone: (416) 326-3948 / 1-800-387-0073
Web: www.ipc.on.ca
E-mail: info@ipc.on.ca

For more information on Privacy by Design,               
please visit: www.privacybydesign.ca
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