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Introduction

In May 2001, country singer Charley Pride released a new compact disk (CD), A Tribute to Jim
Reeves. Pride is a well-known, multi-award winning artist, but his new CD contained a technological
surprise.

To combat music piracy, anew copy-prevention technology was embedded in the CD that prevents
consumers from “burning” or duplicating it. Moreover, the tracks on the CD could not be played
on the CD audio players found in many personal computers.

Consumers could listen to the CD on a standard CD audio player. However, if they attempted to
play it on their personal computers, they were directed to a Web site of SunnComm, the company
that produced the copy-prevention technology. At this Web site, they could use Microsoft’s
Windows Media Player to download and listen to free digital versions of tracks from the CD.

Notall consumers were enthralled with this new copy-prevention technology. In September 2001,
a Californiawoman sued the record company (Fahrenheit Entertainment), its affiliate (Music City
Records) and SunnComm for “maintaining a complex inter-related constellation of practices that
have been designed and implemented to defeat the rights of consumers and consumers’ reasonable
expectations and thatinclude misleading advertising, defective notices, and invasions of privacy.”!

The lawsuit, which raised a host of consumer rights issues, alleged that the technology violated the
privacy rights of consumers by storing their personally identifiable information, tracking their
listening habits, and disseminating their personally identifiable information to third parties. In
addition, the suit claimed that the record company had never disclosed on the shrink-wrap of the
CD that consumers could not listen to music on their computers anonymously.?

According to the lawsuit, when consumers inserted the Charley Pride CD into the CD-ROM drive
of their personal computer, they were directed to SunnComm’s Web site, where they were asked
to provide SunnComm with personal identifying information, including their e-mail address and
full name. It further alleged that the defendants used “cookie, web bug and Digital Rights
Management Technology to track specific consumer musical habits and clickstream data, combine
itwith personal identifying information, and provide such data and information to parties outside
of the knowledge and control of the specific consumer....”3

In February 2002, the plaintiff and defendants settled the suit. The defendants agreed not to require
consumers to provide personally identifiable information, such as their e-mail address or Internet
Provider (IP) address, as a condition for listening to the Charley Pride CD on their computer or
downloading songs from the SunnComm Web site. They also agreed to purge all personal
identifying information obtained from consumers to date from the music file downloading process,
and to amend their privacy policies to advise consumers that all downloads of songs from the CD
on the SunnComm Web site now would be anonymous.*
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This legal battle represents an early skirmish in a new conflict over privacy rights that may be
developing between owners of intellectual property and consumers. One flashpoint for these battles
is digital rights management (DRM), a scheme that involves using various forms of technology to
secure digital content and protectit from being used, copied or distributed without the permission
of the copyright holder. The copy-protection technology embedded on the Charley Pride CD isan
example of such technology.

Consumer products such as music, movies and books are becoming more widely available in digital
format, both in physical form (e.g., on a CD or DVD) and over the Internet (e.g., downloading a
movie or song from a Web site). However, as illustrated by the Charley Pride CD case, the use of
DRM technologies to protect such digital content may have privacy implications, particularly if they
are used in conjunction with Internet tracking tools, such as cookies and web bugs, to collect and
store personal information from consumers in order to monitor their behaviour and buying
preferences.

The spread of DRM technologies has not gone unchallenged. For example, Stanford University
Professor Lawrence Lessig has argued that the most dramatic restrictions on innovation on the
Internet have come at the hands of copyright holders, such as large music-production companies.
The push to provide these copyright owners with control over their content has also given them the
power to stifle innovations that could threaten their existing business models.?

In addition, the Electronic Privacy Information Centre (EPIC), the Electronic Frontier Foundation
(EFF), and other privacy advocates have ignited an important public debate by identifying the
serious threat that DRM technologies pose to the privacy, fair use and free expression rights of
consumers.®

The purpose of this paper is to contribute to this debate by focusing exclusively on the privacy
implications of DRM. First, we will examine DRM in greater detail and outline some of the factors
that gave rise to such technologies. Second, the impact of DRM on the privacy rights of consumers
will be discussed. Third, we will put forward some proposals for embedding privacy into DRM
technologies, including seven essential steps that DRM technology developers should consider to
ensure that they are respecting the privacy rights of consumers. Finally, we will put forward some
straightforward privacy tips for consumers who are planning to purchase or have purchased digital
products protected by DRM technologies.
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The Advent of Digital Rights Management (DRM)

In the early days of the Internet, the slogan “information wants to be free” was the catch phrase of
the day, and the Internet was viewed as a vehicle for expanding democratic space and the exchange
ofideasandinformation. At the same time, businesses saw the Internet as a platform for e-commerce
—the buying and selling of goods in cyberspace. In particular, many corporations that hold copyright
over music, movies and books viewed the Internet as a potential vehicle for marketing and selling
these products in digital format to consumers.

These same corporations, however, also perceived the Internet as posing a threat to their ability to
control the distribution of digital content. The development of “peer-to-peer” music-sharing
networks such as Napster, and new technologies such as MP3 players, have greatly alarmed
corporate copyright owners, who believe that such innovations promote online piracy of their
intellectual property.

Corporate copyright owners have responded to this perceived threat by promoting the development
of DRM. In a broad sense, DRM includes not only the technologies that are used to secure digital
content from unauthorized distribution or copying, but also the laws, contracts and licenses that
impose restrictions on the use of such material. Although DRM technologies are commonly used
to protect commercial content (e.g., music and movies), they can also be used to protect other digital
content, such as corporate information (e.g., legal documents) and personal information (e.g., medical
records).”

However, DRM technologies are most commonly used to protect “popular” digital content such
as music and movies from being copied, altered, saved, printed or transmitted to third parties.
According to EPIC, DRM technologies secure content in two ways. First, they use “containment,”
which involves encrypting digital content in a shell so that only authorized users can access it.
Second, they use “marking,” which is the practice of placing a watermark, flag or XrML tag on
content to signal to a device that the media is copy protected.®

In the United States, the advent of DRM hasbeen accompanied by legislative protections. In 1998,
the U.S. Congress passed the Digital Millennium Copyright Act (DMCA),” which bans technology
designed to circumvent copyright protection technologies, such as DRM.

Both corporate giants — such as Microsoft — and smaller players — such as SunnComm - have
developed DRM solutions. For example, several major musiclabels and online movie companies use
Microsoft’s Media Rights Manager to deliver digital content securely. Media Rights Manager
provides content owners with the ability to limit the number of times a music or movie file can be
played; to determine whether a file can be burned onto a CDj; and to control whether a file may be
copied onto a portable player or other device.!° Similarly, smaller companies such as SunnComm
have developed DRM technologies aimed at preventing music CDs from being copied.




The Impact of DRM on Privacy

In North America, the legal concept of privacy was first explored in an 1890 article in the Harvard
Law Review by Professors Samuel Warren and Louis Brandeis, who defined privacy as “the right
tobeletalone.”! This definition of privacy has evolved over the last century to include at least two
strands: the right of individuals to control their physical space (i.e., their body or home) and to
control their personal information. The latter right is known as “informational privacy” or
“informational self-determination.”

Consequently, privacy includes the right of individuals to control the collection, use and disclosure
of personal information about themselves. Personal information can be defined generally as
identifiable information about anindividual. In other words, itis information that serves to identify
aperson and could include his or her name, address, telephone number, date of birth, race and family
status. [t could also include an identifying number that the government has assigned to an individual
in exchange for receiving benefits, a person’s e-mail address, and a person’s medical or financial
history.

Some companies that use DRM technologies rely on the technology’s capacity to collect personal
information and transmit it back to the publisher of the content. They may also use the personal
information and other “click-stream” information as a means to track customers’ demographics and
usage patterns and, as a result, learn how to market to particular market segments more precisely.

IT experts have reported on the privacy problems associated with DRM technologies.!'? Not all
DRM applications function in the same way. Some monitor content and rights acquisition, some
focus on downloading extensions for advertising purposes, while some monitor and profile content
usage; some may even execute all functions at once. What is relevant is that in virtually all cases,
DRM requires the collection of personal information (data collected from the user’s operation of
the DRM application and the content it provides access to) in order to work properly.

According to a thoughtful paper entitled, Privacy Engineering for Digital Rights Management
Systems,3 privacy concerns arise in a number of ways, including:

1. ID linkage: This DRM model requires the user to provide an ID number that links the user’s
personal information (name, address, transaction history, etc.) with the device or service a person
intends to use. (For example, the device could be a computer or cellphone.) These devices or
services connect to a rights server (a catalogue of user access/usage rights associated with
particular devices or services), so that when someone decides to use a device or service, or updates
or changes to another device or service, the rights server catalogues these uses or changes using
the initially registered ID provided by the user. The paper stresses, “[s]uch tracking for the
purpose of tying content to a set of devices obviously puts at risk some previously private
information about the user.”'* It is not clear, in most reports on the subject, which DRM
applications actually catalogue and mine such ID numbers but, regardless, the capability still
exists due to the “ongoing, periodic contact between user and distributor.”'
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2. User tracking via download or subscription service: This DRM model supplements the
aforementioned ID linkage model. The DRM application requires that the user reconfirm that
he or she will not copy a product for resale or sharing. At present, this is the most popular model
for this type of data collection. The model not only catalogues the user under a user-specific ID,
but also catalogues the customer’s usage history of a product that has been downloaded from a
system that is subscribed to and streamed whenever requested. The paper states that, “[t]his is
a qualitatively more serious threat than those previously described. Many people would be
willing to risk others knowing that they downloaded a pornographic video; fewer would want
others to know that they watched this video 1,000 times.”!¢

A similar DRM model allows for the potential collection of usage data that may occur when a user
subscribes to a package of services. The user does not actually download anything to his or her
system but instead receives streamed elements of the package by request. If the streamed elements
are viewed or listened to, such actions can be recorded, resulting in the collection of an individual’s
interests and usage patterns.

Asaresult of the above-noted ability to collect and track personally identifiable information, DRM
applications may allow for the creation of substantial, unregulated personal profiles. This ability not
only creates the threat of inappropriate, non-consensual access to and disclosure of a customer’s
information, but also potentially provides other companies and law enforcement with a source of
information on citizens by way of a court order or possibly by simply purchasing the information.!”

Privacy abuses do not necessarily come from the storage of such personal information but more
from the threat that such a database may be subject to a security breach that reveals a user’s personal
information. Worse yet, some companies view personal information obtained from customersasa
corporate asset that can be sold during bankruptcy proceedings.!®

Moreover, DRM systems, especially in the case of subscription-service-based systems, often create
communication links between the user’s and server’s systems, which may be vulnerable to attacks
from hackers and saboteurs. In thisrespect, some DRM systems require an open channel to feed data
back and forth from user to the distributor in the same way that any distributed computing
application requires users to maintain such channels (i.e., Instant Messenger, SETI@Home). Some
DRM systems may actually be designed to harm a user’s system. "

In short, the privacy-invasive effects of DRM technologies are rarely addressed. Nor do DRM
developers typically attempt to design privacy into their products. Currently, many DRM models
focus on ensuring that the rights of the content providers and service distributors are protected,
without sufficient regard for consumer privacy. We believe that DRM developers should examine
how the current DRM models can be adjusted to provide greater privacy protection for consumers.
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Integrating privacy into DRM technologies

There are a number of both simple and complex measures that can be undertaken by both DRM
developersand companiesselling DRM-protected products to ensure that their technologies do not
violate the privacy rights of consumers. As a starting point, companies that use DRM technologies
should consider whether collecting personal information from consumers is even necessary.

In the settlement reached in the Charley Pride CD case, the defendants agreed not to require
consumers to provide “personally identifiable” information, as a condition for listening to the CD
or downloading songs from the SunnComm Web site. We would encourage other companies
selling DRM-protected products to consider eliminating the collection of unnecessary personal
information. If any personal information is collected, it should only be obtained with the consent
of the consumer. Consent in this context should be “informed consent” — the consumer must
understand the nature and consequences of providing or withholding consent.

If a consumer consents to the collection of his or her personal information, companies that use
DRM should recognize that copyright holders and consumers actually share a common interest —
controlling the flow of the information. For example, Harvard University Law Professor Jonathan
Zittrain has argued that there is a profound relationship between those who wish to protect
intellectual property and those who wish to protect privacy. Their common desire is control over
the distribution of information.’ Similarly, Mark Stefik, a research fellow and manager at the Xerox
Palo Alto Research Center, has argued that the same technology that guards the property rights of
publishers could also be used to protect the personal information of consumers.?! Stefik outlines the
manner in which this could be accomplished in an intriguing article in Scientific American titled
“Trusted Systems.”

The thrust of many DRM technologiesis to control information thatis protected by copyright laws.
Similarly, a key element of personal privacy is that individuals should have the right to control the
collection, use and disclosure of their personal information. Consequently, the DRM methodology
for strictly controlling the distribution of intellectual property in digital form offers an ideal model
for protecting the personal information of consumers. In other words, DRM developers should
implement a scheme that ensures that any personal information collected from consumers is
protected as zealously as intellectual property.

The following section explores ways to create such ascheme. In 2002, the Information and Privacy
Commissioner/Ontario released a paper called, the 7 Essential Steps for Designing Privacy into
Technology,** which provides a framework for undertaking a privacy analysis of any technology
anditsrelated components, ranging from legal issues to policy practices. The 7 Steps can be applied
to DRM technologies in the following way:
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Step #1: Define the privacy expectations of the public and identify
legislated requirements

Privacy expectations of the public

In a consumer context, the success of new technologies is invariably linked to public acceptance.
Consumers will not accept a new form of technology if it is costly, difficult to use or violates their
rights to fair use, freedom of expression and privacy.

According to a recent Harris Interactive survey, 83% of American consumers would stop doing
business with a company entirely if they heard or read that the company misused customer
information.?* A Forrester Research survey of both Americans and Canadians found that almost
90% of online consumers want the right to control how their personal information is used after it
iscollected.*

These survey results should serve as a reminder to companies that the consumer should be treated
as a “first-class participant.”® The relationship between a company that uses DRM and the
consumer should be based on trust, co-operation and understanding. This can be at least partly
achieved by respecting the privacy rights of consumers.

Legislated requirements

Fromalegal standpoint, DRM technology is inherently cross-jurisdictional because it often operates
within an online environment. Web sites that make digital products available for sale or downloading
can be accessed from anywhere in the world with an Internet connection. As a result, the legal
requirements for organizations providing goods and services that can purchased by consumers
living in various jurisdictions are often unclear.

The reality is that many companies that provide DRM-protected products, particularly on the
Internet, are based in the United States. Currently, there is no comprehensive national privacy
legislation in the U.S. that applies to the private sector. Congress has enacted sector-based privacy
laws thatapply to the financial and health sectors. However, companies that use DRM technologies
to protect digital music, movies or books sold online are not subject to comprehensive privacy
legislation that would apply to the collection, use and disclosure of a customer’s personal
information. Rather, individuals who believe that the use of DRM technology violates their privacy
rights would have to rely on consumer protection statutes or in very limited cases, state privacy laws.

However, companies that use DRM technologies should be aware that comprehensive privacy
legislation exists in other jurisdictions around the world. In 1995, the European Union (EU) passed
the Data Protection Directive,?® which sets out privacy-protection rules for personal information
held by both government and private-sector entities and aims to harmonize data-protection rulesin
the EU. The directive also establishes rules designed to ensure that data (i.e., personal information)
is only transferred to countries outside the EU, where continued privacy protection is guaranteed.
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The 15 member states of the EU were required to implement the directive into national law by
October25,1998. Consequently, many European countries have comprehensive privacy legislation
that could apply to personal information of consumers that is collected, used or disclosed by
European-based companies selling digital products that use DRM technologies. In addition,
companies thatuse DRM technologies to protect digital music, movies, or books thatare sold online
to European customers should note that an EU Data Protection Working Party has published a
paper that examines how EU data protection laws would apply to personal information processed
on the Internet by non-EU based Web sites (e.g., in the U.S.). In particular, the paper notes that:

The directive would also apply to information collected through spywares, which are
pieces of software secretly installed in the individual’s computer, for instance at the
occasion of the downloading of bigger software (e.g. amusic player software), in order to
send back personal information related to the data subject (e.g. the music titles the
individual tends to listen to) ... As these technologies are by definition used without
informing the user (the name spyware is clear in that respect) they are a form of invisible
and not legitimate processing.?’

In Canada, the Personal Information Protection and Electronic Documents Act (PIPEDA)*
applies to federally regulated private-sector organizations that collect, use or disclose personal
information, either in paper or electronic format, in the course of their commercial activities.
Consequently, PIPEDA would not likely apply to U.S. companies that use DRM technology to
protect digital music, movies or books sold online to Canadian customers. However, PIPEDA could
apply in certain circumstances to personal information that is collected, used or disclosed by any
federally-regulated Canadian company (e.g., cable or telecommunications companies) that use
DRM technologies to protect digital music, movies or books sold on Canadian Web sites.

In the absence of privacy legislation, companies that provide DRM-protected products should
consider adopting fair information practices. In 1980, the Organisation for Economic Co-operation
and Development (OECD) adopted the Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data.” These guidelines include eight Basic Principles of National Application,
commonly known as “fair information practices,” and form the basis for virtually all privacy
legislation around the world.

In 1996, the Canadian Standards Association (CSA) released a Model Code for the Protection of
Personal Information,*® which is based on the OECD Guidelines. The CSA Model Code includes
the following 10 privacy principles:

* Accountability * Accuracy

* Identifying Purposes * Safeguards

* Consent * Openness

* Limiting Collection * Individual Access

* Limiting Use, Disclosure, and Retention Challenging Compliance
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A detailed description and definition of each of these principles is included in Appendix A of this
paper.

Step #2: Develop privacy policies and principles

Companies that use DRM can create easily accessible privacy policies either by using an online
privacy policy generator3! or by contracting the services of a reputable third party. Privacy policies
should be based on the privacy legislation that applies to personal information collected in a
particularjurisdiction, or on fair information practicesif no legislation exists. Such policies should
be displayed in a prominent place onacompany’s Web site and should be written in plain language.

A privacy policy should explain to consumers:

* what personal information is being collected;
* why itis being collected;

* how it will be used;

* who will have access to it;

* how long you will retain it;

* how you will dispose of it;

* who in the organization to contact for more information about the policy.

The IPC has published a set of privacy policy best practices, which are available at www.ipc.on.ca/
english/pubpres/if-you/web-priv.htm.

Step #3: Undertake an assessment of human and information
resources with a focus on personally identifiable data
(collection, processing, managing data flows)

Companies that sell DRM-protected products should assess how their human resources
(i.e., managers, employees) handle the personal information of consumers. In addition, they should
conductan assessment of how their informational resources (i.e., computer hardware and software)
are used to collect, store and transmit personal information.

The IPC has developed, with the assistance of PricewaterhouseCoopers and Guardent, the freely
available Privacy Diagnostic Tool (PDT),*? which can be used by organizations to gauge their data
handling processes against fair information practices. Once the tool’s privacy questionnaire hasbeen
completed, the PDT generates a report summarizing the strengths and weaknesses of the organiza-
tion’s data-handling processes and provides suggested remedial next steps. We would recommend
that companies develop a specific action plan dealing with issues of employee accountability, privacy
awareness and levels of training around DRM.
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Step #4: Undertake a threat risk assessment by completing a
Privacy Impact Assessment

A Privacy Impact Assessment (PIA) provides an in-depth assessment of relevant privacy legislation,
privacy implications of systems design, and consumer privacy expectations. Once privacy goalsare
determined and initial privacy vulnerabilities detected, the PIA should offer ongoing guidance each
time a data collection processis created or modified. The Ontario government’s Management Board
Secretariat has created a PIA.?3 Other PIAs include the British Columbia government’s Corporate
PIA%* and the Government of Canada’s Treasury Board Secretariat PIA.3’

Step #5: Deploy methodology for privacy risk management at the
systems level

This step is crucial to the deployment of privacy-protective DRM technologies. Fair information
practices must be built into the systems architecture. The methodology in Step #35 translates a
company’s privacy policy into technical practices. It does this by developing systems architecture
rules and designing controls around the collection of personal information, linkability, access, use
and accountability, as well as delineating business processes that use personal data. It is also
important to ensure that the methodology rules are designed in consideration of the type of data
being used (i.e., the level of sensitivity).

One useful methodology for building privacy into systems architecture is Privacy Rights Management
(PRM). In a paper entitled, Privacy Rights Management for Digital Rights Management, Steve
Kenny and Larry Korba define PRM as “distributed management of personal information in
accordance with EU data protection legislation.”¢ In particular, they examine the architectural
potential of DRM to manage the requirements of the EU Data Protection Directive. However,
recognizing thatitis difficult to integrate legal requirements into the development of new systems,
they also put forward some simplified privacy principles that companies can use as a starting point
for a detailed analysis of the privacy aspects of systems architecture.

According to Kenny and Korba, content distribution companies must balance the need to protect
digital content (i.e., fraud prevention) against potential liability that may arise if personal information
hasbeen misused. They argue thata PRM methodology can provide copy prevention for acompany
and protect the privacy rights of its customers through token schemes, for example.

10
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Step #6: Introduce at the source level, the rules and controls
developed in Step #5

This step can be combined with Step #35 if the developers of the architecture rules are also
responsible for implementation. When deploying these rules, there are numerous implementation
challenges, including ensuring that associated costs remain under control; estimating the size of data
storage containers; ensuring that rights managementis still feasible while ensuring that personal data
is not compromised; finding data distribution mechanisms that maintain data quality across all
processors; operating within different jurisdictions; and carrying out successful logging and
auditing of data processes.’” Despite such challenges, the above tools and models provide a
reasonable idea of how to build privacy into DRM.

Step #7: Deploy and audit, through a model of continuous
improvement — review expectations and requirements

The final step isunlike the othersbecause itis one that requires repetition throughout the operation
of the DRM service. One of the most important rules in gauging whether DRM technology is
sufficiently privacy protective is to remember that “overall, privacy is [only] as strong as the privacy
offered by the weakest link.”*® Auditing ensures that the host organization will be in a position to
identify any weak links within the DRM system.

Itis up to the DRM host organization, through the privacy environment it established in Step #1,
to conduct an end-to-end privacy audit of the DRM process. The host organization may select an
outside auditor such as Watchfire,* which would dig through all the organizational and electronic
processes to determine system weaknesses. A Harris Interactive survey found that 84% of
consumers believe that independent verification of privacy policies should be a requirement for
companies.*’

11




Privacy Protection Tips for Consumers

It is important to remember that the Internet remains a highly unregulated environment. As a
precautionary step, consumers need to understand that they may be giving up their privacy in
exchange for the use of free or inexpensive digital content, based on a DRM model. Consumers are
strongly encouraged to read privacy policies, be highly selective when offering their personal
information to Web sites, and only deal with reputable organizations that clearly state that personal
information:

* will not be collected without consent;

* will not be used for secondary purposes;

* will be held in secure databases; and

* will not be retained for unnecessarily long periods of time.
Privacyactivism, a non-profit organization, has recently released version 1.0 of aunique consumer
video game called Carabella, which “highlights the ways that consumers’ privacy and fair use rights
are being whittled away by digital rights management technologies, online spyware and data
profiling services.”*! The game attempts to raise awareness of personal tracking, how to surf

anonymously, and raises privacy and fair use issues with peer-to-peer networks and online
subscription services. Readers of this paper are encouraged to access this creative video game.

12



Conclusion

The expansion of DRM technologies has significant implications for the privacy, fair use and free
expression rights of consumers. Although many companies that use DRM technologies appear to
be gambling that consumers will eventually accept some infringement of their rights in exchange for
DRM-protected digital music or movies, there is no guarantee that this will happen. Instead,
consumers may reach a breaking point and refuse to purchase such products if they feel that their
rights are being increasingly violated.

In this paper, we have focused on the privacy issues associated with DRM and argued that
companies that use such technologies should consider simply not collecting personal information
from consumers or seek their informed consent before collecting, using or disclosing any personal
information. In addition, we have put forward seven steps for embedding privacy into DRM
technologies, and proposed some simple privacy protection tips for consumers. Addressing privacy
problemsalone will notalleviate the host of problems connected to DRM. However, thinking about
privacy issues may help the industry to assess whether its overall approach to protecting digital
content is viable in the long term, or whether it should adopt a more balanced approach that also
takes into account the rights of consumers.

13
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Appendix A — CSA Model Code for the Protection
of Personal Information

Principle 1 — Accountability

An organization is responsible for personal information under its control and shall designate an
individual or individuals who are accountable for the organization’s compliance with the following
principles.

Principle 2 — Identifying Purposes

The purposes for which personal information is collected shall be identified by the organization at
or before the time the information is collected.

Principle 3 — Consent

The knowledge and consent of the individual are required for the collection, use, or disclosure of
personal information, except where inappropriate.

Principle 4 — Limiting Collection

The collection of personal information shall be limited to that which is necessary for the purposes
identified by the organization. Information shall be collected by fair and lawful means.

Principle 5 — Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for which it was
collected, except with the consent of the individual or asrequired by law. Personal information shall
be retained only as long as necessary for the fulfilment of those purposes.

Principle 6 — Accuracy

Personal information shall be as accurate, complete, and up-to-date as is necessary for the purpose
for which it is to be used.

Principle 7 — Safeguards

Personal information shall be protected by security safeguards appropriate to the sensitivity of the
information.

14
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Principle 8 — Openness

An organization shall make readily available to individuals specific information aboutits policies and
practices relating to the management of personal information.

Principle 9 — Individual Access

Upon request, an individual shall be informed of the existence, use, and disclosure of his or her
personal information, and shall be given access to that information. An individual shall be able to
challenge the accuracy and completeness of the information and have it amended as appropriate.

Principle 10 — Challenging Compliance

Anindividual shall be able to address a challenge concerning compliance with the above principles
to the designated individual or individuals accountable for the organization’s compliance.
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