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Electronic health information strongly protected
In Ontario: Commissioner Cavoukian

An investment in Initiate Systems Inc., a company providing software to an electronic health record
application in Ontario, does not provide the CIA or anyone else with access to personal health
information, says Dr. Ann Cavoukian, Ontario’s Information and Privacy Commissioner.

In March 2006, In-Q-Tel, the venture capital arm of the CIA, invested in Initiate Systems Inc.,
whose software is being used in provincial electronic health record applications across Canada
under an agreement with Canada Health Infoway, a federally funded, non-profit corporation that
leads electronic health initiatives in Canada.

Prior to In-Q-Tel’s investment, Initiate Systems’ software was selected for use in one application in
Ontario — the Enterprise Master Patient Index (EMPI). Although the EMPI contains health card
numbers and other identifying information, it does not include diagnoses, prognoses, or other
clinical information typically shared between health care providers and their patients.

In Ontario, the Personal Health Information Protection Act establishes rules for the collection, use
and disclosure of personal health information and designates the Office of the Information and
Privacy Commissioner/Ontario as the body responsible for overseeing compliance with the
legislation.

On August 11, 2006, privacy advocates expressed concerns that In-Q-Tel’s investment in Initiate
Systems may give the CIA access to provincial medical records. Commissioner Cavoukian
immediately launched a privacy investigation into the allegations to determine if any personal
health information was being disclosed in contravention of Ontario’s health privacy legislation.

Among the Commissioner’s findings in her investigation report:

e Cancer Care Ontario, which operates the EMPI on behalf of the Ministry of Health and
Long-Term Care, allows Initiate Systems Inc. extremely narrow, on-site access to personal
health information, under tightly controlled and limited conditions, and only as necessary to
enable Initiate Systems Inc. to provide the services that it is contractually obligated to
provide;

e No health information from the EMPI flows outside of Ontario;

e In-Q-Tel’s investment in Initiate Systems Inc. does not allow In-Q-Tel to access any health
information contained in the Ontario EMPI.
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“Cancer Care Ontario, an organization that my office has worked with on privacy issues since the
implementation of the Personal Health Information Protection Act nearly two years ago, has an
extensive array of privacy safeguards in place,” said Commissioner Cavoukian.

In addition to written privacy, confidentiality and security provisions in the Master Software
License and Services Agreement with Initiate Systems Inc., other safeguards include:

e Initiate Systems does not have any remote access to EMPI data and performs all technical
support for the EMPI in Ontario, with comprehensive security measures in place;

e Access to the EMPI by Initiate Systems’ staff must be authorized and verified by CCO and
may only occur on its Ontario premises; and

e Initiate Systems is prohibited from disclosing EMPI data to any party without the prior
written consent of CCO, which has neither been sought nor granted.

Looking further ahead, Commissioner Cavoukian makes three recommendations in her
investigation report:

RECOMMENDATIONS

1. The Commissioner should be consulted concerning any proposed amendments or changes to
the confidentiality or privacy obligations contained in the agreement between CCO and
Initiate Systems.

2. The MOHLTC or any other person who operates the EMPI in the future should advise the
Commissioner if there is a breach of the confidentiality or privacy obligations of the
agreement by Initiate Systems, and the steps taken to mitigate the breach, the measures
taken to prevent subsequent breaches, and the manner and nature of the notification
provided to individuals whose personal health information is contained in the EMPI.

3. The MOHLTC or any other person who operates the EMPI in the future using the Initiate
Software should advise the Commissioner when changes will be made to the source code for
the Initiate Software, as well as the nature and rationale for these changes.

The Information and Privacy Commissioner is appointed by and reports to the Ontario Legislative
Assembly, and is independent of the government of the day. The Commissioner's mandate includes
overseeing the access and privacy provisions of the Freedom of Information and Protection of
Privacy Act, the Municipal Freedom of Information and Protection of Privacy Act, and the Personal
Health Information Protection Act, and helping to educate the public about access and privacy
issues.
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