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A Message From the Commissioner

“ON A TYPICAL DAY, ] TRY TO HELP ORGANIZA-
tions understand what people are looking
forwith respect to access to information and
protectionof privacy,” says Ann Cavoukian,
Ontario’s Information and Privacy Commis-
sioner,

Today's competitive environment and
government cutbacks see organizations
putting a much swonger emphasis on cus-
tomer service than ever before. Adding a
further dimension, recent polls conducted
by companies such as Equifax indicate con-
sumers are growing increasingly concerned
about the use of their personal information,
hence the demand for Cavoukjan’s inputand
advice.

“We are experiencing an upsurge of pri-
vacy awareness in both public and private
sectororganizations,” stated Ann Cavoukian.

« . .
Organizations are responding to consum-

“ers’ demand that privacy protection become

a priority on their agendas.”

Papers recently released by Cavoukian are
designed specifically to help organizations
address the privacy concerns being raised by
consumers and organizations.

For example, Identity Theft: Who's Using
Your Name? Identifies a number of privacy
enhancing technologies, including data
encryption and anonymous paymentmecha-
aisms, which organizations can offer to their
customers, in an effort to help cusb the
proliferation of 1D theft.

Moving Information: Privacy & Secuvity
Guidelines: Tohelp organizations whoarein
the midst of moving their offices to new
locations, this paper is designed to help
organizations pack, move, and unpack files

CONTINUEDON PACGE?

Ann Gavoukian defivers the opening remarks on September 12 al the annlal access and privacy workshop held at Queen's Park
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The Changing Face

of Perspectives

In the Fall 1996 edition of Perspectives, we
asked you, the reader, to respond to a survey
designed to tell usaboutyour preferences for
future issues. We would like to-again thank
each of you who took the time to respond
and for providing us with many informative
comments and helpful information.

This edition reflects those changesand we
hope that you will enjoy many of the new
features of each issue. We have brought back
the photographs that you told us you en-
joyed seeing, and we have created new fea-
tures such as “The IPC Web site: What's
New?”

Providing information to you in a way

* that meets your needs is important to us at

A Message From
the Commissioner
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in a fashion that will not result in unauthor-

ized access to company records.

Model Access and Privacy Agreement: Con-
tains a model agreement that can be inserted
into a contract between a government or-
ganization and a private sector setvice pro-
vider. The agreement helps to ensure that
the new service provider continues to pro-
vide consumers with protection of their per-
sonal information, thereby protecting their
privacy, while also continuing to provide
access to general records.

Yinally, Smart, Optical and Other Advanced
Cards: Howto Do a Privacy Assessmentisajoint
paper between the Advanced Card Technol-
ogy Association of Canada and the Informa-
tion and Privacy Commissioner/ Ontario. It
is designed to help developers and marketers
of applications using smart card technolo-
gies to understand and implement, in a
practical way, the principles of privacy pro-
Tection.

Two papers currently being worked on
are:

the IPC. Wewill continue to mail Perspectives
t0 you, but we also provide it to you on our
Web site. We are committed to exploring
the capabilities offered by new technologies
and we feel that providing it to you on the
Internetappeals to those who indicated that
they prefer an electronic version. But by also
continuing to maif copies to those who pre-
fer receivingitin hard copy form, we feel that
this meets the needs of those who do not have
access to Inzernet services at this.time.

Wewilt continue to Jook for the best ways
of providinginformation to youand encour-
age you to continue to provide us with ideas
and topics that you find timely and informa-
tive. We hope that you enjoy future issues of
Perspectives.

A paper on data mining, which will offer
consumers and organizations suggestions on
how this technology can best be handled so
as to minimize privacy intrusion.

Finally, a joint paper with the Ontario
Transportation Capital Corporation will
highlight the success that has been achieved
in having Highway 407 utilize an anony-
mous account mechanism which protects
the privacy of its motorists.

Ann Cavoukian hopes these papers assist
organizations and consumersalike. She wel-
COMTIES YOUT COMMEntS.

Also, the following new Practices were
issued: Youand Your Personal Information at the
Ministryof Transportation, QesAs for Managing
Electronic Mail Systems, Geographic Information
Systems and Privacy, Geographic Information
Systems and Access, Appeals Involving Third
Party Commercial, Financial and Related Infor-
mation, Reconsideration of Decisions, Safe and
Secure Disposal Procedure for Municipal Institu-

TLO71S.
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Q & A is a regular
column featuring
topical questions
directed to the [PC.
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Tools we use daily: are they private?

SWTIH THE INCREASED USE OF ”i‘ECHN(}LO.GY IN
our workplace today, individuals are using
electronic mail, facsimile and voice mail more
frequently in order to communicate.

When an organization first implements
electronic mail, facsimile or voice mail, the
usual practice is to implement security poli-
cies and train staff. However as staff leave,
internal processes change or new technolo-
gies are procured, it is essential that these
policies are revisited to ensure that they
continue to be applicable, understood, and
followed by staff. To assist organizations with
this annual review, we have identified some
significant practices you should check for.

Flectronic Mail

E-mail has many advantages and can elimi-
nate “telephone tag,” but it must be used
carefully. As one security expert noted, e-
mail has “the security level of a postcard.”
Policies should encourage users to:

¢ double-check to ensure thecorrect address
has been entered;

* ensure that the information being trans-
ferred is not of a confidential nature unless
a security system is in place;

s ensure e-mail addresses are current ar all
times. As staff leave or change job func-

Q&A

Q: Howdo [ knowthe personal information  aive
to my bank is being safeguarded?

A: Although banks are not covered by the
Acts, the Canadian Bankers Association’s
Privacy Model Code provides guidelines to
member banks to consider when drafting
their own privacy guidelines. Contact your

tions, their access to e-mail should either
be removed or updated to ensure there is
not unayuthorized access.

Facsimile Transmission

Fax useisaconvenient and efficient method
of transmitting information. Policies should
ensure that:

* only authorized personnel send faxes;

o the number of the receiver is double-
checked and the confirmation slip con-
firms the number;

» only the intended recipient takes custody
of the fax.

Voice mail

Veoice mail assists organizations to faciliate
communicationand improve customer serv-
ice. Policies should ensure that:

* voice mail users do not use their phone
numbers or extensions as passwords;

= passwords are kept secret and are not
written down;

¢ as stall leave the organization or change
locations, their volce mail connections are
updated in a timely manner to prevent
unauthorized access.

bank for more information about their poli-

cles and, in the case of a complaing, speak
with your bank’s ombudsman to explain
your concerns. f you are not satisfied, con-
ract the Canadian Banking Ombudsman to
makeanappeal foran independent review of
the bank’s potlicies. They can be reached by
calling (416) 287-2877 or 1-888-451-4519.
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A Shifting Landscape: Facing the
Challenge of Constant Change

“TT’S FASYTO SEE THAT WE ARE ALL BEING FACED

with many chaﬂlieﬁges as we continue to

work in a rapidly changing landscape. Our
roles must be carried out in an environment
of continuouschangeand growth,” said Ann
Cavoukian, Information and Privacy Com-
missioner, at the annual access and privacy
workshop hosted by Management Board
Secrerariat on September 11 and 12,

The workshop, titied “Access and Pri-
vacy: The New Way of Doing Business”
attracted over 300 participants who joined
together to share ideas, trends, and to exam-
ine the challenges to be faced in access and
privacy in the future.

Ann Cavoukian took the opportunity to
praise co-ordinators on the work carried ot
in all areas over the past year and touched on
some of the challenges that lie ahead. For
example, she noted:

“With the external world constantdy
changing, so must come internal changes —
changes in how we view things... what will
be needed in many areas will be a paradigm
shift, not just a slight adjustment. And the
increasing use of technology is, in face, one of
the greatest changes we face today.”

This year’s conference featured a number
of speakers and facilitators on awide range of
topics that appealed to all who atcended.
With staff at all levels of government work-

-ingin thisnew environment, theimportance

of meeting the resulting challenges was the
focus of many of the workshops. Topics
covered included how to build access and
privacy into the electronic process, alterna-
tive service delivery challenges, discussions
on dara marching and data warchousing,
and various special sessions designed to deat
with particular concerns. Round table ses-

CONTINUED ON PAGES

Janet Faas, Ross Hodgins, Beverly Wise and Stuart Roxborgugh {Jeft o right} discuss the challenges of alternative service delivery at the
annual access and privacy workshop held at Queen's Park on September 11 and 12.
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Privacy and

THE PRIVACY OF INDIVIDUALS IN RELATION TO
media publicity has been a recurring, well-
documented issue for the lasthundred years.
In a highly acclaimed, seminal article writ-
ten for the Harvard Law Review in 1890,
Sarmnuel D. Warren and Louis D. Brandeis
stated: “The press is overstepping in every
direction the obvious bounds of propriety
and of decency. Gossip is no longer the
resource of the idle and of the vicious, but has
becomeatrade, whichis pursued with indus-
try as well as effrontery. To satisfy a prurient
taste the details of sexual relations are spread
broadcast in the columns of the daily pa-
pers.” Concerns about the invasive, relent-
less reporting style once described as ‘yellow
journalism’ appear to have surfaced again in
the circumstances surrounding the recent
death of Princess Diana. The public’s reac-
tion to this type of reporting and its lack of

- concern for individuals’ privacy has created a

movement around the world for govern-
ments to re-examine privacy laws and codes
of practices to deal directly with the issue of
privacy and the media.

ledia Publicity

Although few countries include an ex-
plicit right to privacy in their constitutions,
the Canadian Charter of Rights does provide
for certain privacy protections. However,
more recently, the federal Standing Com-
mittee on Human Rights and Disabilities
proposed the adoption of a Canadian Char-
ter of Privacy Rights. Principles recognized
by the committee include, among others,
‘physical privacy,” ‘freedom from surveil-
lance,” and ‘privacy of personal space,” and
could well encompass, by inference, theissue
of the mediaand privacy. The committee has
recommended that the Charter be in place
by January 1, 2000. Another step in this
direction may come in the form of private
sector privacy legislation which the federal
government has promised to introduce by
the year 2000.

Here in Ontario, we have written to the
federal Justice Minister and to the provincial
inter-governmentat officials involved o ad-
vocate the adoption of this Privacy Charter.
We hope that such a Charter will assist in
restoring the balance between an individu-
al's right to privacy and the free flow of
informarion.

A Shifting
Landscape: Facing
the Challenge of
Constant Change
CONTINUED FROM PAGE 4

. sions gave attendees an opportunity for staff
working in similar institutionsto meet infor-

mally and discuss issues of mutual concern.

Conference attendees praised the confer-
ence and indicated that the annual event
offers an excellent opportusity to meet col-
leagues, exchangeideas and share trends and
issues. Whether new to the information and
privacy field or experienced, attendees found
something of interest to address their own
parzicular challenges and felt that the topics
were both timely and appropriate.

Commissioner Ann Cavoukian advised
participants, “As information and privacy
co-ordinators, you have the expertise that is
invaluable to your organization to assist
those around you to understand the changes
that can resuit from new technologies.” She
encouraged co-ordinators to become involved
to ensure that access and privacy are builtin
right at the beginning rather than as costly
add-ons after the fact.

A copy of Dr. Cavoukian’s speech can be
found on the IPC Web site at htep//

WWW.IpC.on.ca.
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The IPC Web site:

hat’s New?

[F yOU HAVENT VISITED THE IPC WEB SITE, WE
would like to encourage you to do so — we
have provided this Web site to augment the
IPC’s traditional forms of communication.
Useful to both the casual browser as well as
the seasoned researcher, the site has just
about everything you might want to know
aboutaccessand privacy. The IPC considers
the Internet, and its own Web site, an oppor-
tunity to enhance the public’saccess to infor-
mation. '

We are pleased to provide you with an
easy-to-use map of our site that clearly iden-
tifies where all iterns on the site are located.
The Web site can be accessed at hutp://
WWWLIPC.ON.Ca,

We always ensure that we provide the
most recent orders and investigations which

are available online and, in addition, it fea-
tures recent speeches given by the Comumis-
sionerasthey become availableand all of our
new policy publications. Also provided are
both full text and plain language guides to
the Municipal Freedom of Information and
Protection of Privacy Act and the Freedom of
Information and Protection of Privacy Acz. Also
included are linkages to other access and
privacy sites on the Internet.

Finally, if youwould prefer to receive your
copy of the IPC Annual Reportor Perspectives
online, we have the most recent edition on
our Web site.

Should you have any comments regarding
our Web site, please call the Communica-
tions Branch at (416)326-3333 or 1-800-
387-0073 or e-mail usateragone@ipc.on.ca.
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