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1. Introduction

Over the last two decades there has been an increase in the interest in, and uptake
of, automated biometric systems. Biometrics are now commonly being integrated
into arange of large and complex information communication technology systems
and processes, and access to this data is becoming virtual rather than physical.
We see the use of contemporary biometric systems being implemented throughout
the world in areas such as national ID systems, border security control, crime
prevention, fraud detection, forensics, war zone applications, attendance recording,
access control and financial transactions.

These advanced automated systems use a scanner to take a biometric sample or
what is known as a digital image from an individual during enrolment. Data are
then extracted from the sample image to create a unique biometric template. The
biometric data, either in image form or the template or both, can then be stored
centrally in a database or in a distributed environment, such as a smart card. The
biometric data can now serve to either verify or identify an enrolled individual.

Verification involves a “one-to-one” match where an individual presents a “live”
biometric which is matched to a stored image or biometric template. The matching of
the live biometric to the stored biometric datais all thatis necessary to authenticate
or validate the claimed identity of the individual. Since the individual is present,
there is greater control over the use of the biometric data and increased security,
since there is no need for additional identifying information to be attached to
the stored biometric data. Moreover, the biometric data can be stored or even
processed on a smart card or other device that is in the user’s possession.

Identification, on the other hand, refers to the ability of a system to uniquely
distinguish an individual from a larger set of centrally stored biometric data or
what is often referred to as a one-to-many match. Identification systems require
storing large amounts of data and, in general, are more prone to errors.

There are several main types of biometric one-to-many systems:

* De-duplication, or multiple enrolment (“double dipping”) prevention: the most
notable example is a national ID system. Such a system is usually mandatory
for everyone. After the registration, the acquired biometric samples are run,
either in real time or not, against the entire database. At the end, very few
true hits are expected. The system is characterized by high throughput, and
the database size varies from large to extra-large.

* Watch list: A relatively small percentage of population (e.g., terror suspects
or soccer hooligans) is registered. However, a biometric sample of virtually
every visitor is run against the database in real time. Very few true hits are
expected. The database size is small, but the throughput rate can be very high.
The system must be able to work in an unsupervised and non-cooperative
environment.

* Access control: Each user is registered. During authentication, the user does
not claim any identity. Instead, a live biometric sample is run in real time
against the entire database. At the end, one true hit is always expected for




everyone. The database size varies from small to medium, and the throughput
is from low to medium. The users are usually cooperative.

* Suspects/strangers identification: It has been a subject of forensic analysis
for a long time when a suspect’s fingerprint was run against a very large
database of Automated Fingerprint Identification System (AFIS). These days,
the same has become feasible with facial images obtained by surveillance
cameras or even with mobile devices. The databases of facial images are not
necessarily under the law enforcement control; they may be, for example,
photos from the drivers’ licence databases or social networks. This makes
identification of a complete stranger in a crowd possible.

De-duplication and especially watch list and suspects/strangers identification
systems are often referred to as “open sets”, while access control belongs to “closed
set” systems. It is obvious that all those types of one-to-many systems are very
different in their objectives, design principles, privacy and security requirements,
etc. For example, the main objective of a one-to-many access control system is
convenience (the users do not have to carry ID cards or tokens) and overall high
speed of authentication. The privacy concerns are less serious than for other
types of one-to-many systems. On the other hand, the privacy implications of new
developments using facial recognition in the crowd are far-reaching and not the
subject of the present paper. In the following sections, we will focus primarily on
state or private sector-led efforts to create a one-to-many system for a specific
purpose.

As biometric uses and databases grow, so do concerns that the personal data
collected will not be used in reasonable and accountable ways, especially given
the revelations about the state surveillance programs [1]. The threat to privacy
arises not from the positive identification that biometrics provide best, but from the
issues related to informational privacy rights that include potential data misuse,
function creep, linkage of databases via biometric templates, that make surveillance,
profiling and discrimination without the knowledge of the individual, all possible.
Biometric data transmitted across networks and stored in various databases by
others can also be stolen, copied, or otherwise misused in ways that can materially
affect the individual involved, such as identity theft or fraud. Moreover, unlike
passwords, biometric data are unique, permanent and therefore irrevocable.

Unlike one-to-one systems, biometric one-to-many systems always imply a
central database. The privacy risks here are, in general, more serious than
for distributed one-to-one systems. Consequently, the global privacy and data
protection community have consistently argued against the use of biometrics for
most 1:many identification purposes and against the creation of large centralized
or interoperable databases of biometric data. The examples include the opinion of
the Dutch Data Protection Authority on the passing of the new Dutch Passport Act
of 2009 that would regulate the inclusion of biometric identifiers in the passport
chip, also the establishment of a central fingerprint database and the opposition
to a proposed Biometric Documents Identification Law of 2009 in Israel that
would enable the government to set up a database that would include biometric
identification on every Israeli citizen [2, 3, 4]. In 2011, the largest biometric project
in the world — India’s Unique ID - suffered a serious, albeit temporary, backlash
[5]. Also, there is an opposition in Argentina against the President’s decision to
integrate the biometric (fingerprints and face) national ID database with the law




PD —

enforcement biometric database to create a new centralized, nationwide biometric
ID service (SIBIOS) [6].

However, it would be short-sighted, at best, for the data protection community
to reject all biometrics, including 1:many, across the board, as being privacy-
invasive. We are witnessing a world wide growth of government, law enforcement
and business applications. Even though a 1:1 biometric verification is indeed
preferred from a privacy perspective, there are important applications where
1:many searches are inevitable. The examples include a watch list scenario or a
de-duplication system.

We need to change the zero-sum paradigm by realizing that the same technology
that serves to threaten or erode our privacy may also be enlisted to assure its
protection. This entails the use of Privacy by Design (PbD) — embedding privacy
directly into technologies and business practices, resulting in privacy and
functionality through a “positive-sum” paradigm [7]. This paper describes the
ways in which a potentially privacy-invasive biometric l:many system can be
transformed to enhance privacy without diminishing functionality.

The objective of this paper is not to provide a comprehensive review of literature,
but rather to explore and discuss new ideas and solutions that, in our view,
can lead to deployment of privacy-protective and secure biometric one-to-many
systems. In such systems, privacy is designed as a core functionality; that is,
privacy protection relies not only on regulatory measures but is embedded into
the system on a technological level.

The paper is organized as follows. We begin with a brief overview of the Privacy
by Design approach as a viable privacy-protective alternative to conventional
biometrics (Section 2). The next three sections deal with the following groups of
privacy-protective technologies: Biometric Encryption (Section 3), Cryptographically
Secure Biometric Architectures (Section 4), and Biometric Setbase/Weak Links
(Section 5). We discuss both advances and technological challenges for each group
of technologies. As areal-life example, we present a case study of the first Biometric
Encryption application using facial recognition in a watch list scenario known to
be the largest successful deployment in a casino and gaming context (Subsection
3.2). We also propose a cryptographically secure architecture for one-to-many
system using Blum-Goldwasser cryptosystem (Subsection 4.3). Finally (Section
6), we show that most of these solutions are complementary to each other with a
high degree of synergy and, by combining them in application-specific context, it
is possible to create a one-to-many system which is fully compliant with Privacy
by Design principles.
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2. Biometric one-to-many systems and
Privacy by Design

In today’s world, privacy is often “trumped” by more pressing social, legal, and
economic imperatives because adding privacy to the system means subtracting
something else. This is the classic “zero-sum” thinking [8].

The right to control the collection, use and disclosure of information about
oneself is an essential foundation upon which free societies are built [9, 10, 11,
12]. Personal information, be it biographical, biological, genealogical, historical,
transactional, locational, relational, computational, vocational or reputational,
is what comprises our modern identity.

Privacy by Design was developed to address the ever-growing and systemic
effects of information systems, and of large-scale networked infrastructure, in a
comprehensive manner. It advances the view that the future of privacy cannot
be assured solely by compliance with legislation and regulatory frameworks [13,
14]; rather, privacy assurance must ideally become an organization’s default
mode of operation. It means building in privacy up front — right into the design
specifications and architecture of new systems and processes. This approach to
privacy has gained widespread international recognition, and was recognized in
2010 by data commissioners as the focus for a consolidated global approach to
privacy in each of their jurisdictions [15].

Before applying PbD principles to a biometric 1:many system, we assume that the
system has passed a reasonableness and proportionality test, i.e. its suitability,
necessity, and appropriateness in a given context was established, and a decision
to deploy was made in a transparent, responsible and accountable way.

To protect the privacy in biometric 1:many systems, a database separation was
proposed in one of the versions of the Biometric Documents Identification Law of
2009 in Israel and also in the new ISO/IEC standard [16] (see also [17]). In these
scenarios, the anonymous database of biometric templates is stored separately
from the database containing personal information (PI) of the users. Both databases
are administered by separate government entities. The databases are linked only
by digital identifiers. Upon a positive biometric identification, a digital identifier
is released and corresponding PI is retrieved from the second database.

While the idea of database separation is a step in right direction, this is not enough.
It is obvious that, in fact, only legal measures provide protection of privacy. Both
biometric and personal information are still fully under the government control.
Moreover, the anonymous biometric database can be linked with other biometric
databases because of the permanent nature of biometrics.

The database separation appears to be promising in conjunction with other
technologies that provide a viable alternative to centrally storing biometric images/
templates: Biometric Encryption, Cryptographically Secure Biometric Architectures,
and Biometric Setbase/ Weak Links. These technologies will be reviewed in the
following sections.
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3. Biometric Encryption: Making Biometrics
“Untraceable” by Design

“Untraceable Biometrics” (UB) is the term that defines privacy-enhancing biometric
technologies [18, 19]. At present, Untraceable Biometrics includes two major groups
of emerging technologies: Biometric Encryption (BE) and Cancelable Biometrics
(CB). The features of this technology approach embody standard fair information
principles, providing user control, data minimization, and data security and are
as follows:

* there is no storage of a biometric image or a conventional biometric template;

* itis computationally difficult to recreate the original biometric image/template
from the stored information;

* alarge number of untraceable templates for the same biometric can be created
for different applications;

* the untraceable templates from different applications cannot be linked; and
* the untraceable templates can be renewed or revoked.

Biometric Encryption (a.k.a biometric template protection, biometric cryptosystems,
etc.) was proposed [20] as a viable approach to meeting the intent of conventional
biometric systems while at the same time addressing the privacy issues. BE is a
group of emerging technologies that securely bind a digital key to a biometric or
generate a digital key from the biometric, so that no biometric image or template
is stored. It must be computationally difficult to retrieve either the key or the
biometric from the stored BE template, which is also called “helper data.” The key
will be recreated only if the genuine biometric sample is presented on verification.
The output of the BE authentication is either a key (correct or incorrect) or a
failure message. See surveys [21, 22, 18, 23, 24] for more details on BE.

Cancelable Biometrics [25], which is also known as feature transformation
techniques [22], does the feature transformation and stores the transformed
template. The transform is stored separately, e.g., on a token, or generated from
a user’s password. On verification, the transformed templates are compared.
There is a large number of transforms available, so that the templates are
revocable. The difficulty with this approach is that the transform is in most cases
fully or partially invertible, meaning that it should be kept secret. The feature
transformation usually degrades the system accuracy. The system remains
vulnerable to a substitution attack and to overriding the Yes/No response. Also,
if the attacker knows the transform, a “masquerade” biometric sample can be
created (i.e. it is not necessarily the exact copy of the original but, nevertheless,
can defeat the system).

Note that it would be challenging to apply CB to l:many systems, since the
transforms would have to be centrally stored alongside with the templates
rather than on tokens. This is because the users are unknown to the system on
authentication and are not required to present any token or a password. The only




way around would be to store the transforms in a database separated from the
CB templates. We are not aware of any such system.

There are two BE approaches: key binding, when a key is generated in random
and then is bound to the biometric, and key generation, when a key is directly
derived from the biometric. Both approaches usually store biometric dependent
helper data and are often interchangeable for most BE schemes. After the digital
key is recreated on BE verification, it can be used as the basis for any physical
or logical application.

BE can greatly enhance both the privacy and security of a biometric system. In
general, it is believed that BE is less susceptible to high level security attacks on
a biometric system, such as substitution, Trojan horse, and masquerade attacks,
tampering, overriding Yes/No response, etc. BE can work in a non-trusted or, at
least, in less trusted environment, and is less dependent on hardware, procedures,
and policies. The random keys are usually longer than conventional passwords
and do not require user memorization. The BE helper data are renewable and
revocable. At present, the most popular are the following BE schemes: Fuzzy
Commitment, QIM, and Fuzzy Vault [23].

It is important to distinguish BE from the traditional encryption of the stored
biometric data. This traditional encryption approach does not fully protect the
users’ privacy since the encryption keys are usually possessed by the data
custodian. Moreover, the templates must be decrypted before each authentication
attempt, so that they will be eventually exposed. Also, it is not possible to use an
approach common for the password-based systems when only the hashed versions
of the passwords are stored and compared: because of the natural variability of
biometric samples, the hash will be completely different for any fresh biometric
sample. This is a fundamental problem in bridging biometrics and cryptography,
since the latter usually does not tolerate a single bit error.

Over the last few years there has been substantial progress made in developing
BE technologies [23]. This includes improving accuracy and speed; multimodal
solutions; fusion with conventional and cancellable biometrics; developing
commercial products; pilots and deployments; new applications; addressing
security issues; integration with conventional cryptography; standardization. In
particular, BE has been brought to the next level, the 1:many search.

3.1. BE for 1: many systems

Even though a 1:1 biometric verification is preferred from a privacy perspective,
there are important applications where l:many searches are inevitable. The
examples include a watch list scenario or de-duplication. Originally BE was
designed as a pure 1:1 system, however, in recent years the 1:many search using
BE has become possible.

The idea of using BE for 1l:many system ascends to a 1998 patent by Tomko
[26]. The BE key bound to the person’s biometric encrypts, or points to, the
personal information associated with the biometric identity. If a biometric sample
presented during the identification matches one of the stored BE templates, the
key is released and the pointer and/or the decryption key is regenerated. Thus,
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the system prevents double dipping while maintaining the privacy of the personal
information.

However, there are technological challenges for running BE in a 1:many mode:

speed: BE authentication algorithms are typically slower than those of
conventional biometric systems;

— accuracy: FRR results in missed hits; on the other hand, it is difficult to sort
out the false hits (resulting from FAR) since no image or template is stored;

— filtering is difficult;
— security issues, especially offline FAR attack, linkage attack;

— non-repudiation and remediation: no forensic proof of misuse (no image is
stored);

— all biometrics, including BE, suffer from the “glass slipper effect”, i.e., a given
individual’s biometric will be capable of revealing a key [27]; and

— database FAR attack (a.k.a doppelganger attack) — for a sufficiently large
database, the attacker can always find a false match with a legitimate user
— is common for all large-scale (BE or non-BE) biometric systems [28].

In the following two subsections we will discuss the practical solutions for 1:many
BE systems.

3.2. Hybrid system: conventional biometrics followed by BE
(OLG Self-Exclusion Program)

To the best of our knowledge, the first real-life application of BE for one-to-many
system is the Ontario Lottery and Gaming Corporation (OLG) Self-Exclusion
Program.

In order to foster an environment of responsible gaming, OLG offers voluntary
self-exclusion that helps individuals to take a break from gambling at all gaming
sites in Ontario. If a self-excluded person is found by OLG staff at a gaming site,
he/she is escorted from the premises.

However, designing a practical system is really challenging. With about 18,000
(and growing) self-excluded people, it is virtually impossible for the security
personnel to memorize them all.

An automated facial recognition system seems to be the only alternative to
manual inspection. Such a system captures facial images at a distance, with no
requirement for direct physical interaction or even cooperation from a user (in
Ontario, the casino visitors are not registered and in general, do not provide any
identities). It also addresses the legacy issue, as the previously taken photographs
of self-excluded individuals must be incorporated into the new system.




The self-exclusion context at OLG is a watch list where the system must identify
self-excluded persons from a crowd of other patrons - the general public. Once
a watch list has been created, and the system is installed, an image of each
individual in range of a camera is temporarily captured. Biometric features are
extracted from these new images, which are then compared to each of the templates
collected during the enrollment phase — the watch list.

Since a 1:many comparison requires much more processing power than a one-to-
one biometrics system, a hybrid system has been proposed [29] to use Biometric
Encryption in a watch list scenario. A facial recognition module is used to reduce
the normal 1:many comparison to near-1:1 comparison by filtering out all but the
top few matches. The number of top matches sent to the BE module is configurable
and can be as low as one (typically, below 5). An important distinction of this
solution is that it offers some of the privacy-protective properties of BE to the
OLG watch list application scenario by combining the conventional biometric
identification (i.e. vendor-supplied facial recognition system) and BE in sequence.

In the OLG watch list application, BE is used to conceal the relationship between
a person’s facial recognition (FR) template and their other personal information
(PI). To reveal the corresponding PI record for a matched FR record, BE will
attempt to release the pointer key (PI-ID) from the biometrically encrypted data
in the BE helper database.

The input during enrollment is the self-excluded person’s facial image as well
as a unique enrollee ID. This unique identifier does not directly relay personal
information about the subject (e.g., the subject’s name is not used); it simply
connects the extracted facial feature record stored in the vendor-supplied
identification database with a particular secure BE template (called “helper data”)
in the BE helper database.

A commercial facial recognition system extracts biometric features (v1) and
generates a template that is stored in the FR database under the enrollee ID.
Another set of biometric features, v2, is sent to the BE key binding algorithm,
which creates BE helper data from v2 and a pointer key (normally, generated
randomly). The BE helper data is stored in another database under the same
enrollee ID. It is important that the feature sets vl and v2 be different and not
interoperable. The pointer key is used to point to the subject’s facial image and
other personal information (PI) that is stored in a PI database.

During identification (Fig. 1), the vendor-supplied system will attempt to do a one-
to-many match of subjects entering the facilities to those in the FR database. The
“Preliminary Identification” stage is typical of a watch list scenario. The enrolled
IDs of the top matches are output to “BE Verification” which is a BE key retrieval
algorithm. If a key is retrieved from one of the candidate BE helper data, it enters
“Final Verification.” The pointer to the PI record is regenerated, and the record
is retrieved. An operator manually compares the retrieved facial image with the
candidate image. Thus, the final decision (i.e. whether to approach the person
and ask to confirm his/her identity) is left to the human operator.
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Figure 1 - Hybrid commercial facial recognition system and Biometric Encryption
for identification and key retrieval.

The above-described system architecture also uses several advanced IT techniques,
such as conventional cryptography, access rights, secure communications, etc.,
to increase the overall privacy and security of the system.

One of the principal privacy protections of this system, though, is that the link to
the photo and other personal information of a self-excluded person can only be
determined by accessing a key that is bound to the person’s biometric. In order
to reveal the stored information, the BE key retrieval algorithm must be able to
regenerate a biometrically encrypted pointer key. To achieve this, the person’s
live facial image is required — control, thus, rests with the individual. This control
prevents any lower rank security or other personnel who has access to the system
from “browsing” through the personal information of self-excluded individuals.
It also makes it much more difficult for the information to be linked with other,
third-party databases without the user’s consent.

In the OLG application, a connection from a PI record to the FR database must
also be accessible for the authorized personnel to allow for updates to records in
the FR database (for example, to de-enroll someone from the program). To ensure
that BE cannot be circumvented to reveal the link from FR record to the PI record,




a one-way hashing algorithm is used to reveal the link between a PI record and
a corresponding FR record (not shown in Fig. 1).

By providing an extra security layer, the system with BE offers better safeguards
over information either stored or transmitted to a third party. To access and decrypt
personal data, a would-be attacker would face the additional task of cracking the
BE helper data. Even if successful, such an attack would be limited in scope,
as though a “crack” would cause a breach of a single person’s information, with
the rest of the system remaining uncompromised (as there is no single key or
template to decrypt all records).

Finally, BE may also enhance privacy protection for the casino patrons who
are not self-excluded - the general public. BE works as a second classifier that
follows the vendor’s biometric engine. As shown in [30], this can substantially
reduce the system FAR without a significant impact on FRR. In other words, fewer
legitimate users will be inconvenienced by identity checks, as compared to the
use of a facial recognition system without BE.

The system described above has moved beyond the conceptual phase. In fact,
proof of concept testing has allowed OLG, in collaboration with iView Systems,
University of Toronto and IPC, to show that a facial recognition application with
BE is viable for development and deployment in a casino environment [31]. As this
was a first-of-its-kind effort, expectations were unknown. The proof of concept
testing had the following main steps and results:

* Facial recognition technology was proven effective in a casino environment
through several tests in real field conditions (up to 20,000 visitors on Saturday)
involving OLG control group participants (simulating the self-excluded persons)
and the general public. The control group data samples were used to estimate
the Correct Identification Rate (CIR). The general public data sample was used
to measure the False Acceptance Rate (FAR). When there was a match from
the facial recognition (FR) system, the test operator manually compared the
image of the person in question with the corresponding enrolled image of a
self-excluded person and decided whether the person should be approached.
At the end, it was known if the system detected a real self-excluded person
(correct match) or if a false match was produced by the FR system.

* The CIR was increased to a maximum of approximately 91per cent from a
starting point of approximately 30 per cent. Those advances in CIR were
achieved using a measured approach of several field tests and were mainly due
to corrections in lighting, camera position and subject pose through the use
of “attention-getting” devices like marketing screens. This compares positively
to, for instance, a 2007 German Federal Criminal Police Office study which
achieved a 30-60 per cent recognition rate for a facial recognition watch list
field tested at a railway station [32].The False Acceptance Rate at OLG was
of the order of 1 per cent (it depends on the self-excluded database size). In
all the tests, the FAR remained at manageable levels.

* Biometric Encryption did not decrease the efficiency of facial recognition in
a pipeline test. Positive matches from facial recognition were fed into the BE
system; the BE system marginally affected the original CIR (by less than 1
per cent) while reducing the FAR by 30 per cent to SO per cent. This result

10
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was an unexpected benefit, which occurs due to the status of the BE module
as a secondary classifier. The system used a variant of QIM BE scheme
developed in [30] which allows tuning the FAR/FRR rates by varying the size
of the quantization interval.

* Facial recognition was field tested using the actual OLG self-excluded images
to determine by how much the detection rates for real self-excluded persons
would improve. Preliminary results showed that the proposed system was
a valuable tool in the overall goal of assisting self-excluded patrons from
staying out of gaming facilities.

* The system architecture was successfully created to integrate BE into a
commercial face recognition product from iView Systems while maintaining
OLG’s core requirements. This architecture treated BE as one part in a multi-
layered approach to privacy and security of the overall system.

* The system has been successfully deployed and is fully operational in most
of Ontario’s 27 gaming sites. To the best of our knowledge, this is by far the
largest installation of a BE system and the first ever application of BE in a
watch list scenario. The overall identification accuracy of self-excluded people
has already improved by more than one order of magnitude compared to the
previous manual system.

More information about this project can be found in [33, 23, 31].

3.3. Priv-ID/GenKey one-to-many BE solutions

The Netherlands-based priv-ID, which was a spinoff of Philips Research and now
is a part of GenKey, offers a variety of BE products. The technology (also called
Helper Data Systems) is based on the Fuzzy Commitment scheme with a selection
of most reliable components [34]. Recent advances in the technology resulted in
creating a one-to-many BE system. The most important features of the priv-ID
solution are the following:

3.3.1. Privacy bootstrapping [35]

This approach that fuses BE with a conventional biometric system is somewhat
opposite to the hybrid solution proposed for the OLG project [31]: the initial
search is done through the BE templates followed by conventional biometrics
templates, as shown in Fig. 2.

11




—

— (PD

KE)’ k 4
- L - Search BE retrieved Conventional

Matching
score

Figure 2 - Privacy bootstrapping

If a key is retrieved from a BE template, it creates a decryption key and possibly
a pointer to the corresponding conventional template. This template, which
had been encrypted using a strong cryptographic algorithm (e.g., AES), is then
decrypted. In the next stage, the live biometrics is matched with the decrypted
conventional template. This matching can use any thirdparty biometric product.
The matching score is fused with the BE results (either on a decision or a score
level' to generate the ranked list, i.e. an output of the one-to-many system. For
the top ranked templates, a new decryption key and/or a pointer to the personal
information can be generated, similar to the OLG system. This information should
be stored in a separate database.

The priv-ID bootstrapping solution has clear benefits:

— The priv-ID system protects conventional templates using strong encryption.
The encryption key, however, is not stored anywhere and can only be retrieved
from a BE template by a legitimate user who, therefore, exercises control
over his biometric information. The protection of the conventional template
is “bootstrapped” on the protection of the BE template.

— The system is very flexible: it can use either multimodal biometrics, e.g.,
fingerprint BE templates followed by finger vein conventional templates, or
the same biometrics but with different features, e.g., fingerprint non-minutiae
BE templates followed by fingerprint conventional minutiae templates. The
only requirement for a multimodal system is that at least one modality should
allow conversion to BE.

— Any third party conventional biometric product can be used withoutintegrating
it closely with a BE system, thus simplifying the integration process. In fact,
any existing multimodal biometric database can be protected if for at least
one of the modalities a BE implementation is available.

1 BE “score” can be related, for example, to a number of errors returned by the ECC decoder.
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— The proprietary techniques of the third party are protected since the knowledge
of these techniques is not required for the integration with BE.

— The solution can improve the overall recognition performance, so that the
resulting Receiver Operating Characteristic (ROC) curve can be even better
than the best of two.

3.3.2. GPU acceleration [36]

One of the most critical issues of a BE one-to-many system is the search speed.
It is known that BE, which was initially designed for one-to-one systems, is
slower than many high-speed conventional biometric systems. The slowest part
of the Fuzzy Commitment BE scheme is the Error Correcting Code (ECC) decoder.
However, decoding algorithms for some well-known ECCs (e.g., BCH) can be ported
into specialized hardware which could speed up the processing.

Priv-ID used off-the-shelf hardware acceleration — Graphics Processing Unit
(GPU), which is present in most modern PCs and laptops. This is a specialized
microprocessor that accelerates computer graphics. For the last several years,
there has been a tendency to use GPU for general purpose computing. The GPU
manufacturers developed new programming tools to allow applications to access
the resources of a GPU for these purposes. In certain instances, GPU acceleration
canyield several orders of magnitude higher performance than a conventional CPU.

The priv-ID implementation of their BE algorithm allowed achieving 100,000
searches/s on a PC with a single GPU [36]. The processing for a one-to-many
system can easily be parallelized, meaning that searching a database of millions
of records becomes feasible.

3.3.3. Fast AFIS [37]

Another Priv-ID product, Fast AFIS, claims the search speed of 120,000,000 matches
per second for a fingerprint database. It can greatly increase the throughput of
AFIS systems that use traditional minutiae matchers. The details of this new
technology are unknown. It is clear that some sort of template filtering is used,
such as the database indexing described in [38]. The latter bears some resemblance
to the Beacon Guided Search for iris biometrics [56] that we will discuss later.
Note that any filtering would inevitably degrade the system accuracy, so that
thorough experiments are required to keep this degradation at an acceptable level.

The Fast AFIS technology, together with privacy bootstrapping and GPU acceleration,
brings BE for one-to-many to the level that is suited for large-scale identification
systems.

*k*k

Both OLG and priv-ID one-to-many BE solutions are suitable for large-scale
database applications. However, one of the challenges to BE adoption is the
potential vulnerability to attacks specifically designed against BE [18]. For
example, if an attacker gets access to a BE template, he or she can run offline a
biometric database of a sufficient size to obtain a false acceptance. In this case the
correct key will be recreated and the encrypted PI, including biometric templates
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or images, will be decrypted. There are many ways to protect the system against
the attacks, such as the advanced IT techniques used for the OLG application.
Using multimodal biometrics (e.g., multiple fingers, face, iris) would definitely
make the attacks much less feasible. BE data separation [16] would also help
thwart the attacks. In our opinion, however, the most promising way would be
integrating BE with conventional cryptography and performing the search in the
encrypted domain. These techniques will be described in the following section.
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4. Cryptographically secure biometric architectures

Cryptographically Secure Biometrics, also called Biometric Authentication Protocols
[39, 40] or Biometric Cryptography, is a group of emerging technologies that
have several parts of a biometric system (e.g., sensor, database, and matcher)
communicate via secure cryptographic protocols, so that each part learns only
minimal information to ensure that the users’privacy is protected. Such technologies
include Authentication in Encrypted Domain, Secure Multiparty Computation
[41, 42], Cryptographically Secure Filtering, and One-to-many Access Control-type
System in Match-on-Card Architecture [43]. In the following subsections, we will
discuss some of those solutions.

4.1. Ideal cryptographically secure biometric system

We note that any 1:many biometric system consists of at least three components
that communicate with each other:

— Client, which includes a biometric sensor and also may include a processor
that extracts the biometric features and generates a biometric template;

— Database, which stores the biometric templates;

— Service Provider (SP), which does the authentication of a user. For a one-to-
many system, SP is also called Identity Provider. In some publications, SP
is preceded by Matcher but, for the sake of clarity, we will not make this
distinction.

The SP is always separated from two other components. The secret encryption
keys are usually stored on SP. (Here the word “encryption” refers to a strong
cryptographic algorithm.)

An ideal biometric system that provides strong privacy protection and is
cryptographically secure should satisfy the following requirements [44]:

* biometric data are stored and transmitted in encrypted form only;

* on authentication, the encrypted biometric data are not decrypted;

* the encrypted templates from different applications cannot be linked;
* the Service Provider never obtains unencrypted biometric data;

* the Client never obtains secret keys from the Service Provider;

* the encrypted template can be re-encrypted or updated without decryption
or re-enrollment;

* the system is resilient to a template substitution attack;

* the encrypted template is resilient to all low level attacks (such as FAR attack);
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* the system must be computationally feasible and preserve the acceptable
accuracy.

In most cases it is assumed that all parts of the biometric system follow “honest-
but-curious” behavior. However, as explained in [39], a possibility of malicious
internal adversaries should also be taken into account. The authors of [39]
suggested several black box attacks and also included collusion attacks (i.e.
when two or more parts of the system, such as the Sensor and the Database,
collude) in their analysis. In our opinion, including collusion attacks would be
somewhat far fetched, given many advanced additional IT techniques that are used
in any system to prevent those attacks. Indeed, in most systems a possibility of
collusion is assumed only when several malicious users are colluding in order to
attack, e.g., protected content. Collusion between a user and a database would
be extraordinary.

4.2. Authentication in Encrypted Domain using
Homomorphic Encryption

Most proposed solutions to the problem of authentication in the encrypted domain
deal with homomorphic encryption [45, 46, 47, 48]|. Homomorphism is a property
of some cryptographic algorithms that allows performing some computations (e.g.,
additions or multiplications) in the encrypted domain, i.e. without decryption and
re-encryption. These algorithms are most suitable for biometric systems that use
simple operations (e.g., binary XOR) for matching. In this regard, a good candidate
is an iris-based system with the standard binary templates of 2048 bits.
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USING HOMOMORPHIC ENCRYPTION
FOR SECURE BIOMETRIC AUTHENTICATION

A consistent protocol was developed by Bringer and Chabanne [47] using a combination
of BE Fuzzy Commitment scheme with the Goldwasser-Micali [49] homomorphic
encryption. In this asymmetric encryption scheme, a pair of public, pk, and secret
(private), sk, keys is generated. One bit at a time is encrypted, so that, in order to
encrypt a binary string, m, every bit must be individually encrypted. The Goldwasser-
Micali scheme possesses a homomorphic property Enc(m) x Enc(m') = Enc(m ® m' ),
where @ denotes the bitwise XOR operation.

For the Client — SP architecture, a simplified version of the protocol is the following:

On enrollment, the SP generates a Goldwasser-Micali (pk, sk) key pair and sends pk
to the Client. The Client captures the user’s iris biometric and creates the binary
biometric template, b. Arandom Error Correcting Code (ECC) codeword, c, is generated
and XOR-ed with the template to obtain BE helper data, c® b. The result is encrypted
with pk to obtain Enc(c @ b) and is put into the Database. Also, a hashed codeword,
H(c), is stored separately by the SP.

On verification, a fresh binary template, b’, is obtained by the Client. The enrolled
encrypted helper data, Enc(c @ b) is retrieved from the Database. Then, using the
homomorphic property of the Goldwasser-Micali encryption, the productis computed:
Enc(c @ b) x Enc(b’' ) = Enc(c ® b @ b' ). The result is sent to the SP, where it is
decrypted with the private key sk to obtain ¢® b ® b'. Then the ECC decoder obtains
a codeword c'. Finally, the service provider checks if H(c) = H(c).

The Service Provider never obtains the biometric data, which stay encrypted during
the whole process. The BE helper data, ¢ @ b, is stored in encrypted form. Since
the codeword, c, is not stored anywhere, the BE helper data cannot be substituted
or tampered with. Overall, this system would solve most BE security problems. The
authors [47] also proposed using yet another homomorphic encryption, Paillier, on
top of Goldwasser-Micali to further enhance the privacy and security protection for
the database application.

It should be noted that the XOR-based Fuzzy Commitment scheme is the only BE
scheme suitable for this system.

A similar biometric system that uses a homomorphic encryption, but without BE, was
earlier proposed by Bringer et al [45] and Schoenmakers and Tuyls [46]: it simply
encrypts the binary template, Enc(b), without the key binding (i.e. there is no ECC
codeword, c). On verification, the result Enc(b) x Enc(b) = Enc(b ® b') is sent to
SP, where it is decrypted to obtain b & b'. The Hamming distance is computed and
verified against a threshold.

It is interesting to note that this approach can be viewed as a method for Cancelable
Biometrics (CB), where the biometric features are transformed by the homomorphic
encryption. However, like any other CB scheme, it is vulnerable to a substitution
attack: if the attacker knows the public key, pk, he or she can substitute the encrypted
template, Enc(b). Also, it does not allow re-encryption without the template decryption
or re-enrollment. Finally, by having a codeword ¢ XOR-ed with the template, the BE
version [47] offers higher security as it does not completely rely on the secrecy of
the homomorphic private key.

It should be noted that Simoens et al [39] described an attack on the scheme of
Bringer et al [45]. The attack takes place on the side of the Authentication Server (or
Database, in our notations) and uses the fact that all bits are encrypted separately.
By exploiting the malleability of the homomorphic encryption, the attacker creates
an encryption of a zero-bit and then sends a fake encrypted template, Enc(b’’), for
authentication. This allows the attacker to recover the stored binary template, b, bit
by bit. To counteract this threat, an additional signature scheme could be employed.
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Despite apparent progress achieved in the implementation of homomorphic
encryption [50, 51, 52], itis still impractical in terms of processing speed, especially
for one-to-many systems.

4.3. Authentication in Encrypted Domain: Secure BE using
Blum-Goldwasser cryptosystem

A new approach that combines Biometric Encryption with classical Blum-
Goldwasser cryptosystem was proposed in [44] for one-to-one applications. In
this section, we will outline how to extend this solution to one-to-many systems.

APPLYING BLUM-GOLDWASSER CRYPTOSYSTEM
TO BE IN ONE-TO-ONE ARCHITECTURE

The Blum-Goldwasser (BG) cryptosystem is a public key (i.e. asymmetric) encryption
algorithm [49]. It generates a keystream using the Blum Blum Shub (BBS) pseudo-
random number generator. The keystream is XOR-ed with the plaintext. It is a
probabilistic, semantically secure, and quite efficient scheme both in terms of storage
and speed.

In brief, Alice generates a pair of public, pk, and private (secret) keys, sk, and sends the
public key to Bob. To encrypt a plaintext message, m, Bob select a random seed, x, . Using
the public key and the seed, Bob computes a BBS keystream, S, which is XOR-ed with the
message, m, and the encrypted value of the random seed, x,,, (tis the number derived from
the private key). The ciphertext, (S® m, x,, ) is sent to Alice. Using the private key and x,, ,

t+1
Alice recovers the seed, x,, and reproduces the keystream, S, which decrypts the message, m.

The BG scheme is known to be vulnerable to a chosen ciphertext attack [49]. In our
opinion, this limitation can be thwarted by the very design of a biometric system (the
SP should never release a decrypted string to an attacker). Note that any homomorphic
encryption scheme is also vulnerable to this kind of attack.

The BG cryptosystem can be applied to BE in one-to-one architecture in the following
way [44]:

On enrollment, the SP generates the Blum-Goldwasser public, pk and private, sk,
key pair and sends pk to the Client. The Client captures the user’s biometric (e.g.,
iris) and creates the binary biometric template, b. A random ECC codeword, c, is
generated and XOR-ed with the template to obtain BE helper data, ¢ ® b. The Client
chooses a random seed, x,, and generates the Blum Blum Shub keystream, S (of
the same length as b), and the encrypted value of the random seed, x,,, . The BE
helper data are secured by XOR-ing them with S to obtain S® ¢ ® b. The encrypted
BE template that comprises (S® ¢ @ b; x,,,) is put into the Database. The hashed
codeword, H(c), is sent to the SP, where it is stored. The public key, pk, and the
seed, x, , are discarded.

On verification, a fresh binary template, b’, is obtained by the Client. The enrolled
BG-encrypted helper data, S® c¢® b, is retrieved from the Database and XOR-ed with
b'. The result and the encrypted seed are sent to the SP: (S® ¢c® b ® b'; x,, ). The
SP, using the private key sk and x

t+1)

obtains S and XORs it with the data received
to obtain ¢ ® b ® b'. Then the ECC decoder is run and a codeword, ¢/, is obtained.
If b and b’ are close enough, it will be the same codeword, ¢, as was on enrollment.

This is verified by comparing two hashes, H(c) and H(c).

t+12
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BG cryptosystem can be applied to two of the most popular BE schemes, Fuzzy
Commitment and Quantization Index Modulation (QIM), and to the conventional
XOR-based biometrics. For simplicity, we briefly describe the Fuzzy Commitment
scheme in the Client — SP one-to-one architecture (see the Sidebar). Further
details for one-to-one system can be found in [44].

In one-to-many system (see APPENDIX A), no hashes of the codewords are stored
on SP. On verification, the system outputis the ranked list of IDs with the number
of corrected errors below a certain threshold. The corresponding codewords may
generate pointers and/or decryption keys to personal information, such as in the
OLG system or for privacy bootstrapping.

Both for one-to-one and one-to-many systems the biometric data are stored and
stay encrypted during the whole process. The Service Provider never obtains
biometrics b or b, or even the BE helper data, ¢ ® b (it is stored in the database
in the BG-encrypted form). These measures assure strong privacy protection. For
the one-to-one system, the accuracy (i.e. FAR/FRR numbers) remains at least the
same as for the unencrypted Fuzzy Commitment or QIM scheme. Note that for the
QIM scheme the accuracy can be even higher since the size of the quantization
interval can increase (i.e. the scheme becomes more error-tolerant). The accuracy
of the one-to-many system is also affected by the things like filtering, etc., but
at its core, the BG encryption does not lower the accuracy.

The proposed approach allows updating the template without decryption or re-
enrollment. Most attacks against BE, including FAR-attack, are thwarted. The BG
cryptosystem can be more efficient than RSA for longer messages and, of course,
is much more efficient than homomorphic encryption schemes that have to do
the encryption/decryption component-wise (e.g., 2048 times for an iris 2048-bit
template).

4.4. Cryptographically secure filtering

A one-to-many system often has a filtering step before the main search algorithm.
This is usually the case for large databases when the computational efficiency
is a crucial issue. The filtering is even more important for a BE system which is
generally slower than a conventional biometric system.

The filtering algorithm uses biometric features that are somewhat different from
the ones used by the main search algorithm. The main requirement here is that
the filtering FRR should be low, since it adds up to the overall system FRR. On
the other hand, the filtering FAR can be relatively high, since it only affects the
system efficiency (for example, FAR = 5 per cent just means that the search space
would be reduced by a factor of 20). For a BE or other privacy-protective one-to-
many system there is also a security requirement: the filtering should not reveal
much information about the biometrics.

Bringeretal [53, 54] and Adjedj et al [S5] proposed new cryptographic constructions
called Error-Tolerant Searchable Encryption. The authors of [53-55] (see also
[42]) generalized the previous work by Hao et al [56] and made the construction
cryptographically secure. We will first describe the Hao et al scheme.
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Beacon Guided Search (Hao et al [56])

Hao et al [56] proposed a new filtering technique called Beacon Guided Search (BGS)
for iris biometrics. The beacons are dispersed in the search space. A 2048-bit iris
code is first permuted to get rid of correlations of the adjacent bits. Then it is divided
into 128 two-byte chunks. From each chunk, 10 most robust bits are extracted to
form a beacon, thus producing 128x21°= 131,072 beacons. Each beacon stores N/21°
IDs on average, or 617 IDs for the United Arab Emirates (UAE) iris database with
N = 632,500. During identification, the algorithm counts the number of times (so-
called collisions) when there is an exact match with one of the beacons containing
the same ID. If there are at least 3 collisions, this ID passes the filtering step, i.e.
goes to the full search algorithm. Hao et al obtained very good results for the UAE
database: while the exhaustive search would require ~ 317262 (i.e. N/2) matches
on average, the beacon search reduces this number to just 41, i.e. by four orders of
magnitude. The accuracy degradation (i.e. the FRR increase) was very small.

The BGS technique is especially valuable for large size databases with N ~ 10 million.
If such a database contains BE data, the filtering technique may solve the slowdown
problem. However, if the filtering data are stored and processed unprotected, it will

reveal 1280 bits (i.e. 62.5 per cent) for each enrolled iris code.

The authors of [53-55] showed that Hao et all construction is a special case of
Locality-Sensitive Hashing (LSH) functions. They apply either Private Information
Retrieval protocol [53,54] or Symmetric Searchable Encryption [55]. In both cases
the secret keys are stored on the sensor client side but not on the database side,
which ensures the privacy of the stored data.

Even though the security of the proposed solutions [53-55] was proven, they are
not sufficient for the entire one-to-many system, as they are suitable for filtering
only. After the filtering step, the full search algorithm must be run for the remaining
IDs. Assuming that filtering reduces the search space by a factor of about 104,
as in Hao et al [56], one can see that there will be about 1000 full searches for
a database of about 10 million records. The authors of [53 -53] leave this issue
behind the scene, just briefly suggesting [54] the use of a homomorphic encryption
(or, in more general terms, the Extended Private Information Retrieval [57]).

As we already discussed, those solutions are currently infeasible for one-to-
many purposes. A more practical solution using BE in a cryptographic domain
was proposed in [44]. Overall, the cryptographically secure filtering [S3 -55] will
undoubtedly help solve the efficiency problem for large databases.

20




5. Biometric Setbase or Weak Links
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Figure 3 - Biometric setbase: disproving a wrong claim that Mr. X is Mr. Y. Adopted from [58]

To address the privacy issues of the Israel national ID program, Adi Shamir, the
renowned cryptographer, proposed a new structure called “setbase” [58, 59].
Unlike traditional biometric databases where each biometricis linked to its identity
through a one-to-one correspondence, here the ID setbase consists of drawers
filled with about 1000 identities (this number, as Shamir mentions, should be
about VN, where N is the total number of identities). Another setbase, biometric, is
partitioned into drawers of the same size but filled with biometric data. Only the
drawers of both setbases, but not the files themselves, are linked (Fig. 3). Those
links are kept secret. The entire design is based on the cryptographic random
graphs theory [59].

Since each biometric is linked to about 1000 IDs, it is not possible to identify a
person solely by his/her biometrics. For that, both ID and biometrics are needed.
As Shamir mentions, this separation should remain true even if the law changes
after the database is set up, or even if anyone colludes with the government.

Now suppose that a cheater, originally registered as Mr. X, claims the identity
of Mr. Y (Fig. 3). It is very unlikely that identities X and Y will be in the same
secret drawer of the identities setbase (in the foregoing example, the probability
of coincidence is about 0.001). The system will perform the following searches:

— ifidentity Y is in the setbase, all registered biometrics from the corresponding
drawer will be run against the person’s live biometrics, but no match will be
found;

— after that, the person’s live biometrics will be run against the entire biometrics
setbase and a correct biometric sample, k, will be found. This hit corresponds
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to another drawer of the identities setbase, namely, containing X’s identity
(Fig. 3);

— if identity Y is not in the setbase, the person’s live biometrics is run against
the entire biometrics setbase. Again, a correct biometric sample, k, will be
found.

As aresult, the cheater will be caught. Thus, the system prevents issuing multiple
ID cards, yet, at the same time, makes it somewhat difficult to use the biometric
setbase for other purposes or to link biometrics with other databases.

A similar idea called “weak links” was earlier proposed by Bernard Didier and
Francgois Rieul in 2004 - 2007 [60, 61].

The database is separated into two parts: an identity (ID) database containing
personal information, and a biometric database. Normally, each record in the
ID database would have a bidirectional link to the biometric database and vice
versa. In the “weak links” construction, the links between two databases are
deliberately weakened. In a simplified example, if the database contains 10 million
individuals, each link would normally be a 7-digit number, from 0 to 107 -1. If we
deliberately reduce it from 7 to 3 digits, there will be 10* links corresponding to
each biometric record, which becomes unusable on its own. The same weakening
is done for the links to each ID. Thus, the identification of one individual on
the basis of biometric data only is no longer possible. For that, two entries are
required: both ID and the biometric. Each will generate 10* weak links. Their
crossover will bring a correct result in 99.9 per cent cases. The remaining 0.1
per cent will have two or more possible records, one of which is correct.

The difference between Shamir and Didier is that in Shamir there is a drawer-
to-drawer link (i.e. all IDs in one drawer are linked to all biometrics in another),
while in Didier the links are not necessarily (although likely) grouped into drawers.
Also, Shamir uses the random graphs theory and keeps the links secret, while
Didier does not specify any encryption.

The Shamir setbase proposal (or a similar Didier and Rieul weak links proposal),
which is in line with the concept of the database separation [16], is a significant
step towards achieving the goal of privacy protection for biometric databases.

However, we see the following potential shortcomings of the proposed system:

— Neither Shamir nor Didier describe a mechanism of handlingthe system’s errors,
such as FRR and FAR. It is assumed that the biometric system is perfect, i.e.
FAR = FRR = 0. Besides affecting the system accuracy, those errors may lead
to difficulties in dealing with the non-repudiation and remediation issues:
both a cheater and an innocent person, Y, may claim that a false rejection
occurred when all registered biometrics from the drawer corresponding to Y
identity were run against the Y’s live biometrics, but no match was found;
and a false acceptance occurred when Y’s live biometrics was run against
the entire biometrics setbase and a hit k was found (Fig. 3). Usually those
issues are addressed by manual inspection of the stored biometric images
and other information, e.g., a photo. However, since the setbase system does
not actually identify person Y but just approves or disproves his or her claim,
this additional information is not available. If, alternatively, the photo is
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stored and linked to the person’s biometric template to facilitate this kind of
investigation, this will create a backdoor and defeat the privacy protection,
since photos are widely available (e.g., in social networks).

— The system stores biometric templates openly, albeit anonymously. Therefore,
atemplate-to-template linkage with another biometric setbase is still possible:
if, for example, a malicious third party wants to find out the identity of a
biometric template X in two biometric setbases, they will generate VN weak
links for both setbases. The crossover of two ID lists, which requires up to
N checks, will likely identify the individual in both setbases. Of course, this
will even be easier if the other database is conventional, i.e. links biometrics
and IDs.

— The links between drawers must be kept secret.

— As mentioned in [59], it is difficult to remove a person (e.g., who died or
emigrated) from the setbase.

— Obviously, the setbase system makes sense only in case of a relatively large
database (107 or more records), which is a limitation of its applicability to
privacy protection.

In our opinion, the setbase/weak links system would significantly benefit ifit stored
BE helper data instead of conventional biometric templates. The links between
biometric and ID drawers would not be stored at all — they would be regenerated
from a BE key when a live biometric is run against the database and unlocks the
key. Therefore, there is no need to keep secret links between the biometric and ID
drawers (but the links from ID to biometric drawers still have to be kept secret).
As with any BE system, the template-to-template authentication is not possible,
so that there will be no linkage with another BE database or setbase. As in the
OLG BE system, the biometric images and/or photos can be stored encrypted
with the BE key. This key can only be retrieved for manual investigation purposes
by applying correct biometrics to the BE helper data. This addresses the non-
repudiation and remediation issue.

It should be noted that the BE setbase would have some benefits for BE as well:
if an attacker cracks the BE helper data (e.g. by running certain offline attacks)
and retrieves the key, he/she won’t learn the exact identity of the person, only
the fact that this person’s ID is in the drawer with at least 1,000 others. The
same will be true if the attacker obtains a person’s biometric image and uses it
to retrieve a key from the BE template. In other words, the setbase is an effective
tool against the “glass slipper effect.” Also, the setbase thwarts to some extent
the doppelganger attack: if the attacker finds the template that generates a false
match with his biometrics, he won’t be able to identify the rightful owner of the
template.

Therefore, we strongly advocate the setbase construction that would store BE
helper data instead of conventional biometrics.
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6. Everything is coming together: Next steps

As shown in the previous sections, several technological solutions that try to
address privacy and security issues of a biometric one-to-many system have
recently been proposed. An important observation is that all those solutions are
not in conflict, but are rather complementary to each other with high degree of
synergy, as seen from Table 1:

Table 1: Challenges and possible solutions.

Challenges Possible solutions
Speed BE hardware acceleration (3.3.2)
Filtering (3.3.3), (4.4)
OLG hybrid solution: conventional templates followed
by BE (3.2)
Accuracy BE privacy bootstrapping (3.3.1)

Two classifiers — OLG hybrid solution (3.2)

False hits are manually sorted out after BE regenerates
a pointer and a decryption key to other personal
information (3.2)

Filtering is difficult

Fast AFIS (3.3.3)

Cryptographically secure Beacon Guided Search (4.4)

OfflineFARand other
attacks against BE

Authentication in encrypted domain (4.2, 4.3)
Multimodal BE (3.3)

Separation of the databases [10]

Setbase with BE (5)

“Glass slipper” effect
and doppelganger
attack

Setbase (5)

Non-repudiation
and remediation

Regenerating (using BE) a pointer and/or a decryption
key to other personal information (3.2) - can be
combined with Setbase (5)

The examples of how these solutions can complement each other include:
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Hardware acceleration [36] and secure filtering [37, 38, 53-55] will be beneficial
in terms of speed for any one-to-many system;

Separation of the databases [16], which helps to mitigate both privacy concerns
and vulnerability against attacks, is present in most systems described in the
previous sections;

Using BE templates instead of conventional ones within a setbase [58] would have
clear advantages for privacy and security;

Privacy bootstrapping [35] and the OLG hybrid solution [31] could work within
a setbase, thus improving the system accuracy;

A cryptosystem doing authentication in encrypted domain [47, 44] could be
integrated with a setbase [58]. This would solve most privacy and security problems
of a “double-dipping” prevention one-to-many system.

In general, there is no single solution that fits all; rather, in each case several
approaches can be combined to address the issues of a specific application. We
hope that the efforts of all interested stakeholders will lead to creating working
prototypes suitable for pilot projects.

7. Conclusions

Biometric one-to-many systems have been used for a variety of purposes, such
as multiple enrollment prevention, watch list, access control, forensics, stranger
identification, etc. While these systems often serve legitimate purposes, such as
combatting fraud or catching a villain, the rise of the ubiquitous use of biometrics
can be viewed as an integral part of the emerging surveillance society.

Biometrics, especially one-to-many systems, can pose some serious threats to
privacy due to uniqueness, permanent nature and irrevocability of biometric data.
However, it does not have to be that way. The same technology that serves to
threaten or erode our privacy may also be enlisted to strengthen its protection.
In particular, Biometric Encryption (BE) technologies, or, in more general terms,
“Untraceable Biometrics” was proposed as a privacy-protective alternative to
conventional one-to-one biometrics.

In this paper, we apply a Privacy by Design approach to exploring new ideas and
solutions that can lead to deployment of privacy-protective and secure biometric
one-to-many systems. We showed that new advances in BE can be complemented
with other innovative solutions, such as Cryptographically Secure Biometric
Architectures and Biometric Setbase/Weak Links. We presented a case study of
the first BE application using facial recognition in a watch list scenario at the
Ontario Lottery and Gaming Corporation (OLG). We proposed a cryptographically
secure architecture for a one-to-many system using Blum-Goldwasser cryptosystem.

In our opinion, these solutions can be combined with each other in the application-
specific context in order to create a one-to-many system that addresses privacy,
security and functionality issues, all the hallmarks of a Privacy by Design approach.
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Appendix A

Technical details of the proposed solution for Blum-Goldwasser
cryptosystem for one-to-many

The proposed system is shown in Fig. 4.

On enrollment, the SP generates the Blum-Goldwasser public, pk, and private,
sk, key pair and sends pk to the Client. The Client generates the BG-encrypted
BE template (S® ¢ ® b; x,,,) in the same way as for the token-based one-to-one
architecture. However, only the first part, S® ¢ @ b, is sent to the Database
for storage. The encrypted seed, x,,, is sent to the SP. The latter regenerates the
keystream, S, and stores it under the user’s identity ID. Note that the hash, H(c),
is not stored in this version.

On verification, a fresh binary template, b’, is obtained by the Client. The new
seed, x,/ , and the new keystream, S’, are generated by the Client. The XOR-ed
data S' @ b’ are sent to the Database where they are XOR-ed with all the stored
templates to obtain S® S ® ¢c® b ® b’ . The results for each ID are sent from the
Database to SP through a high speed communication line, such as a 100 Gigabit
Ethernet fiber optic network. At the same time, the new encrypted seed, x',,, , is
sent by the Client to SP. The SP, using the private key sk and x',,,, obtains S’ and
XORs it with all the stored keystreams, S. Then S® S are XOR-ed with S® S’ ® ¢
@ b @ b’ that have been received from the Database to obtain ¢ ® b ® b’ for each
ID. Then the ECC decoder is run and all the codewords, ¢’, are obtained. The IDs
with the number of corrected errors below certain threshold are put on the ranked
list. The corresponding codewords may generate pointers and/or decryption keys
to personal information, such as in the OLG system or for privacy bootstrapping.
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Figure 4 - Secure Fuzzy Commitment scheme using Blum-Goldwasser cryptosystem
in the Client — Database - Service Provider architecture (enrollment).

The biometric data are stored and stay encrypted all the time, and the SP or
a database never obtains b or b’ . Due to the probabilistic nature of the BG
cryptosystem, the SP can have the same pair of (pk, sk) for all the users (only
the seeds are different), which reduces the requirements to the key management.
Since the encrypted seeds, x,,,, are not stored in the Database, the template size
is the same as for the unencrypted version (e.g., 2048 bits for iris).

Note that the BG-encrypted templates in the Database can be additionally
encrypted (by XOR-ing with the new keystream, AS) using a stream cipher (which
is independent from the BG cryptosystem) to generate a new keystream, AS. The
latter is XOR-ed with the stored templates and is re-created during verification
on both the Database and the SP. This is to ensure better system security, so
that by the time of verification the keystream will be different, S, and the stored
template will be S® ¢ @ b.

The proposed solution is well suited both for the priv-ID system that is based on
Fuzzy Commitment scheme and for the OLG system that uses QIM.

It should be mentioned that Simoens et al [39] proposed a Hill Climbing attack
on this scheme. The attack originates on the Authentication Server (or Database,
in our notations) side. First, it is assumed that the Database knows S' @ b’ that
leads to a positive decision. (Note that this is already a far-fetched assumption
since the SP does not communicate its decision back to the Database.) Second,
the Database starts from this S' @ b' and adds progressively some errors until
a negative result is obtained and then backtracks back by one error, and so on.
Following this strategy, it is possible to recover all bits in b @ b’ (see further details
in [39]). (Note that the attacker still cannot recover either b or b’ !) However, the
attack, as described in [39], will not work at all because of the very design of the
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system: each verification query must directly send a new encrypted seed, x',,, ,
from the Sensor to the SP (i.e. bypassing the Database), while the Ref. [39] wrongly
assumes that x',,, would remain the same during the entire Hill Climbing process.
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