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1. INTRODUCTION

The Freedom of Information and Protection of Privacy Act (the Act) provides individuals with two legal rights:

· The right of access to government information, including personal information about themselves. 

· The right to protection of privacy of their personal information which exists within government records. 

Implicit in these rights is the need and desirability of the individual to whom the information relates (also referred to as the 'data subject') knowing what personal information the government maintains and where that information is located. However, individuals' rights to protect their personal information are not absolute. In certain circumstances they must be weighed against various public interests.

The Act stipulates that personal information must be collected directly from the individual to whom it relates, except in a number of specific and limited circumstances set out in subsection 39(1) of the Act:

39.- (1) Personal information shall only be collected by an institution directly from the individual to whom the information relates unless,

(a)the individual authorizes another manner of collection;

(b)the personal information may be disclosed to the institution concerned under section 42;

(c)the Commissioner has authorized the manner of collection under clause 59(c);

(d)the information is in a report from a reporting agency in accordance with the Consumer Reporting Act;

(e)the information is collected for the purpose of determining suitability for an honour or award to recognize outstanding achievement or distinguished service;

(f)the information is collected for the purpose of the conduct of a proceeding or a possible proceeding before a court or judicial or quasi-judicial tribunal;

(g)the information is collected for the purpose of law enforcement; or

(h)another manner of collection is authorized by or under a statute.

Through subsection 39(1)(c), the Act recognizes that it is not always possible to collect the personal information directly from the individual to whom it relates, to obtain consent under section 39(1)(a), or to apply one of the other provisions of subsection 39(1). The collection of personal information from a source other than the data subject is called 'indirect collection'. The term 'indirect collection' encompasses all occasions when an institution collects personal information from a source (i.e., another institution or a third party) other than the data subject(s).

Subsection 59(c) provides the Information and Privacy Commissioner with the authority to approve the manner of collection of personal information. This subsection states:

59. The Commissioner may,

(c) in appropriate circumstances, authorize the collection of personal information otherwise than directly from the individual.

In order to develop and deliver many of the essential services provided by the institutions designated under the Act, it may be necessary for those institutions to collect a certain amount of personal information. However, indirect collection may run counter to the basic principle of informational privacy (i.e., an individual's right to control the information held by others about him/herself). Indiscriminate indirect collection has the potential to increase the likelihood of an unjustified invasion of privacy, the loss of control by the data subject over his/her personal information, and intrusive action on the part of the institution. The task of the Commissioner, under subsection 59(c), is to identify and evaluate the various privacy implications of indirect collection.

Unless the personal information may be collected from the data subject or under one of the other provisions of subsection 39(1), it is the responsibility of the institution considering indirect collection (the requesting institution) to apply to the Commissioner for authorization under subsection 59(c). The purpose of this document is to set out guidelines to assist institutions in preparing applications for the Commissioner's consideration. These guidelines should be regarded as minimum standards which may need to be supplemented as the circumstances require.

2. APPLICATION TO THE COMMISSIONER UNDER SUBSECTION 59(C)

This section of the guidelines provides suggestions on issues which should be considered at the time the requesting institution first contemplates indirect collection. It also discusses suggested topics to be included in the application to the Commissioner. Each component is described in detail so the requesting institution will understand what issues should be considered and what specific kinds of information need to be provided to the Commissioner. Appendix A contains a format guide which the requesting institution should follow. However, if the requesting institution would find the completion of a form easier, such a form has been provided in Appendix B
2.1 Planning and Preparation

In its application to the Commissioner, the requesting institution should present a complete and well-reasoned argument as to why the Commissioner should authorize such an activity. It is, therefore, necessary for the requesting institution to carefully research the need, advantages, disadvantages, consequences, and potential effectiveness and/or benefits of the proposed collection.

When determining the desirability and feasibility of the indirect collection the requesting institution should consider, at a minimum, the following questions:

· What is the purpose of the indirect collection and the proposed use of the personal information? 

· What personal information is required to achieve the purpose? 

· Could the services/program/activity be provided without the personal information being collected? 

· Is it possible and/or practical to collect the personal information directly from the individual to whom the personal information relates? 

· What authority under subsection 38(2) of the Act does the institution have to collect the personal information? 

· Is collection of the personal information possible under another provision of subsection 39(1)? 

· Must the personal information be collected in a nominative form (i.e., with personal identifiers)? 

Also, it is the requesting institution's responsibility to try to obtain as much information as possible about the personal information proposing to be collected from the entity which originally collected the personal information (also referred to as the 'originating source'). It is suggested that consideration be given to the following questions:

· What was the purpose for which the personal information was originally collected and/or used? 

· How was the personal information originally collected (e.g., from the individual to whom the information relates or a third party)? 

· Was consent given, at the time of collection by the originating source, for any additional use(s) of the information? If so, what use(s)? 

· Were there any special conditions surrounding the collection? 

· Does the originating source have custody and control of the personal information to be collected? 

· How much time has elapsed since the original collection? 

· Were any steps taken by the originating source to verify the accuracy of the personal information? 

· Has the originating source published the personal information or does it intend to publish it in the near future? 

· Is the personal information a public record (i.e., collected and maintained specifically for the purpose of creating a record available to the public)? 

On occasion, the originating source will not consent to or co-operate with the proposed indirect collection. The requesting institution should note the lack of co-operation in its application to the Commissioner. Copies of all correspondence with the originating source relating to the collection should be submitted to the Commissioner with the application.

It is suggested that the answers to the above questions be used as the basis for the requesting institution's application to the Commissioner (described below).

2.2 Components of the Application

It is the responsibility of the requesting institution to apply to the Commissioner for authorization before any indirect collection begins and to supply sufficient information to enable the Commissioner to evaluate the circumstances and to make an informed decision regarding the appropriateness of indirect collection. The requesting institution's application should discuss, at a minimum, the following topics:

· background of the program requiring the personal information; 

· nature of the personal information to be collected; 

· purpose of the collection; 

· reason(s) for indirect collection; 

· duration of the collection; 

· method of collection; 

· accuracy of the personal information; 

· notice requirements. 

Each of the topics recommended for inclusion in the application is discussed in detail below and may also be found listed in Appendix A.

2.2.1 Background 

Certain information is required to put the request for indirect collection into context. Accordingly, the application should include:

· The name, position, address and telephone number of the individual in charge of the proposed collection and subsequent use of the personal information within the requesting institution. 

· If proposing to collect from another institution: the name, position, address and telephone number of the individual in charge of the personal information to be collected. 

· If proposing to collect from a third party: the name, address and telephone number of the individual in possession of the personal information 

· The name, position and telephone number of the individual within the requesting institution who approved of the proposed indirect collection and application for authorization to the Commissioner. 

· A full description of the particular program/service for which the information is required. 

Any additional background information which the requesting institution considers relevant or would assist the Commissioner's deliberations should be included in the application. 

2.2.2 Authority for Collection 

Although the Commissioner has the authority, under subsection 59(c), to authorize indirect collection of personal information, this provision relates exclusively to authorization of the manner of collection. The requesting institution is still bound by subsection 38(2) with respect to authority to collect. This subsection states:

38. - (2) No person shall collect personal information on behalf of an institution unless the collection is expressly authorized by statute, used for the purposes of law enforcement or necessary to the proper administration of a lawfully authorized activity.

Therefore, in its application to the Commissioner, the requesting institution should indicate how the proposed collection is in accordance with subsection 38(2).

2.2.3 Nature of the Personal Information to be Collected 

The exact nature of the personal information to be collected must be identified in detail. The requesting institution should use the definition of personal information in subsection 2(1) of the Act as a basis for its description:

2.-(1) "Personal information" means recorded information about an identifiable individual, including, 

(a) information relating to the race, national or ethnic origin, colour, religion, age, sex, sexual orientation or marital or family status of the individual,

(b) information relating to the education or the medical, psychiatric, psychological, criminal or employment history of the individual or information relating to financial transactions in which the individual has been involved,

(c) any identifying number, symbol or other particular assigned to the individual,

(d) the address, telephone number, fingerprints or blood type of the individual,

(e) the personal opinions or views of the individual except where they relate to another individual,

(f) correspondence sent to an institution by the individual that is implicitly or explicitly of a private or confidential nature, and replies to that correspondence that would reveal the contents of the original correspondence,

(g) the views or opinions of another individual about the individual, and

(h) the individual's name where it appears with other personal information relating to the individual or where the disclosure of the name would reveal other personal information about the individual.

In its description of the personal information, the requesting institution should also outline:

· Whether it wants to collect a personal information about one individual or a group of individuals. 

· The approximate number of records to be collected. 

· The current format or medium of the personal information (e.g., hard copy, microfilm, floppy disk, hard disk, other magnetic media, etc.) and how it will be stored once it is collected. 

· The identify of the individual(s) to whom the information relates. If it is impossible to identify the data subjects individually, the reason why it is impossible, as well as a description of the composition of the group (e.g., social assistance recipients, prisoners, those holding a specific type of licence, etc), should be included in the description. 

· Whether the personal information to be collected relates only to the data subject or also to a third party. Should the requesting institution believe it needs third party personal information (e.g., opinions of a third party about the data subject), it must justify its use and argue how that use is not an unjustified invasion of the third party's privacy. 

· How the personal information was collected by the originating source (e.g., from the individual to whom the information relates, a third party, etc.)? 

2.2.4 Purpose of Collection 

Subsection 59(c) provides the Commissioner with the authority to determine the appropriate circumstances under which it is permissable to collect personal information "otherwise than directly from the individual" to whom the information relates. In order to make this determination, the Commissioner must have a thorough understanding of the purpose of the collection and the proposed use of the information. For this reason, the requesting institution should develop and present a strong rationale for the need to collect the information. Collection should be purpose-specific and only the minimum amount of personal information necessary should be collected.

In defining the purpose of the collection, the requesting institution needs to identify whether the personal information will be used for research or administrative purposes. 

· Research purposes are ones which do not directly affect the data subject (e.g., compilation of statistics). 

· Administrative purposes are ones where the personal information is used in a decision-making process which relates directly to the individual to whom the personal information relates (e.g., determination of eligibility for benefits). 

Most types of indirect collection will fall under one of these two purposes, however, there is one notable exception. When personal information is to be collected to conduct a computer match, that purpose, as well as the purpose of the match itself, should be noted in the application to the Commissioner. 

It is suggested that the requesting institution go beyond simply identifying these general purposes in its application and also outline:

· The goal or objective the institution hopes to achieve by collecting the personal information and/or the anticipated benefits and results. 

· The potential risks or consequences of non-collection (e.g., unable to administer a program). 

· Why the personal information is required at this time. 

· Whether there is a need to collect the personal information in an identifiable or personalized format. The justification for individuals' names and other personal identifiers must clearly demonstrate the absolute necessity of this information and how the purpose of collection cannot be achieved without the identifiers. 

· The purpose for which the personal information was originally collected by the originating source. 

2.2.5 Reasons for Indirect Collection

In its application to the Commissioner, the requesting institution should present a clear, well-reasoned argument for its need to collect the information from the originating source rather than from the data subject(s). The application should also include an assessment of the advantages of indirect collection against alternative methods, and a discussion of the constraints of direct collection.

If cost-effectiveness of collecting the personal information indirectly is a factor, some type of cost-benefit analysis should be presented. If there is no way of collecting the personal information other than indirectly, the projected savings resulting from the collection (e.g., termination of ineligible benefits, denial of benefits, etc.) should be included.

2.2.6 Duration of Collection

The requesting institution's application should also make it clear whether the proposed collection would be a one-time occurrence, time-limited or on-going. In all cases, the time required to complete the collection should be stipulated, accompanied by, if possible, the proposed start and completion dates.

2.2.7 Method of Collection

A full description of the procedure or method to be used in collecting the personal information (e.g., interviews with third parties, photocopying of hard copy records, copying of computer tapes or disks, electronic data interchange, etc.) must be provided. The requesting institution should also indicate:

· What, if any, information the collected personal information will be linked or matched with in order to achieve the purpose for which it is to be collected. 

· The sampling techniques to be used, if only a sample of a record system or data bank is needed. 

· The technical problems involved with the collection and the strategy which has been developed to eliminate or minimize these problems. 

For any indirect collection of personal information stored on computer, the following must be described in the application to the Commissioner:

· The method of transfer (e.g., direct electronic linkage, copying of tapes, etc.). 

· The controls in place to ensure security of transmission. 

· The controls in place to ensure that only the information which is authorized by the Commissioner is transferred (i.e., selection criteria controls). 

· The type of audit trails and/or management report produced to ensure that the information will be processed in a complete and accurate manner. 

2.2.8 Verification of the Personal Information

The accuracy of the personal information is a critical factor in determining whether the information may be indirectly collected. One of the greatest potential hazards of indirect collection is that incorrect or obsolete information is collected by an institution from another institution or third party and then used to make a decision which could adversely affect the data subject.

To ensure that the personal information will be collected in a manner which retains its integrity, the requesting institution should demonstrate, if possible, that it has determined:

· Accuracy - That the personal information is representative of the facts about the data subject(s). 

· Completeness - That sufficient personal information will be collected to satisfy the purpose and to ensure that it is not taken out of context, leading to incorrect inferences or conclusions. 

· Currentness - That the personal information is up-to-date. 

· Adequate Identification - That the personal information will be collected in such a way as not to associate it with the wrong person. 

· Protection against Corruption - That reasonable measures are planned to ensure that changes to the information do not occur during collection due to human error (e.g., poor quality photocopying, data entry error, incorrect inferences by staff, etc.). 

· Security - That reasonable safeguards will be in place to protect against such risks as loss of information during transfer, or unauthorized disclosure of the collected personal information. 

2.3 Notice Requirement

Subsection 39(2) of the Act requires that the requesting institution notify the individual(s) to whom the personal information relates of the indirect collection, unless the responsible minister waives this requirement. Authorization by the Commissioner under subsection 59(c) does not exempt the requesting institution from this responsibility.

The requesting institution should indicate in its application whether it has contacted or intends to contact the responsible minister for a waiver of the notice requirement and, if so, whether the waiver was approved. As this factor may impact upon the evaluative process, it is important to provide this information to the Commissioner.

3. CONCLUSION

In order to ensure that the Commissioner is able to make a well reasoned and timely decision regarding the merits and appropriateness of the indirect collection, the requesting institution should detail all the information it considers pertinent in its application. The above discussion outlines the areas which the Office of the Information and Privacy Commissioner recommends the requesting institution research before preparing its application, as well as the type of information it suggests be included in the application.

Please send completed application to:

The Commissioner 
Information and Privacy Commissioner/Ontario 
2 Bloor Street East 
Suite 1400 
Toronto, Ontario 
M4W 1A8
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