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Our Office
• Provides independent review of government decisions and practices on 

access and privacy
• Commissioner is appointed by, and reports to, the Legislative Assembly

to ensure impartiality 
• Oversees Ontario’s access and privacy laws 
• These laws establish the public’s right to access government-held 

information and protect their personal privacy rights
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IPC’s Legislation
• Freedom of Information and Protection of Privacy Act (FIPPA)

• 300 provincial institutions including ministries, agencies, boards, universities

• Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
• 1,200 municipal organizations, including police, school boards, transit, cities

• Personal Health Information Protection Act (PHIPA)
• those involved in delivery of health care including hospitals, pharmacies, 

laboratories, doctors, dentists and nurses
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Private Sector Legislation 
• Personal Information Protection and Electronic Documents Act (PIPEDA)
• overseen by the Privacy Commissioner of Canada
• PIPEDA applies to businesses in Ontario and throughout Canada 

(except BC, AB, QC) 
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Smart Cities
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The Big Data Shift
• Data as a tool for shaping and improving policies, programs and services
• Supported by advancements in computing and technology:

• new sources of personal information 
• unlimited capacity to store data
• better techniques to link records and data
• algorithms that can make predictions based on data  

• Using data this way raises a number of privacy, fairness and ethical concerns
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Information Collection
• Information collected, used, and disclosed

by smart cities can, and often does,
include personal information

• May be collected by municipalities,
contractors, or private companies:
• energy consumption patterns
• video and audio recordings
• vehicle licence plate numbers
• mobile device and other identifiers
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What Privacy Laws Apply?  
Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
• data collected by or on behalf of a municipality; no collection of personal information 

unless:
• authorized by statute 
• used for law enforcement, or 
• when necessary for a lawfully authorized activity

Personal Information Protection and Electronic Documents Act (PIPEDA)
• data collected by private sector for commercial purpose

• organization must get meaningful consent 
• individuals must be given clear information explaining what

organization will do with their information
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Privacy Risks 
• Privacy is not a barrier to smart cities, but they require robust

privacy protections
• Without safeguards in place, large amounts of personal information

may be collected, used, disclosed
Potential hazards: 

• tracking individuals as they go about their daily activities (surveillance)
• using information for other purposes without consent (scope creep) 
• security breaches (cyberattacks) 
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How is data being 
collected?
How is it being used? 
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Cyberattacks
Systems infected by:
• phishing schemes to gain access 

to passwords/information
• ransomware and other software 

exploits used to gain control of 
computer systems
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Privacy Protections
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Privacy Protections
Data minimization
• avoid ‘tech for tech’s sake’
• define goals or objectives at the outset
• consider less privacy invasive ways to achieve them

De-identification 
• remove personal information to protect the privacy of individuals
• guard against re-identification of data 
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Privacy Protections and Controls
Data governance and privacy management 
program:

• policies to address privacy and security
requirements

• contractual protections and accountability
are key in public-private partnerships 

Consent:
• where required by law
• opportunity to opt out where feasible

Community engagement and project transparency 
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De-identification Guidelines
• Outlines basic de-identification concepts and 

techniques as well as a step-by-step protocol
• Discussion of:

• common de-identification methods
• data release models
• types of re-identification attacks
• calculating re-identification risks

• Winner of the 2017 ICDPPC Award for Excellence in 
Research
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Assess Privacy Risks
Privacy Impact Assessment 
• process to identify and assess the potential privacy 

risks of a project or program
• can eliminate or reduce risks to an acceptable level 
Threat Risk Assessment 
• used to identify security risks associated with 

information systems and technology
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Guard Against Ransomware 
Protect your organization 
• train employees
• limit user privileges 
• use software protections and back-ups
• have an incident response plan in place  



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.ca

Open Data
• Information collected or created 

should be considered a public 
resource

• Made available as de-identified open 
data to support local innovation and 
address community needs
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Engagement on Smart Cities
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Canada’s Smart Cities 
Challenge
• Strong privacy protections must be built into 

smart city projects from the start

• The message of cross-Canada privacy authorities 
to minister in charge of Canada’s Smart Cities 
Challenge

• As a result finalists are required to consult with 
the privacy authority in their jurisdiction and 
complete a privacy impact assessment

• Three finalist communities from Ontario:
• Biigtigong Nishnaabeg (Pic River First Nation)
• City of Guelph and Wellington County
• Region of Waterloo
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Sidewalk Toronto
• Sidewalk Toronto would represent North 

America’s largest smart city project

• Sidewalk Labs and Waterfront Toronto have 
agreed to develop a plan for development  

• The IPC is engaged with both players and will 
continue to do so

• Sidewalk’s Responsible Data Use Framework 
includes commitment to build on the 
recommendations in our Smart Cities
Challenge letter
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Public Education 
The facts about smart cities

• What they are 
• How they can affect privacy rights
• How to minimize privacy risks
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“A democratic society relies upon the participation of an informed citizenry. 
A city cannot be truly innovative and respect the rights of its residents if only 
a sliver of public officials have the power to speak for — or to ignore — the 
broader community. Every resident has the right to participate in decision-
making processes that impact their constitutional rights.” 

— American Civil Liberties Union
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CONTACT US
2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 
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