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A. Introduction & Explanatory Note



This report has been prepared by ICES to support its request for continued approval of the Information and

Privacy Commissioner of Ontario (IPC) under section 45(3) of Ontario’s Personal Health Information
Protection Act, 2004 (PHIPA).

Our report demonstrates ICES’ policies, procedures and practices to protect the privacy of individuals
whose personal health information ICES collects under section 45(1) of PHIPA. It does so from three
perspectives: Section B details the existence and sufficiency of the documentation required by Appendices
A and B of the Manual for the Review and Approval of Prescribed Persons and Prescribed Entities (the
“IPC Manual”). This is followed in Section C of our report by an assessment of the effectiveness of those
policies, procedures and practices according to the indicators defined in Appendix C of the IPC Manual.
Finally, we affirm the accuracy and completeness of this information through the affidavit of ICES’ Chief
Executive Officer.

Prepared by Michael Smith and Kelley A.Ross with oversight by Rosario Cartagena
and w ith contributions from members of ICES Privacy & Legal Office



B. Required Documentation



Part 1 — Privacy Documentation

1. PrivacyPolicyin Respect ofits Status as a Prescribed Person or Prescribed Entity

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicles Name Status
a. Privacy Policy Implemented
b. Privacy Information, Inquiries & Complaints Policy Implemented
c. Privacy Impact Assessment Policy Implemented
d. ICES PIA —New ICES Data Holding Implemented
e. ICES Project PIA Form Implemented
f.  Website privacy information Implemented

DESCRIPTION

ICES’ Privacy Policy establishes an overarching framew ork for ICES’ collection, use and disclosure of personal
health information, and ICES’ approach to its protection.

Status under the Act

ICES’ Privacy Policy describes ICES’ status as a prescribed entity under s. 18(1) of O. Reg. 329/04. The policy
declares ICES’ commitment to protect personal health information in accordance with PHIPA and its regulation. In
addition, the policy confirms that ICES implements the required privacy and security policies, procedures and
practices, and that these are subject to review and approval by the Information and Privacy Commissioner of Ontario
every three years. The policy also acknow ledges ICES’ responsibility for the handling of personal health information
by its agents, and requires ICES to provide training to agents to enable their compliance.

Privacy & Security Accountability Framew ork

ICES’ Privacy Policy articulates an accountability framew ork for ensuring compliance w ith PHIPA and its regulation,
and w ith the privacy and security policies, procedures and practices ICES implements to maintain its designation as
a prescribed entity. Under the framew ork, ICES’ Chief Executive Officer:

e Has ultimate responsibility for ensuring compliance with PHIPA and its regulation and ICES’ privacy and
security policies, procedures and practices as a prescribed entity;

e Must appoint a Chief Privacy and Legal Officer and delegate to that person authority for day-to-day
management of privacy and security at ICES, including responsibility for putting in place policies,
procedures and practices to prevent, detect and respond to privacy and security breaches; and

e Is required to make an annual report of privacy breaches and complaints, as well as privacy audits and
privacy impact assessments to the Finance, Audit and Risk Committee of ICES’ Board of Directors.

Collection of Personal Health Information

ICES’ Privacy Policy identifies the purposes for w hich personal health information is collected, the types of personal
health information collected and its sources. The policy also articulates ICES’ commitment to ensuring collection is
in accordance with PHIPA and its regulation, and limited to that which is reasonably necessary to, and avoided
w here other information will, serve the purpose. ICES’ Privacy Impact Assessment Policy, w hichis referenced in the
Privacy Policy, stipulates that a privacy impact assessment must be conducted by an ICES Privacy subject matter
expert (SME) prior to collection. Assessment of the amount and type of personal health information collected, w hich
must be justified, is specifically provided for in templates used to conduct privacy impact assessments under that
policy. The Privacy Policy requires the Chief Privacy and Legal Officer to ensure publication of a list of ICES data
holdings on ICES’ public website, together with a mechanism to allow individuals to request more detailed
information. The list of specific ICES’ data holdings is both verylong and very dynamic, and for this reason the list
itself does not form part of ICES’ Privacy Policy.

Use of Personal Health Information

ICES’ Privacy Policy identifies the purposes for which personal health information is used. Personal health
information may be used for the purposes of health system analysis and evaluation and research conducted w ithin
ICES, and preparing information for disclosure to external researchers. In all cases, use must be in accordance w ith
PHIPA and its regulation and, w here applicable, research ethics board approvals. The policy clearly provides that
agents w ho conduct health system evaluation and research within ICES are permitted to use “coded” information
only. Coded information is personal health information from w hich direct personal identifiers, such as names and
health card numbers, have been either removed or replaced by a confidential ICES identifier or “code.” The policy




also stipulates that requests to use such information are subject to a privacy impact assessment conducted by an
ICES Privacy SME. The template developed for this purpose under ICES’ Privacy Impact Assessment Policy is
specifically designed to limit the information made available forthese purposes to w hatis reasonably necessary and
in the least sensitive form required.

Disclosure of Personal Health Information

ICES’ Privacy Policy limits disclosure of personal health information to disclosures to three scenarios: (1) disclosures
to other prescribed entities and prescribed registries; (2) disclosures of risk-reduced coded datasets to external
researchers; and (3) to define cohorts for external researchers for the purpose of publicly funded research that
cannot be reasonably conducted within ICES.

Risk-reduced coded data is coded data that has been assessed for the identifiability of any underlying individuals
and adjusted, as required, until the level of identifiability is low. Disclosures are made only as permitted by PHIPA
and section 18(4) of its regulation and data sharing agreements, and verified through a privacy impact assessment.
Conducted by ICES Privacy SMEs, privacy impact assessments are designed to ensure that ICES discloses
personal health information only w here other information will not serve the purpose, and discloses no more personal
health information than is reasonably necessary. For disclosures of risk-reduced coded data, external researchers
are permitted to access the datasets ICES prepares for them only on a secure ICES desktop. Cohort disclosures
are limited to the minimum variables —including direct and indirect personal identifiers — necessary to identify a study
population externally. Once confirmed, cohort lists are securely transferred in accordance w ith the cohort disclosure
service agreement. Disclosure of personal health information is not permitted in any other scenario. Instead, the
policy permits disclosure of de-identified information only to external researchers for retention outside the ICES
desktop, to know ledge users and in publications. In each case, permission to disclose is subject to a review of the
data to determine the information could not, in any reasonably foreseeable circumstance, be used, either alone or
in combination w ith other information, to identify an individual.

Secure Retention, Transfer & Disposal of Records of Personal Health Information

ICES’ Privacy Policy addresses the secure retention, transfer and disposal of personal health information in both
paper and electronic format. Personal health information w ith direct personal identifiers is retained only temporarily .
It is isolated in secure netw orkfolders and cabinets until data quality issues have been resolved, and is then securely
destroyed by an ICES-approved method, such as cross-cut shredding for paper or secure wiping or physical
destruction for media and devices. ICES also protects personal health information in transit. Protections include an
encrypted file transfer system that is used for inbound and outbound electronic file transfers, and a requirement to
remove direct personal identifiers before transferring paper.

Implementation of Administrative, Technical & Physical Safequards

ICES’ Privacy Policy outlines some of the administrative, technical and physical safeguards ICES implements to
protect personal health information it receives against theft, loss and authorized use and disclosure and to maintain
confidentiality of the information. The safeguards outlined include restrictions on access that protect personal health
information against unauthorized copying, modification or disposal. Agents w ho conduct health system and analysis
and evaluation or health-related research are permitted to access coded information, and external researchers are
permitted to access risk-reduced coded data only.

Inquiries, Concerns & Complaints Related to Information Practices

ICES’ Privacy Policy requires ICES to establish processes to allow individuals to make inquiries and complaints
about ICES’ privacy policies, procedures and practices as a prescribed entity, and to comply with PHIPA and its
regulation. The Chief Privacy and Legal Officer is responsible for establishing and implementing procedures for the
receipt and handling of privacy inquiries and complaints by ICES Privacy SMEs. The Chief Privacy and Legal Officer
is also required to ensure instructions, including contact information, are published on ICES’ public website. The
information published on ICES’ public w ebsite must include instructions that inquiries, concerns and complaints
about ICES’ privacy practices may be addressed to the Chief Privacy and Legal Officer directly, both verbally and in
w riting, and includes a mailing address and other contact information to enable this. The w ebsite must also include
a statement that individuals may direct complaints regarding ICES’ compliance withits obligations as a prescribed
entity to the Information and Privacy Commissioner of Ontario, and associated mailing address and contact
information.

Transparency of Practices in Respect of Personal Health Information

ICES’ Privacy Policy requires ICES to publish information about its privacy practices on its website and establish
processes to allow individuals to obtain further information about its privacy policies, procedures and practices as a
prescribed entity. ICES’ Chief Privacy and Legal Officeris responsible for fulfilment of both requirements, w hich are
also elaborated under ICES’ Privacy Information, Inquiries and Complaints Policy.




2. Policy & Procedures for Ongoing Review of Privacy Policies, Procedures & Practices

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Internal Audit Policy Implemented
b. Privacy Audit Procedure Implemented
C. \Trvg/ﬁ((t:))éol\lﬁonltonng Log & Report Forms implemented
d. Policy Framew ork & Governance Policy Implemented
e. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ Internal Audit Policy provides for continuous monitoring of ICES’ privacy policies, procedures and practices.
The purpose of monitoring is to detect w hen existing policies, procedures and practices require amendment and
w hen new policies, procedures and practices are required to meet ICES’ obligations as a prescribed entity.

The Chief Privacy and Legal Officer is responsible for putting in place a monitoring program to identify and address
the implications of the follow ing as they occur:

e Relevant regulatory changes and guidance, including any orders, fact sheets and best practices issued by
the Information and Privacy Commissioner of Ontario under PHIPA and its regulation;

e Changes to relevant industry standards;

e Risks identified through privacy impact assessments;

o Deficiencies identified through audits;

e Inconsistencies betw een and among privacy and security policies, procedures and practices and betw een
them and ICES’ actual practices; and

e Investigations into privacy incidents, breaches and complaints about ICES’ privacy practices.

The policy and Privacy Audit Procedure, w hich the Chief Privacy and Legal Officer is responsible for putting in place,
provide for:

e Areview of every privacy policy and their associated procedures and practices against all of the above prior
to each scheduled review of ICES policies, procedures and practices by the IPC pursuant to section 45(4)
of PHIPA;

e Searches of relevant external w ebsites and databases and of ICES’ records to identify the changes, risks,
deficiencies and inconsistencies listed above in support of the review;;

e The procedure and timeframe for undertaking the review;

e The form, content and supporting evidence that must be generated to document the review;

e The procedure for identifying, and taking steps to address, any need to amend or supplement ICES’ privacy
policies, procedures and practices identified through the review ; and

e Assignment of ICES Privacy SMEs or qualified third parties to conduct the reviews.

ICES’ Policy Framework and Governance Policy governs the revision, creation and communication of policies,
procedures and practices at ICES, including ICES’ Internal Audit Policy. In accordance with ICES’ Policy Framew ork
and Governance Policy, the Chief Privacy and Legal Officer is responsible for the creation, revision and
communication of any changes to ICES’ privacy policies, procedures and practices, including ICES’ Internal Audit
Policy. The Policy Framew ork and Governance Policy stipulates that changes must be communicated both to agents
through ICES’ intranet and to the public.

Specifically, the Policy Framew ork and Governance Policy dictates the procedure for identifying a requirement for a
new or revised policy and/or procedure, w hichincludes identification of the need to ICES’ Operations Committee. In
accordance with procedures set out in ICES’ Change Management Procedure, new or revised policies and/or
procedures that affect general ICES operations or that require broader communications undergo Operations
Committee review, as wellas review by ICES satellite sites for netw ork-w ide policies and/or procedures. Lastly, new
or revised policies and/or procedures require review and approval by ICES’ Change Advisory Board (CAB).

Compliance w ith the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the
policies or procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations, including
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breaches, are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access
privileges, legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced
by ICES’ Director, Human Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’
Discipline and Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit
schedule established under ICES’ Internal Audit Policy.

3. Policyon the Transparency of Privacy Policies, Procedures & Practices
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
b. Privacy Information, Inquiries & Complaints
. Implemented
Policy
c. Privacy Statement Implemented
d. Website Privacy FAQ Implemented
DESCRIPTION

ICES’ Privacy Policy and Privacy Information, Inquiries and Complaints Policy require ICES to publish information
about its data holdings and privacy policies, procedures and practices on its public w ebsite. Information that must
be published on ICES’ public w ebsite includes:

e ICES' Privacy Policy;

e Frequently asked questions related to ICES’ privacy policies, procedures and practices;

e  Documentation related to ICES’ most recent review under s.45(3) of PHIPA by the Information and Privacy
Commissioner of Ontario;

e Anoverview of key administrative, technical and physical safeguards to protect privacy and prevent privacy
breaches;

e Alist of ICES’ data holdings; and

e Instructions, including the title, mailing address and contactinformation, for making inquiries and complaints
about ICES’ privacy policies, procedures and practices and compliance with PHIPA and its regulation.

The Privacy Information, Inquiries and Complaints Policy requires publication of a brochure or frequently asked
questions, w hich, at a minimum, must address:

The types of personal health information in ICES data holdings, and their sources;
The purposes for w hich personal health information is collected;
The purposes for w hich personal health information is used; and

The circumstances under w hich and the purposes for w hich ICES discloses personal health information,
and the persons or organizations to w hich it is typically disclosed.

Under the policies, ICES’ Chief Privacy and Legal Officer is responsible for ICES’ compliance with the above
requirements.

4. Policy & Procedures for the Collection of Personal Health Information
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Collectio_n of P(_arsonally Identifiable implemented
Information Policy

b. Collection of Personally Identifiable imolemented
Information Procedures P

c. Privacy Policy Implemented

d. ICES PIA Form —New ICES Data Holding Implemented

e. ICES Project PIA Form Implemented

11



f.  Internal Audit Policy Implemented

g. Discipline & Corrective Action Policy Implemented

h. Privacy Incident Management Policy Implemented

DESCRIPTION

ICES’ Privacy Policy identifies the purposes for w hich ICES collects personal health information, its nature, and from
w hom. Key collection purposes identified in the policy include health system analysis and evaluation, conducted by
ICES independently or on behalf of policy-makers and health care providers, and research conducted by ICES
scientists and others under the oversight of a research ethics board. Health information custodians like hospitals,
other prescribed entities, prescribed registries and researchers are identified as the sources. All disclose personal
health information to ICES.

ICES’ Privacy Policy and Collection of Personally Identifiable Information Policy both articulate ICES’
commitment to collect personal health information only in accordance with PHIPA and its regulation, to collect
personal health information only w here other information will not serve the purpose, and to collect no more personal
health information than is reasonably necessary to meet the purpose.

Compliance with ICES’ Privacy Policy and these procedures is mandatory for all agents. Agents must notify an
ICES Privacy SME at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policy
or procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are
subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment or contractw ith ICES. Disciplinary actions are enforced by ICES’ Director,
Human Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective
Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established
under ICES’ Internal Audit Policy.

Review & Approval Process

The Collection of Personally Identifiable Information Policy stipulates that any agent whow ishes to collect personal
health information must ask ICES’ Privacy and Legal Office to conduct a privacy impact assessment. Assessments,
w hich are conducted by an ICES Privacy SME in consultation with the requestor, must be completed to authorize
the collection. The assessments are conducted against templates developed by ICES’ Privacy and Legal Office
under ICES’ Privacy Impact Assessment Policy. The templates are designed to ensure that:

e The collection is permitted by PHIPA and its regulation;

e All conditions or restrictions in PHIPA and its regulation are satisfied,;

e Other information, such as de-identified or aggregate information, w ill not serve the purpose; and

e No more personal health information is collected than is reasonably necessary for the identified purpose.

Conditions or Restrictions on Approval

ICES’ privacy impact assessment templates, w hich are defined and mandatory, are the vehicle used to address and
document each of the requirements listed above, and communicate the results. Requestors receive a copy of the
completed assessment, w hichincludes a decision to approve or deny the collection, as wellas any conditions that
must be met. These include requirements to establish a data sharing agreement prior to collection in all cases w here
personal health information is being collected. These requirements are supported in the Collection of Personally
Identifiable Information Procedures. The procedures define the process for obtaining approvals and establishing
data sharing agreements. ICES’ Contracts Specialist is responsible for establishing data sharing agreements,
consulting withan ICES Privacy SME as necessary, and for alerting ICES’ Data Covenantors w hen agreements are
in place and collection may therefore proceed.

Secure Retention, Transfer & Return or Disposal

The policy specifically requires that personal health information, once collected, be retained, transferred and returned
or disposed of in accordance with ICES policies, procedures and practices on these topics. These are described in
2(5), 2(7) and 2(8) in Part 2 of Section B of this report.

5. List of Data Holdings Containing Personal Health Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES Data Dictionary Implemented

DESCRIPTION

ICES has developed and maintains an up-to-date list and brief description of ICES’ data holdings, w hichis published
on ICES’ public w ebsite.
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6. Policy & Procedures for Statements of Purpose for Data Holdings Containing Personal
Health Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES DSA (HIC) Implemented

b. ICES DSA (Researcher) Implemented

c. Collection of Personally Identifiable implemented
Information Procedures

d. CoIIectlo.n of Pgrsonally Identifiable implemented
Information Policy

e. Privacy Impact Assessment Policy Implemented

f. Internal Audit Policy Implemented

g. Discipline & Corrective Action Policy Implemented

h. Privacy Incident Management Policy Implemented

i. ICES PIA Form —New ICES Data Holding Implemented

j. ICES Project PIA Form Implemented

DESCRIPTION

ICES’ Collection of Personally Identifiable Information Policy and associated procedure set out the requirements for
generating, review ing, amending and approving statements of purpose for data holdings containing personal health
information. The policy requires ICES to generate a statement of purpose each time it collects information for
inclusion as an ICES data holding. Statements of purpose must identify the purpose of the collection, as wellas the
personal health information involved, its source, and the need for it.

Under the policy, any agent w ho wishes to collect personal health information for an ICES data holding must ask
ICES’ Privacy and Legal Officeto conduct a privacy impact assessment. Assessments, w hich are conducted by an
ICES Privacy SME in consultation with, and signed off by, the requestor, are required to generate an approved
statement of purpose. ICES’ Contracts Specialist or an ICES Privacy SME, as applicable, must then ensure that the
approved statement of purpose is review ed by the person or organization fromw homthe personal health information
w ill be collected and incorporated into a data sharing agreement, w hich must be in place prior to collection. Under
the policy, the statement of purpose must be amended, by repeating these procedures, prior to undertaking any
activity that is inconsistent w ith the statement of purpose as approved.

The accuracy and currency of statements of purpose are verified on an ongoing basis as well as through annual
audits. Permission to use any data holding is subject to review and approval by an ICES Privacy SME. Conducted
using an ICES Project PIA Form, the review must confirm that the proposed use is in accordance w ith the statement
of purpose. Annual audits are conducted by an ICES Privacy SME, and are required under ICES’ Internal Audit
Policy. Where inaccuracies are discovered though an audit, these must be corrected by follow ing the procedures for
amendment described above.

Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the
policies or procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach
are subject to a range of disciplinary actions including w arning, temporary or permanent loss of access privileges,
legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’
Director, Human Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established under ICES’ Internal Audit Policy.
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7. Statements of Purpose for Data Holdings Containing Personal Health Information
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES DSA (HIC) Implemented
b. ICES DSA (Researcher) Implemented

c. ICES Data & Analytic Services Agreement | Implemented
— Research (various)

DESCRIPTION

ICES generates a statement of purpose each time it collects personal health information for inclusion as an ICES
data holding. Statements of purpose, are incorporated into, and form part of, data sharing agreements and research
agreements w ith individuals and organizations w ho disclose personal health information to ICES. The statements of
purpose identify the purpose of the data holding, as wellas the personal health information involved, its source, and
the need for the information in relation to the identified purpose.

8. Policy & Proceduresfor Limiting Agent Access to & Use of Personal Health Information

APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Protection of ICES Data Policy Implemented
b. Contracts Database Implemented
c. ICES Confidentiality Agreement (General) Implemented
d. ICES Confidentiality Agreement (Data iplemented
Covenantor)
e. ICES Confidentiality Agreement (Abstractor) | Implemented
f. ICES Collaborating Researcher NDA Implemented
g. ICES Project PIA Form Implemented
h. Privacy Impact Assessment Policy Implemented
i. ICES PIA —New Data Holding Form Implemented
j. Tgrmlnatlon o_f Employment/Resignation & implemented
Discharge Policy
k. Research Analytics Environment (RAE) implemented
Procedures
I.  Management of Data Covenantors implemented
Procedure
m. Abstractor Onboarding & Offboarding implemented
Procedure
n. Data Covenantor Log Implemented
0. Log of ICES Abstractors Implemented
p. ICES Project PIA Log Implemented
g. Dataset Creation Plan Template (various) Implemented
r. Privacy Incident Management Policy Implemented
s. Discipline & Corrective Action Policy Implemented
t.  Internal Audit Policy Implemented

DESCRIPTION

ICES’ Protection of ICES Data Policy limits accessto and use of personal health information by agents on a need-to-
know basis. The policy ensures that agents access and use the least identifiable information and the minimum amount
required for their role. ICES also ensures that any agents granted access to and use of personal health information may
disclose such personal health information only as permitted by PHIPA and its Regulation.

Under the policy, only ICES Data Covenantors and ICES Abstractors are permitted to handle personal health information
w ith direct personal identifiers. These are the agents responsible for collecting personal health information at ICES.
Agents who conduct health system analysis and evaluation, and link information in ICES data holdings for those
purposes, are permitted to access “coded” information only. Coded information is personal health information from w hich
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direct personal identifiers, such as names and health card numbers, have been removed or replaced with a confidential
code by an ICES Data Covenantor.

The extent of access to coded information is then subject to access levels and permissions, w hichare based on need.
ICES analytic staff, who create project datasets, require and therefore have access to ICES data holdings; others on
the project team are permitted to access and use project datasets only, subject to their assigned level of access and
approval to participate in the project. For example, an epidemiologist may have accessto a version of a project dataset
that contains year of birth and the firstthree digits of the postal code; those variables will not be present in the version
used by the investigator. Analytic staff are responsible for making these adjustments to the project datasets they create.
And, under the policy, investigators w ho are not ICES scientists — called ICES collaborating researchers — are permitted
to receive aggregate data only.

All'agents are prohibited fromaccessing and using personal health information if other information, such as de-identified
or aggregate information, will servethe purpose, and from using more personal health information than is necessary for
the purpose. Agents are also prohibited from using coded or other information, alone or in combination, to identify any
individual. This includes attempting to decrypt information that is encrypted, attempting to identify an individual based
on unencrypted information and attempting to identify an individual based on prior know ledge. This prohibition is
reinforced through ICES’ confidentiality and non-disclosure agreements and conditions enforced through the ICES
Project PIA Form, whichis used to request and document approval to conduct projects at ICES.

Review & Approval Process

Under the Protection of ICES Data Policy, permission to access or use personal health information is subject to a privacy
impact assessment. Privacy impact assessments are conducted by ICES Privacy SMEs under ICES’ Privacy Impact
Assessment Policy.

Permission foran ICES Data Covenantor to collect and use personal health information forthe purposes of establishing
or maintaining an ICES data holding is provided in an ICES PIA Form — New Data Holding. The process for requesting
a privacy impact assessment in this scenario and the requirements that must be satisfied are set out in Part 1(4) of
Section B of this report.

All other permissions to access and use personal health information for purposes other than research are provided in
the ICES Project PIA Form. Submitted to ICES’ Privacy and Legal Office by the principal investigator for the project, the
ICES Project PIA Form defines the requirements and documentation that must be satisfied in requesting, review ing and
determining w hether, and on w hat basis, permission to use personal health information is granted. To approve, the ICES
Privacy SME must be satisfied that:

e The requestto access and use personal health information is permitted by PHIPA and its regulation;

e The project objectives cannot be reasonably accomplished w ithout the personal health information;

e The project objectives cannot be accomplished w ith de-identified and/or aggregate information; and

e No more personal health information willbe accessedand used than is necessary to achieve the objectives of
the project.

These determinations are supported by a warranty from the principal investigator, w hich has been confirmed by their
program leader, that the personal health information is relevant and required. Further, in all cases permission is granted
subject to the condition that a more granular dataset creation plan must be established jointly by the principal
investigator, or the responsible ICES scientist if the principal investigator is not a full-status ICES scientist, and ICES
analytic staff prior to creation of the project dataset, and align to the project objectives approved in the ICES Project PIA
Form.

Once finalized, the ICES’ Privacy and Legal Administrator sends the approved ICES Project PIA Form to the principal
investigator for the project and uploads a copy to a netw ork folder, w here it is accessible to ICES’ Data Covenantors
and analytic staff.

Conditions & Restrictions on Approval

Again, the Protection of ICES Data Policy establishes the purposes for, and conditions under w hich, each category of
ICES agent is permitted to access and use personal health information. Under the policy, permission for access and
use of personal health information is for, and for as long as required for, those purposes.

The need for access is monitored and managed through the Research Analytics Environment (RAE) Procedures. The
procedures provide for annual review of access to project folders, and removal of access that is no longer required. This
is reinforced by provisions in confidentiality agreements, w hich must be signed by every agent under ICES’ Privacy
Aw areness and Training Policy. By signing, agents agree to access and use personal health information only:
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e Asnecessary fortheir role;
e If other information w ill not serve the purpose; and
e To the extent reasonably necessary for the purpose.

The agreements also require agents to acknow ledge and agree that they are not permitted to disclose personal health
information. The exception is ICES Data Covenantors, who are responsible for disclosures, subject to the policies,
procedures and practices described in Part 1(12) of Part B of this report.

Notification & Termination of Access & Use

A palicy is in place to provide notification and terminate access and use whenan agent is no longer employed by ICES
or requires access. ICES’ Termination of Employment/Resignation and Discharge Policy addresses notification and
termination of access and use of personal health information at the end of employment. Under the policy, employees
are required to notify their supervisor in writing of their intention to resign. Within 24 hours of receipt, the supervisor is
required to forw ard the written notice to a member of ICES’ Human Resources staff, whois required to provide w ritten
notification to ICES’ IT Department and ICES’ Facilty Manager. The notice alerts those groups of the need to secure
computer files and terminate access to ICES systems and facilities, and the timeframe for doing so. There are distinct
procedures that govern the process for terminating access whenan ICES Data Covenantor transitions to a different role
or an ICES Abstractor's assignment concludes. The Management of Data Covenantors Procedure requires the
immediate supervisor to submit a request form to the Director of ICES Data Quality and Information Management, w ho
must then send a ticket that instructs ICES’ Information Systems to remove access. Under the Abstractor Onboarding
and Offboarding Procedures, the research coordinator responsible for the ICES Abstractor sends the ticket, triggering
removal of access and recovery of any [T equipment.

Secure Retention & Disposal

Under the Protection of ICES Data Policy all permission to access or use personal health information is subject to the
policies, procedures and practices governing secure retention and disposal that are described in 2(5) and 2(8) in Part 2
of Section B of this report.

Tracking Approved Access to & Use of Personal Health Information

ICES tracks approved access to and use of personal health information. Four logs and one form are maintained. The
Director of ICES’ Data Quality and Information Management maintains the Data Covenantor Log, w hichlists approved
ICES Data Covenantors. ICES’ Data Quality and Information Management staff maintain the Contracts Database, w hich
tracks actual access and use of personal health information by ICES Data Covenantors. Project managers are required
to maintain a log of ICES Abstractors, w hich identifies any abstractors and the scope, purpose and duration of their
approval to access personal health information forthe association project. Finally, the Privacy and Legal Administrator
maintains the ICES Project PIA Log, which captures the names of all agents authorized to access and use personal
health information for specific projects. The ICES Project PIA Log is supplemented witha list of project team members
that is maintained as part of the Dataset Creation Plan, w hich must be established for every project.

Compliance, Audit & Enforcement

Compliance w iththe above policies, procedures and practices is mandatory for all agents. Agents must notify an ICES
Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policies or
procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations, including breach, are subject to
arange of disciplinary actions including w arning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources
in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy.
Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under ICES’ Internal
Audit Policy.

9. Log of Agents Granted Approvalto Access & Use Personal Health Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Contracts Database Implemented
b. ICES Abstractor Log Implemented
c. ICES Project PIA Log Implemented
d. Dataset Creation Plan Template (various) Implemented
e. DQIM Data Disclosure Log Implemented
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DESCRIPTION

ICES maintains logs of agents granted approval to access and use personal health information. Together the logs
capture:

e Agent name;

e Data holding;

e Type of access and use;
e  Start date; and

e End date.

Please note, the DQIM Data Disclosure Log captures date of disclosure instead of start and end dates.

10. Policy & Procedures for the Use of Personal Health Information for Research

APPLICATION

Fully applicable [ Qualified application (explain) ICES' Privacy Policy permits the use of personal
health information forresearch. Part 1(10) therefore applies to ICES only up to the
bolded sub-heading on page 31 of the IPC Manual.

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
b. Privacy Incident Management Policy Implemented
c. Discipline & Corrective Action Policy Implemented
d. Internal Audit Policy Implemented
e. Research Ethics Review Policy Implemented
f.  Protection of ICES Data Policy Implemented
g. Privacy Impact Assessment Policy Implemented
h. ICES Project PIA Form Implemented
i. DAS Project Intake, Adjudication & Implemented

Initiation Procedure

j.  ICES Data & Analytic Services Agreement Implemented
- Research

k. ICES Data & Analytic Services Agreement Implemented
— Authorized Researcher Agreement

I.  Privacy Awareness & Training Policy Implemented

m. ICES Confidentiality Agreement (General) Implemented

n. ICES Confidentiality Agreement (Data Implemented
Covenantor)

0. ICES Confidentiality Agreement implemented
(Abstractor) P

p. ICES Collaborating Researcher NDA Implemented

g. ICES Project PIA Log Implemented

r. DAS Projects Log Implemented

s. Contracts Database Implemented

t. Data Management Policy Implemented

DESCRIPTION

ICES’ Privacy Policy identifies the scenarios in which personal health information may be used for research
purposes. Personal health information may be used for the purposes of research conducted by ICES and for
continuing ICES research commenced outside ICES. In addition, personal health information may be used to
perform analysis requested by, and prepare datasets for disclosure to, external researchers. In all cases, this is
subject to the general principle, also articulated in the policy, that ICES does not use personal health information if
other information willserve the purpose or use more personal health information than is necessary for the purpose.

Compliance w iththe privacy policy is mandatory for all agents. Agents must notify an ICES Privacy SME at the first
reasonable opportunity if they breach, or believe there has been a breach of, the policy, in accordance with ICES’
Privacy Incident Management Policy. Violations, including breach, are subject to a range of disciplinary actions,
including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment
or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation w ith
ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to
annual audit by an ICES Privacy SME and an audit schedule established under ICES’ Internal Audit Policy.
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Circumstances in w hich use of Personal Health Information is Permitted

ICES Research Ethics Review Policy stipulates that ICES must obtain approval of a Research Ethics Board prior to
commencing any ICES research. Use of personal health information for the purposes of externally-approved
research must have the approval of the research ethics board that approved the research. These requirements are
reinforced through the ICES Project PIA Form and the DAS Project Intake, Adjudication and Initiation Procedure,
w hich guide the review and approval of research conducted inside ICES and external research, respectively.

Distinction betw een the Use of Personal Health Information for Research & Other Purposes

Both the Privacy Policy and the Research Ethics Review Policy explicitly distinguish betw een use of personal health
information for research purposes and for the purposes of section 45 of PHIPA. This is reinforcedin the ICES Project
PIA Form. This is the form used to request and document permission to use personal health information for any
project at ICES. Submitted to ICES’ Privacy and Legal Office by the principal investigator for the project, the form
must be review ed and approved by an ICES Privacy SME. To do so, the ICES Privacy SME must identify and record
on the form:

o  Whether the use willbe fora section 45 purpose or for research;

e Whether or not research ethics board approval is required; and

e Where research ethics board approval is required, identify any deficiencies in that approval, w hich need to
be addressed in order for the project to proceed.

Review & Approval Process

Under the Protection of ICES Data Policy, permission to access or use personal health information for any project
conducted w ithin ICES is subject to a privacy impact assessment. Privacy impact assessments are conducted by
ICES Privacy SMEs under ICES’ Privacy Impact Assessment Policy, using the ICES Project PIA Form. Permission
to use personal health information in support of external research is governed by the DAS Project Intake,
Adjudication and Initiation Procedure.

The ICES Project PIA Form and DAS Project Intake, Adjudication and Initiation Procedure define the requirements
and documentation that must be satisfied in requesting, reviewing and determining w hether, and on w hat basis,
permission to use personal health information for a research purpose is granted. In both scenarios, the ICES Privacy
SME must be satisfied that:

e The requestto access and use personal health information is permitted by PHIPA and its regulation;

e The proposed use of personal health information is reflected in a written research plan, which has been
approved by a research ethics board in accordance with PHIPA and its regulation;

e A copy of the research ethics board approval is appended to the ICES Project PIA Form;

e The personal health information to be used is consistent w ith w hat has been approved;

e The researchobjectives cannot be accomplished w ith de-identified and/or aggregate information; and

o No more personal health information willbe accessedand used than is necessary to achieve the research
objectives.

In the case of research to be conducted within ICES, these determinations are supported by a warranty fromthe
principal investigator, which has been confirmed by their program leader, that the personal health information is
relevant and required. External research has been approved by a research ethics board. Further, in all scenarios
permission is granted subject to the condition that a more granular dataset creation plan must be established jointly
by the principal investigator, or the responsible ICES scientist if the principal investigator is not a full-status ICES
scientist, and ICES analytic staff prior to creation of the project dataset, and align to the research objectives approved
in the ICES Project PIA Form, or, in the case of external research, set out in the writtenresearch plan that has been
approved by a research ethics board.

Once finalized, the ICES Privacy and Legal Administrator or the Privacy SME w ho review s the documentation sends
the approved ICES Project PIA Form to the principal investigator for the project and uploads a copy to a netw ork
folder, w here it is accessible to ICES’ Data Covenantors and analytic staff.In the case of external research, the DAS
Research Program Manager uploads a copy of the signed services agreement to the Contracts Database and
requests a billing number, whichis the authority for analytic staff to begin work.

Conditions or Restrictions on the Approval

The ICES Project PIA Form and DAS Project Intake, Adjudication and Initiation Procedure are designed to ensure
compliance withthe requirements of section 44(6) (a) through (f) of PHIPA. They do so as follow s: first, to approve,
the ICES Privacy SME is required to verify compliance wiith:
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e Any conditions specified in the w ritten research plan; and
e Any data sharing agreement governing personal health information disclosed to ICES forthe research.

Second, in submitting an ICES Project PIA Form for approval, the principal investigator has already formally
accepted that the research will be subject to the terms and conditions identified on the form. External researchers
are required to enter into a services agreement (in the case of the principal investigator) or confidentiality agreement.
These stipulate that:

e Personal health information may be used only for the approved research objectives;

Results must not be published in any form that could reasonably enable re-identification of any individual;
Personal health information must not be disclosed except as required by law;

No individual may be contacted; and

Agents report breaches and suspected breaches to an ICES Privacy Officer at the first reasonable
opportunity.

The Privacy SME responsible for delivering privacy orientation ensures the execution of Confidentiality Agreements
by obtaining signed copies and providing them to the Privacy & Legal Administrator, w hois then responsible for filing
signed agreements and tracking their execution in ICES’ Privacy & Security Aw areness Log.

ICES’ Privacy Incident Management Policy and procedures, in turn, require ICES to notify the person or organization
w ho disclosed the information to ICES. Although the principal investigator has overarching responsibility for conduct
of research, it should be noted that the same conditions are imposed through confidentiality agreements that are
signed by every agent w ho participates.

Secure Retention, Return or Disposal

Personal health information used for research at ICES remains in ICES’ custody and control at all times, subject to
ICES’ policies, procedures and practices for secure retention, return and disposal. To the extent these are
inconsistent with what has been approved by a research ethics board, that inconsistency will be identified and
addressed as part of the ICES Privacy SMEs review and approval.

Regarding secure retention, the ICES Data Management Policy mandates that records of personal health
information in both paper and electronic format be retained for only as long as necessary to fulfill the purposes for
w hichthey w ere collected. The policy requires that records of personal health information collected for research not
be retained forlonger than specified in the research plan approved by a research ethics board, and that records of
personal health information collected pursuant to a data sharing agreement not be retained for longer than set out
in the agreement. The policy provides for the establishment of arecords retention schedule, w hich exists and is used
to monitor and manage retention of personal health information in accordance withresearch plans and data sharing
agreements.

The policy stipulates that records of personal health information must be retained in a secure manner and assigns
overall responsibility to the ICES’ Director, Data Quality and Information Management. The policy and the ICES Data
Management Standard identify the precise methods by w hich records of personal health information in paper and
electronic format must be securely retained. Records of personal health information on paper must be stored in
locked rooms and cabinets. Records of personal health information in electronic format on ICES systems must be
stored on a server isolated from the ICES netw ork. Records of personal health information on mobile media must
be encrypted and stored in locked rooms and safes.

The policy requires agents to take reasonable steps to ensure records of personal health information are protected
against theft, loss and unauthorized use, disclosure, copying, modification or disposal. The detail of the policy and
supporting standard, compliance w ith w hich is mandatory, effectively defines the reasonable steps, w hich include
use of locked rooms, cabinets and safes, segregated servers with access controls and encryption of mobile media.
As well,under the standard, personal health information w ith direct personal identifiers is retained only temporarily
until data quality issues have been resolved and is then securely destroyed by an ICES-approved method.

Regarding secure disposal, the ICES Data Management Policy and related procedures address the secure disposal
of records of personal health information in both paper and electronic format. The policy requires records of personal
health information to be disposed of in a secure manner that is consistent with the definition in PHIPA and its
regulation. The policy states that secure disposal means that records are disposed of in such a manner that their
reconstruction is not reasonably foreseeable in the circumstances.

19



The ICES Data Management Standard, Information Media Destruction SOP and Destruction of ICES Data SOP
identify the precise methods for the secure disposal of records of personal health information in paper and electronic
format, including various media. Records on paper must be disposed of by crosscut shredding or deposited into
approved shredding bins for secure disposal by a third party service provider. Mobile devices or media must be
w iped using secure overw rite utility softw are. Unserviceable mobile media must be physically destroyed by burning
platters, degaussing or shredding to prevent reconstruction. Records on ICES servers must be permanently deleted.
The policy requires that these secure disposal methods be consistent with PHIPA and its regulation, with IPC orders,
including Order HO-001 and Order HO-006, and with IPC guidelines, factsheets and best practices, including Fact
Sheet 10: Secure Destruction of Personal Information.

The standard and the tw o SOPs address the secure retention of records of personal health information pending their
secure disposal. Records intended for disposal must be physically segregated from records intended for recycling,
stored in designated areas, and retained in clearly marked cabinets, safes or bins. Records on paper, if not shredded
by ICES staff, must be stored in designated bins distributed throughout ICES’ premises until they are securely
disposed of by a third party service provider. Shredding bins are clearly marked, opaque and locked and their
contents cannot be accessed by ICES staff. ICES’ Facilities Manager is responsible for ensuring the security of
paper bins pending secure disposal of their contents. Mobile media intended for disposal must be clearly marked
and stored in a locked room in a clearly marked safe until they are securely disposed of. ICES’ [T Service Lead is
responsible for ensuring the media is securely retained pending its secure disposal.

In accordance with ICES’ Data Management Policy, records of personal health information used for research
purposes must not be retained by ICES longer than as is specified in the research plan approved by a research
ethics board. Records of personal health information set out in a Data Sharing Agreement and used for research
must not be retained longer than as set out in the Data Sharing Agreement.

ICES’ compliance w ith all of the above is subject to an annual audit conducted by an ICES Privacy SME under ICES’
Internal Audit Policy.

Tracking Approved Uses of Personal Health Information for Research

ICES usesthe ICES Project PIA Log to track approved access to and use of personal health information for research
conducted w ithin ICES. The log is maintained by the Privacy and Legal Administrator, who is also responsible for
creating and maintaining a file on the ICES netw orkfor every project, including research projects. They include the
ICES Project PIA Form that approved conduct of the research with supporting research plans and approvals.
Approved uses for external research are tracked by the DAS Research Project Manager in the DAS Projects Log.
ICES’ Data Quality and Information Management team, who are responsible for all data destruction at ICES,
captures creation of certificates of destruction inside ICES’ Contracts Database.

In addition to the use of personal health information for research, ICES also permits the use of de-identified and/or
aggregate information for research purposes.

Review and Approval Process

Similar to the processes in place for the use of personal health information forresearch, a request for the use of de-
identified and/or aggregate information for any project conducted at ICES first would be subject to a Project PIA.
These PIAs would be conducted by a Privacy SME in accordance with ICES’ Privacy Impact Assessment Policy and
using an ICES Project PIA form completed by the project’s Principal Investigator. The required content of the Project
PIA form w ould be the same as for PIAs submitted for requests to use personal health information for research.

The Privacy SME w ould be responsible for approving or denying the request for use of de-identified and/or aggregate
information for a research purpose. Once finalized, the Privacy SME w ho completes the review of the Project PIA
would provide a copy of the approved form to the Principal Investigator, which would include the reason(s) the
request w as approved or denied.

Prior to use of the de-identified and/or aggregate information for a research purpose, an ICES Analyst would be
required to review the information to ensure it does not identify any individuals and that it is not reasonably
foreseeable in the circumstances that the information could be used, either alone or w ith other information, to identify
an individual.

Conditions or Restrictions on the Approval

Any ICES Agent granted approval to use de-identified and/or aggregate data for a research purpose is prohibited
from using the information, either alone or with other information, to identify an individual. This includes attempting
to decrypt information that is encrypted, attempting to identify an individual based on unencrypted information and
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attempting to identify an individual based on prior know ledge. The project’s Principal Investigator is responsible for
ensuring these restrictions are being upheld.

11.Log of Approved Uses of Personal Health Information for Research

APPLICATION

Not applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Project PIA Log Implemented
b. DAS Projects Log Implemented
c. Contracts Database Implemented

DESCRIPTION

The ICES Project PIA and DAS Projects logs, which are maintained by the Privacy and Legal Administrator and
DAS Research Project Manager, respectively, capture:

e The name of the research study;

e The principal investigator for the research study to w hom approval is granted,;

e The date of the decision of the research ethics board that approved the written research plan;

e The date ICES approved use of personal health information forthe research study;

e The nature of the personal health information approved for use;

e The retention period for records of personal health information identified in the written research plan
approved by the research ethics board; and

e The projected end date for the research study.

For any personal health information collected for the research study, the Contracts Database maintained by ICES’
Data Covenantors and ICES’ Contracts Specialist, as applicable, captures:

e Collection date;

e  Obligations to return;

e The planned destruction date;

e The actual date of return or destruction (as applicable); and
e The date of dispatch of any certificate of destruction.

12. Policy & Procedures for Disclosure of Personal Health Information for Purposes Other
Than Research

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Policy Implemented
b. Privacy Impact Assessment Policy Implemented
c. Privacy Incident Management Policy Implemented
d. Internal Audit Policy Implemented
e. Discipline & Corrective Action Policy Implemented
f. ICES Project PIA Form Implemented
g. ICES PIA Form —ICES Data Disclosure Implemented
h. Re-identification Risk Assessment Implemented

Procedure
DESCRIPTION

ICES’ Privacy Policy authorizes disclosure of personal health information to other prescribed organizations for their
prescribed purposes, as permitted by PHIPA and its regulation and data sharing agreements. Disclosure is
authorized only w here other information will not serve the purpose, and only to the extent reasonably necessary to
meet the purpose.

Compliance withICES’ Privacy Policy is mandatory for all agents. Agents must notify an ICES Privacy SME at the
first reasonable opportunity if they breach, or believe there has been a breach of, the policy, in accordance with
ICES’ Privacy Incident Management Policy. Violations including breach are subject to arange of disciplinary actions,
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including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment
or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation with
ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to
annual audit by an ICES Privacy SME and an audit schedule established under ICES’ Internal Audit Policy.

Review & Approval Process

ICES’ Privacy Policy stipulates that disclosures must undergo, and be approved through, a privacy impact
assessment. Assessments are conducted by an ICES Privacy SME under ICES’ Privacy Impact Assessment Policy.
Under that policy, ICES Strategic Partnerships must submit a Request for Data Disclosure PIA Form to ICES’ Privacy
and Legal Office. This is the prompt foran ICES Privacy SME to initiate an ICES PIA Form —ICES Data Disclosure
to document its assessment, approval or denial, and any associated conditions and instructions. Once the ICES
Privacy SME has approved the PIA and is satisfied all conditions and restrictions have been satisfied, the process
for establishing a data sharing agreement may begin.

Approved or denied Data Disclosure PlAs are provided via email by the Privacy SME to Strategic Partnerships
Requirements for disclosure that are enforced through the ICES PIA Form — ICES Data Disclosure include:

e The disclosure is permitted by PHIPA and its regulation;

e Al conditions and restrictions under PHIPA and its regulation are satisfied;

e  Other information, such as de-identified or aggregate information, will not servethe purpose; and

e No more personal health information will be disclosed than is reasonably necessary for the identified
purpose.

Conditions & Restrictions on the Approval

Where disclosure is authorized, the ICES PIA Form — ICES Data Disclosure stipulates that a data sharing agreement
is required and includes a section w ith instructions recorded on the form. ICES’ Contracts Specialist is responsible
for ensuring a data sharing agreement is put in place prior to the disclosure, in accordance with ICES’ policies,
procedures and practices described in Parts 1(16) and 1(17) of Section B of our report.

ICES’ Privacy Policy authorizes disclosure of de-identified information only to knowledge users, such as policy-
makers. It does so with the caveat that the information first must be assessed in accordance with ICES’ Re-
identification Risk Assessment Procedure as creating no discernible risk of re-identification.

Secure Transfer, Return or Disposal

The topics secure transfer and secure return or disposal are both addressed in the ICES PIA Form — ICES Data
Disclosure. The completed form provides instructions for how each of these topics must be addressed in the data
sharing agreement that governs the disclosure, w hich must be in compliance with ICES’ Secure Transfer, Retention
and Destruction of ICES Data Policy. This includes the timeframe for return or destruction, including return or
destruction in the context of termination of the data sharing agreement, and related enforcement mechanisms. ICES’
Strategic Partnerships department is responsible for administration of data sharing agreements, including
enforcement of these required elements.

Compliance

Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the
policies or procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach
are subject to a range of disciplinary actions including w arning, temporary or permanent loss of access privileges,
legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’
Director, Human Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established under ICES’ Internal Audit Policy.

13. Policy & Procedures for Disclosure of Personal Health Information for Research
Purposes & the Execution of Research Agreements

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Privacy Policy Implemented
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b. Privacy Incident Management Policy Implemented

c. Privacy Audit & Monitoring Policy Implemented

d. Discipline & Corrective Action Policy Implemented

e. DAS Project Intake, Adjudication & Implemented
Initiation Procedure

f. DAS Request Form Implemented

g. Cohort Disclosure Procedure Implemented

h. Confirmation of Feasibility Implemented

i. Dataset Creation Plan (various) Implemented

j. ICES Data & Analytic Services Agreement Implemented
- Research

k. Authorized Researcher Confidentiality Implemented
Agreement

|.  Destruction of ICES Data Procedure Implemented

m.

n. CD-Link Proposal Review & Approval mplemented
Standard Operating Procedure (SOP) P

DESCRIPTION

ICES’ Privacy Policy permits disclosure of personal health information to external researchers in tw o scenarios: first,
disclosures of risk-reduced coded data are accessed by researchers on a secure ICES desktop. These researchers
are permitted to receive and retain research results outside the desktop, but only after they have been de-identified
by an ICES analyst.

In the second scenario, ICES permits disclosure of cohort lists to external researchers for publically funded research
that cannot be reasonably conducted w ithin ICES. Disclosure of cohortlists must involve only the minimum variables
necessary to identify a study population externally, and must be transferredin accordance w ith the cohort disclosure
service agreement.

Each of these disclosures for research is made only as permitted by PHIPA and section 18(4) of its regulation and
data sharing agreements, and are subject to either the DAS Project Intake, Adjudication and Initiation Procedure or
the Cohort Disclosure Procedure. The DAS Project Intake, Adjudication and Initiation Procedure requires that a
dataset creation plan be established in consultation with, and approved by, an ICES Analyst. Dataset creation plans
are used to ensure the personal health information used to create datasets for researchersis relevant and required
to support the research objectives, and that ICES discloses personal health information only w here other information
w illnot serve the research purpose and discloses no more personal health information than is reasonably necessary.

The Cohort Disclosure Procedure also requires a dataset creation plan approved by ICES analytic staff. Cohort
disclosures must be relevant and necessary to support research objectives that cannot be reasonably conducted at
ICES; they also must align with ICES’ mission, vision and values; the research must be deemed feasible by a DAS
Staff Scientist; and the disclosure request must be approved by a research ethics board and a privacy impact
assessment.

Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the
policies or procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach
are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access privileges,
legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’
Director, Human Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established under ICES’ Internal Audit Policy.

Review & Approval Process

The DAS Project Intake, Adjudication and Initiation Procedure defines the process and roles and responsibilities for
approving or denying requests for disclosure of risk-reduced coded data for research purposes, and the process to
be follow ed in this regard.

The review and approval process is launched by submission of a completed DAS Request Form by the external
researcher. The request provides a high-level description of the proposed research, w hichis review ed by the DAS
Project Manager and DAS Staff Scientist against criteria that include the availability of relevant data. Where the
proposed research is judged not to be feasible, this is communicated to the researcher.
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Where the proposed research passes the initial review, the DAS Project Manager schedules a consultation w ith the
external researcher, the DAS Project Manager and DAS Staff Scientist. The consultation is used to identify, among
other things, the specific ICES data holdings and data variables that would be required. The DAS Project Manager
and DAS Staff Scientist then jointly prepare a Confirmation of Feasibility, which is issued to the researcher. The
Confirmation of Feasibility is issued subject to an explicit condition: the researcher must seek, and provide evidence
of, research ethics board approval that meets the requirements of section 44 of PHIPA. To ensure the approval
properly reflects the involvement of ICES data holdings, ICES safeguards and relevant legal authorities, the
Confirmation of Feasibility incorporates a template research plan that contains this required information.

Once, and if, obtained, the researcher delivers a copy of the approval letter, with a copy of the research plan as
submitted to the research ethics board, to the DAS Research Program Manager. The DAS Research Program
Manager, in turn, submits these documents to an ICES Privacy SME for review. Once the ICES Privacy SME is
satisfied the research plan conforms to the Confirmation of Feasibility as issued, and has the required research
ethics board approval, the ICES Privacy SME informs the DAS Project Manager and DAS Research Program
Manager.

The DAS Research Program Manager then arranges a follow -up consultation betw een the researcher and the DAS
Staff Scientist to establish a Dataset Creation Plan. The Dataset Creation Plan is designed to ensure the dataset
prepared for the research is limted to ICES data holdings previously identified as relevant and available, and
reflected in the research plan that has been approved by a research ethics board. The Dataset Creation plan is also
used to further limit the data to that whichis relevant and required, taking into account the research objectives, and
to avoid disclosure of personal health information w here de-identified or aggregate information would serve the
purpose.

The Cohort Disclosure Procedure defines the process, roles and responsibilities for approving or denying requests
for cohort lists to external researchers for publically funded research that cannot be reasonably conducted within
ICES.

The review and approval process is launched by submission of a Cohort Disclosure Request Form, which must
provide the purpose of the cohort disclosure and the information requested, including the cohort definition and a list
of variable names and descriptors. The Cohort Disclosure Request Form is submitted to the DAS Research Program
Coordinator. The Coordinator requests initial adjudication of the cohort disclosure request from the Director, Data
Quality and Information Management (DQIM) and the DAS Staff Scientist. Further adjudication by the Chief Science
Officeris necessary if the request involves contacting patients or providers. Adjudication of cohort requests is based
on data quality and availability, scope and timelines. The denial of requests determined to be infeasible are
communicated by the DAS Research Program Coordinator to the requestor.

Where requests are determined to be feasible, the DAS Research Program Coordinator schedules a consultation
w ith the requestor, the Director, DQIM, DAS Project Manager, DAS Staff Scientist and, w here necessary, Chief
Science Officer. The purpose of the consultation is to assess the request against disclosure criteria, including scope,
timelines, datasets and variables. The DAS Research Program Coordinator, Staff Scientist and Project Manager
then jointly prepare a Confirmation of Feasibility — Cohort Disclosure. This document is provided to the requestor for
submission to a research ethics board for approval.

The requestor then must provide the Confirmation of Feasibility to a research ethics board as supporting
documentation forthe application. If approved by the research ethics board, the requestor must provide the board’s
approval letter and supporting documentation to the DAS Research Program Coordinator, w hoin turn provides the
documentation to the Privacy and Legal Office for review, along with a privacy impact assessment. Once approved
by the Privacy and Legal Office, the DAS Research Program Coordinator drafts and issues the Service Agreement
— Cohort Disclosure, w hich outlines the requestor’s contractual obligations, including terms and conditions of the
agreement and the method of transfer of the cohort list. The service agreement is considered executed only after
the requestor provides a signed copy of the agreement to ICES.

Conditions or Restrictions on the Approval

Under the DAS Project Intake, Adjudication and Initiation Procedure, approval is subject to tw o conditions. First, the
researcher must supply a copy of the research plan and evidence of its approval by a research ethics board. Second,
the researcher must enter into an ICES Data and Analytic Services Agreement, and each member of the research
team, an Authorized Researcher Confidentiality Agreement. Under the procedure, an ICES Privacy SME must be
satisfied the research plan is consistent with the requested disclosure by ICES, and has the required research ethics
board approval. Once satisfied, the ICES Privacy SME advises the DAS Project Manager, w ho prepares and
oversees execution of the agreements.
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Identifiable information contained in a cohort list must not on its ow n permit derivation of conclusions or results, and
disclosure of a cohort list must be (1) for the purpose of enabling abstraction or examination of data from existing
data sources, including, but not limited to, medical records, disease registries, human biological materials or genetic
databases; or (2) for the purpose of contacting physicians or patients for recruitment in research. For disclosures for
the purpose of (1), the disclosure must be

e For the purpose of conducting publicly funded research that cannot be reasonably conducted w ithin ICES;
e  For research that aligns withICES’ Mission, Vision and Values;

e Considered by ICES to be of acceptable reputational risk;

e Deemed practically feasible by ICES’ DAS Staff Scientist; and

e Approved by a research ethics board and ICES Privacy SME.

In addition to the requirements for (1) above, disclosures forthe purpose of contacting physicians for recruitment in
research must be approved by ICES’ Chief Science Office. Disclosures for the purpose of contacting patients for
recruitment in research also must be approved by the Chief Science Officer, and must also be used to contact a
patient w hose information ICES collected from the patient’s physician, and that physician must first obtain the
patient’s w ritten consent to be contacted for recruitment in the research.

Secure Transfer

No risk-reduced coded data are transferred to external researchers and remain at all times on the ICES desktop.
For cohort disclosures, an ICES Data Covenantor first verifies that the personal identifiers outlined in the dataset
creation plan correspond exactly to the service agreement. Once confirmed, the Data Covenantor transfers the
cohort list as per the method outlined in the agreement.

Secure Return or Disposal

Risk-reduced coded data remains at all times on ICES systems. For cohort disclosures, the DAS Research Program
Manager is responsible for ensuring that cohort lists disclosed to external researchers are securely disposed of in
accordance with the method and timeframe specified in the service agreement. This involves the DAS Research
Program Manager confirming and documenting receipt of adata destruction certificate from the external researchers.
Where a data destruction certificate is not received within the timeframe specified in the agreement, the DAS
Research Program Manager contacts the research team's principal investigator for confirmation that the cohort lists
has been securely disposed of as specified in the agreement.

Documentation Related to Approved Disclosures of Personal Health Information

Under the DAS Project Intake, Adjudication and Initiation Procedure and the Cohort Disclosure Procedure, the DAS
Research Program Manager is responsible for uploading the signed ICES Data and Analytic Services Agreement or
the Service Agreement — Cohort Disclosure, and any associated Authorized Researcher Confidentiality Agreements
to ICES’ Contracts Database. The research plan and research ethics board approval are incorporated into
appendices of the agreements, so they are also retained as a result. Certificates of destruction are uploaded to
ICES’ Contracts Database by the Compliance Analyst pursuant to the Destruction of ICES Data Procedure.

14. Template Research Agreement

APPLICATION

Not applicable [ Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES Data & Analytic Services Agreement | Implemented
- Research (various)

Comments The Cohort Disclosure Procedure requires the completion and execution of a Service
Agreement —Cohort Disclosure prior to disclosure of cohort lists. The cohort disclosure
service agreement makes up part of the Data & Analytic Services Agreements for
Research; it includes the same provisions as those agreements, with the addition of
provisions for the secure transfer, retention and disposal of cohort lists.

DESCRIPTION

A research agreement must be executed with researchers to whom personal health information will be disclosed
prior to the disclosure of personal health information forresearch purpose. ICES has established template research
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agreements for use w hensuchan agreement is required under its policies, procedures and practices. The templates
address the matters set out below .

General Provisions

The templates describe ICES’ status as a prescribed entity under PHIPA and the duties and responsibilities arising
fromthis status. They specify the precise nature of the personal health information that will be disclosed by ICES for
the research, and provide a definition of personal health information that is consistent with PHIPA and its regulation.

Purposes of Collection, Use & Disclosure

The templates identify the research purpose for w hich the personal health information is being disclosed to, and may
be used or disclosed by, the researcher. They also identify the statutory authority for each collection, use and
disclosure.

The templates permit the researcher to use the personal health information only for the purposes set out in the
w ritten research plan approved by the research ethics board and prohibit the use of the personal health information
for any other purpose. They also prohibit the researcher from permitting persons to access and use the personal
health information except those persons described in the written research plan approved by the research ethics
board.

The templates all explicitly prohibit linking to other information. They also require the researcher to acknow ledge that
the personal health information that is being disclosed pursuant to them is necessary for the identified research
purpose and that other information, namely de-identified and/or aggregate information, will not serve the research
purpose. In addition, the researcher is required to acknow ledge that no more personal health information will be
disclosed to them or will be used than is reasonably necessary to meet the research purpose.

The templates require the researcher to acknowledge and agree not to disclose the personal health information
except as required by law and subject to the exceptions and additional requirements prescribed in the regulation to
PHIPA. The researcher must also agree not to publish the personal health information in a formthat could reasonably
enable identification of, or make or attempt to make contact, directly or indirectly, with, any individual to w homthe
personal health information relates.

Compliance w ith the Statutory Requirements forthe Disclosure for Research Purposes

The templates are entered into only once the researcher has obtained research ethics board approval of a written
research plan that meets the requirements of PHIPA, copies of which are incorporated in appendices to the
agreement and acknow ledged by the researcher and ICES. The researcher is required to agree to comply withthe
terms of the agreement, the written research plan as approved by the research ethics board, including any
conditions.

Secure Transfer

No risk-reduced coded data are transferred to external researchers and remain at all times on the ICES desktop.
The Service Agreement — Cohort Disclosure template specifies the requirement of secure transfer of cohort lists. It
specifies the file transfer gateway as the secure manner in which cohort lists are transferred, and requires
specification as to whomthey are transferred. The requirements set out in the service agreement are in accordance
w ith requirements specified in Part 2, section 7 of the IPC Manual.

Secure Retention, Return & Disposal

Risk-reduced coded data remain at all times on ICES systems. For this reason, the templates specific to risk-reduced
coded data do not address secure retention, return or disposal by the researcher. The Service Agreement — Cohort
Disclosure specifies the retention period for the cohort list, as well as the manner in which the list will be securely
retained by the researcher(s) to w homthe cohort list w as disclosed. The period and manner of retention must be in
accordance withthe requirements set out in Part 2, section 5 of the IPC Manual and the research plan approved by
aresearch ethics board.

The service agreement further requires the researcher(s) to whom the cohort list was disclosed to securely retain
the data using industry best practices of encryption and in accordance with any additional stipulations from the
approving research ethics board, in order to protect the information against theft, loss and unauthorized use or
disclosure, and to safeguard the information against unauthorized copying, modification or disposal.

Notification
The templates require the researcher to notify ICES immediately, in writing, if the researcher becomes aw are of a
breach or suspected breach of the agreement, a breach or suspected of s 44(6) of PHIPA or if personal health
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information subject to it is stolen, lost or accessed by unauthorized persons or is believed to have been stolen, lost
or accessed by unauthorized persons. The templates require the researcher to take steps that are reasonable in the
circumstances to contain the breach, and identify the process and contact for providing notice, w hich must be
provided in writing.

Conseguences of Breach and Monitoring Compliance

The templates provide for automatic termination if the researcher fails to co-operate with ICES’ investigation, or
remediation, of any breach or suspected breach. They are not subject to audit. The templates make the researcher
responsible for ensuring compliance of other members of the research team, and require that each enter into a
confidentiality agreement as a condition of being issued credentials to access the personal health information on the
ICES desktop.

15. Log of Research Agreements

APPLICATION

Not applicable [ Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. DAS Project Intake, Adjudication & Implemented
Initiation Procedure
b. DAS Projects Log Implemented
DESCRIPTION

ICES maintains the DAS Projects Log, whichis a log of research agreements. Maintained under the DAS Project
Intake, Adjudication and Initiation Procedure, the DAS Projects Log captures:

e The name of the research study;

e The name of the principal researcher to whom the personal health information w as disclosed pursuant to
the research agreement;

e The date of receipt of the written application, the written research plan and the written decision of the
research ethics board approving the research plan;

e The date that the approval to disclose the personal health information for research purposes w as granted;

e The date that the research agreement w as executed;

e The date that the personal health information w as disclosed; and

e The nature of the personal health information disclosed.

The DAS Projects Log captures the end date that was approved by the research ethics board. For service
agreements for cohort disclosures, the log also captures the date on w hich the cohort list will be securely disposed
of by the researcher, and the date ICES receives the data destruction certificate for the list.

16. Policy & Procedures for the Execution of Data Sharing Agreements

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Impact Assessment Policy Implemented
b. ICES PIA Form —ICES Data Disclosure Implemented
c. ICES PIA Form —New Data Holding Implemented
d. ICES Project PIA Form Implemented
e. Request for New Data Holding PIA Form Implemented
f. Request for ICES Data Disclosure PIA implemented

Form

g. Internal Audit Policy Implemented
h. Discipline & Corrective Action Policy Implemented
i. Privacy Incident Management Policy Implemented
j. Contracts Database Implemented

DESCRIPTION

ICES has developed policies, procedures and practices to identify the circumstances under w hich and the processes
to be follow ed to put in place data sharing agreements.
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ICES’ Privacy Impact AssessmentPolicy stipulates that no personal health information may be collected or disclosed
unless approved through a privacy impact assessment. Assessments are guided by forms, which define the
circumstances under w hich a data sharing agreement is required. In the case of disclosures for purposes other than
research, a data sharing agreement is alw ays required.

The forms, w hich must be completed and approved by an ICES Privacy SME, set out the requirements that must be
satisfied and the process to be follow edin relation to data sharing agreements. For example, the ICES Project PIA
Form is used to assess requests to collect personal health information for a specific project. Once complete, that
formidentifies the correct legal authority for the collection and corresponding data sharing agreement template, and
gathers content required to complete the template. Collectively ICES’ privacy impact assessment forms ensure that
ICES enters into data sharing agreements:

e To disclose personal health information for purposes other than research only w here the disclosure has
been approved in accordance with ICES’ policies, procedures and practices described in Part 1(12) of
Section B of this report; and

e To collect personal health information for purposes other than research only w here the collection has been
approved in accordance with ICES’ policies, procedures and practices described in Part 1(4) of Section B
of this report.

The forms include a section for data sharing agreement instructions and approvals, w hich are provided by ICES’
Privacy and Legal Office. Responsibility for initiation is specified on the forms, and varies by scenario. Where
collection is forthe purposes of a single project, the form is initiated by the principal investigator. In all other cases,
including requests to disclose, ICES Strategic Partnerships are required to submit the appropriate request for PIA
form to ICES’ Privacy and Legal Office, w hothen initiate the corresponding privacy impact assessment form. Once
approved, the responsible ICES Privacy SME alerts ICES’ Contracts Specialist, whois responsible for ensuring data
sharing agreements are executed in accordance w ith the approvals and instructions documented on the form. The
forms also stipulate that, once executed, ICES’ Privacy and Legal Office reflectthis in a log, w hich they are required
to maintain.

Compliance w iththe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,
in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject to a range of
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
ICES’ Internal Audit Policy.

17. Template Data Sharing Agreement

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES DSA (HIC) Implemented
b. ICES DSA (Researcher) Implemented

c. ICES Data & Analytic Services Agreement | Implemented
— Research (various)

DESCRIPTION

A data sharing agreement must be executed prior to the collection or disclosure of personal health information for
purposes other than research. ICES has established template data sharing agreements for use w hen adata sharing
agreement is required under its policies, procedures and practices. The templates address the matters setout below .

General Provisions

The templates describe ICES’ status as a prescribed entity under PHIPA and the duties and responsibilities arising
from that status. They specify the precise nature of any personal health information subject to the agreement and
provide a definition of personal health information that is consistent with PHIPA and its regulation. The templates
also identify the party that is collecting and party that is disclosing under the agreements.

Purposes of Collection, Use & Disclosure
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The templates identify the purposes for w hich personal health information is being collected and will be used under
the agreements. In identifying these purposes, the templates explicitly state that direct personal identifiers, such as
names and personal health numbers, will be removed or replaced with a confidential code and only linked w ith other
similarly coded information. In addition, the agreements describe the nature and source of that other information,
how linkage willbe conducted and w hy it is required for the identified purpose.

The templates also contain an acknow ledgement that any personal health information being collected is, and is no
more than, reasonably necessary for the purpose, and that other information, such as de-identified or aggregate
information, will not serve the purpose. The templates stipulate that any personal health information may be
disclosed only where required by law. They further stipulate that all collection, use or disclosure of any personal
health information that is subject to the agreements must comply with PHIPA and its regulation, and set out the
authority for each collection, use and disclosure contemplated.

Secure Transfer

The templates require secure transfer of any personal health information, and set out the manner, contact and
procedure for transfer. This information is captured in an appendix, w hichis completed by the Contracts Specialist
using information captured in the privacy impact assessment that documents approval for the collection. The
exception is collection from external researchers, who have been approved to receive accessto a data cut on the
secure ICES desktop. In that scenario, the required information about transfer is captured in an appendix to the
template ICES Data and Analytic Services Agreement — Research, w hichis populated by the DAS Research Project
Manager. This permits selection of the ICES-approved method for secure transfer that is most appropriate in each
case. In the majority of cases, the method selected will be use of an ICES-managed encrypted channel.

Secure Retention

The templates stipulate that ICES is permitted to retain personal health information with direct personal identifiers
only as long as required for ICES analysts, who created linked datasets for projects, to detect and resolve data
quality issues. They also specify the retention method. Where personal health information is disclosed to ICES for
research under section 17 of O. Reg. 329/04, the retention period forindirect personal identifiers (i.e. Coded Data)
is set out in the terms of the respective agreements with ICES’ data partners. Physical media must be retained in
locked rooms or cabinets, and information saved on ICES systems must be isolated from the ICES netw ork and
accessible by ICES Data Covenantors only. Both methods of retention comply with ICES’ policies governing secure
retention. In addition, the templates include a specific provision requiring ICES to take reasonable steps to protect
any personal health information against theft, loss and unauthorized use or disclosure, and a range of supporting
safeguards. The most important of these is the stipulation that scientists and analytic staff will have access to
information w ithout direct personal identifiers only, and external researchers access torisk-reduced coded data, and
on condition they make no attempt to re-identify any person.

Secure Return or Disposal

ICES does not require the return of records. The templates stipulate that ICES securely destroy the personal health
information w ith direct personal identifiers after the coded information, w hichis derived from it, has been delivered
to ICES’ analytic staff for linking. The templates provide a definition of secure destruction and identify the precise
methods that may be used. This definition is consistent with PHIPA and its regulation, as well as with guidelines,
fact sheets and best practices issued by the IPC, including IPC Fact Sheet 10: Secure Destruction of Personal
Information. The templates specify that destruction must be carried out w ithin six months of delivery to ICES’ analytic
staff, and a destruction certificate provided five business days after that. The exception to the six-month timeframe
is information collected to update a general data holding, w hich areretained for sevenyears. Destruction certificates
must be delivered to the general contact for notice, who is identified in the agreement, and identify the records of
personal health information disposed of and the date, time, location and method of destruction used, and bear the
name and signature of the ICES Data Covenantor w ho carries out the destruction.

Notification

The templates require that notification be provided at the first reasonable opportunity if the agreement has been
breached or personal health information subject to the agreement has, or is suspected to have, been stolen, lost or
accessed by unauthorized persons. The process and contact for notice are defined, w hich must be provided in
writing. The templates also require that reasonable steps be taken to contain the breach and to contain the theft,
loss or access by unauthorized persons.

Consequences of Breach & Monitoring Compliance

The templates outline the consequences of breach of the agreements, w hichapply to all ICES Agents and include
a right of immediate termination in the event of a privacy breach. To enable compliance, the templates specifically
require that any ICES Data Covenantor who handles the personal health information must be familiar with, and
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agree to uphold, the terms and conditions of the agreement and that this be confirmed in a confidentiality agreement.
The templates specify that compliance is not subject to audit.

Data Sharing Agreements w ith Other Prescribed Entities and Prescribed Registries
The ICES templates described above are not suited to, and are not used for, data sharing with other prescribed
entities and prescribed registries. Nevertheless, the data sharing agreements, which are in place, with those
organizations all satisfy the required content set out in this section. Currently, data sharing agreements are in place
with the following: Better Outcomes Registry and Network (BORN), CorHealth Ontario, Cancer Care Ontario,
Pediatric Oncology Group of Ontario, and Canadian Institute for Health Information.

18. Log of Data Sharing Agreements

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Contracts Database Implemented
b. ICES Project PIA Log Implemented
c. DQIM Data Disclosure Log Implemented
d. ICES PIA —Data Disclosure Form Implemented
DESCRIPTION

ICES has developed and maintains a log of executed data sharing agreements. Information captured in the log
includes:

e Name of the person or organization from whomthe personal health information w as collected or to w hom
the personal health information w as disclosed;

e Date agreement executed;

e Date personal health information w as collected,;

e Nature of the personal health information;

e Retention end-date or required destruction date for the personal health information;

e Agreement termination date;

e Date on which personal health information has been securely returned or destroyed; and

e Date destruction certificates w ere provided.

The remaining required elements are captured through other vehicles developed and maintained by ICES:

e The ICES Project PIA Log contains the date the collection w as approved;
e The ICES PIA — Data Disclosure Form contains the date the disclosure w as approved;
e The DQIM Data Disclosure Log contains the dates of all disclosures of personal health information.

19. Policy & Procedures for Executing Agreements with Third Party Service Providers in
Respectof Personal Health Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Privacy Impact Assessment Policy Implemented
b. ICES PIA — Service Provider Form Implemented
DESCRIPTION

ICES’ Privacy Impact Assessment Policy stipulates that a privacy impact assessment be conducted prior to
establishing any service relationship involving personal health information. Responsibility for requesting a privacy
impact assessment rests with the agent whow ishes to establish the service relationship. The ICES PIA — Service
Provider Form, whichis used to conduct privacy impact assessments in this scenario, requires that a service level
agreement be put in place prior to permitting access to personal health information by a third party service provider.

ICES’ Privacy and Legal Office is responsible for the conduct of privacy impact assessments. Privacy impact
assessments are conducted by ICES Privacy SMEs using the ICES PIA — Service Provider Form. Completion of
that form results in:
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e Acceptance of responsibility by the requestor to ensure a service level agreement is put in place by ICES’
Procurement and Contracts Analyst;

e Compliance of all service level agreements withthe template described in Part 1(20) of this report;

e A determination by the responsible ICES Privacy SME that personal health information is provided to any
third party service provider only w here other information, such as de-identified or aggregate information,
will not serve the purpose, and no more personal health information is provided than is reasonably
necessary to meet the purpose;

e Acceptance of responsibility by the requestor for ensuring compliance w ith service provider obligations to
return or destroy, and provide a certificate of destruction for, any personal health information in the event
of termination, and referring cases of non-compliance to the Chief Privacy and Legal Officer for action after
30 days; and

e Responsibility of ICES’ Procurement Manager to ensure any service level agreement is logged in, and a
copy uploaded to, ICES’ Contracts Database.

Compliance w iththe policy and procedures is mandatory for all agents. Agents must notify an ICES Privacy SME at
the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures, in
accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject to a range of
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation withICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
ICES’ Internal Audit Policy.

20. Template Agreement for All Third Party Service Providers

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Privacy Impact Assessment Policy Implemented
b. ICES PIA — Service Provider Form Implemented
DESCRIPTION

ICES’ Privacy Impact Assessment Policy stipulates that a privacy impact assessment be conducted by an ICES
Privacy SME prior to establishing any service relationship involving personal health information. The ICES PIA —
Service Provider Form, w hichis used to conduct privacy impact assessments in this scenario, requires that a service
level agreement be put in place in all cases and defines minimum content for such agreements. The minimum
content includes:

e A description of ICES’ prescribed status and its associated duties under PHIPA and its regulation;

e Whether or not the service provider willact as ICES’ agent, and if yes, an agreement to comply with PHIPA
and provisions in the agreement related to the collection, access, use, disclosure, secure transfer, retention
and destruction of personal health information;

e The precise nature of the personal health information the service provider will be permitted to access or
use, and a definition of personal health information that is consistent with PHIPA and its regulation;

e The identity of the party that is collecting or disclosing personal health information;

e An obligation of the service provider to deliver services in a professional manner, in accordance with
industry standards and practices and by properly trained agents of the service provider;

e Prohibition against access, use and disclosure of personal health information except as necessary to
provide the agreed services and permitted by the agreement or as required by law ;

e Purposes of authorized access, use and disclosure of any personal health information and related
limitations and conditions as w ellas authority under PHIPA and its regulation;

e  Prohibition against use and disclosure w here other information will serve the purpose or in excess of that
w hichis reasonably necessary;

e General and specific obligations to take reasonable steps to protect information against theft, loss and
unauthorized use, disclosure, copying, modification or disposal;

e An obligation and specific method to make agents who will have access to records of personal health
information aw are of and agree to comply w iththe obligations in the agreement;

o Where subcontracting is permitted, the service provider’s duty to enter into an equivalent agreement w ith
the subcontractor and provide advance notice of subcontracting and a copy of the agreement to ICES;
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Where relevant, whether the information will be returned or destroyed following termination of the
agreement, the associated timeframe and specific manner, which must comply with ICES’ policies,
procedures and practices reported in Part 2(7) of Section B of this report;

Consequences of breach, duty to notify at the first reasonable opportunity and associated process and
timelines, including manner and contact for notice and containment requirements; and

Where appropriate taking in account the information and the service, right of audit and associated
mechanics, including notice.

Where the service provider is acting as an electronic service provider that is not an agent of ICES:

Prohibition against disclosure except as required by law .

Where the service involves transfer:

Secure transfer method, procedure, timeframes, conditions and recipients, w hich meet the requirements of
ICES’ ow n policies, procedures and practices for secure transfer;

Service provider’s obligation to maintain an inventory of transfers, inbound and outbound;

Service provider’s obligation to provide certificates of receipt, with date and time and mode of transfer; and
Overarching responsibility of the service provider to maintain security during transfer.

Where the service involves retention:

Service provider’s obligation to maintain an inventory of, and track, records of personal health information
being retained;

Secure retention method (by medium); and

Overarching responsibility of the service provider to maintain security over retained records.

Where the service includes destruction:

A definition of secure disposal that is consistent with PHIPA and its regulation;

Destruction method (by medium) and security, which is consistent with PHIPA and its regulation and
relevant orders, guidelines, fact sheets and best practices issued by the Information and Privacy
Commissioner;

Service provider’s obligation to provide certificates of destruction that specify records destroyed, date, time,
method and responsible agent (including signature), the timeframe for doing so and ICES recipient;
Timeframes and triggers for destruction (including termination); and

Right of ICES to witness destruction.

Where disposal is the primary service provided, in addition to the requirements above:

e o o o

Timeframe w ithin w hich destruction must be carried out;

Precise destruction method for each medium involved,;

Conditions surrounding destruction;

Service provider’'s obligation to maintain an inventory of, and track, records of personal health information
being destroyed; and

Persons responsible for ensuring destruction is secure.

21.Log of Agreements with Third Party Service Providers

APPLICATION

Fully applicable

Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s)

Name

Status

a. Contracts Database

Implemented

DESCRIPTION

ICES has defined and maintains a log of agreements wi th third party service providers. Information captured in the

log includes:

e Service provider name;

e Service description;
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e [Effective date;

e Date the personal health information w as transferred/provided;

e Nature of the personal health information provided/accessed,;

e Termination date;

o Whether the personal health information will be returned or destroyed; and
e Date information returned/certificate date.

22.Policy & Procedures for the Linkage of Records of Personal Health Information

APPLICATION

Not applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Protection of ICES Data Policy Implemented
b. Privacy Impact Assessment Policy Implemented
c. ICES Project PIA Form Implemented
d. ICES Project PIA Review Procedure Implemented
e. DAS Project Intake, Adjudication & Implemented

Initiation Procedure

f. Dataset Creation Plan Implemented
g. Privacy Incident Management Policy Implemented
h. Internal Audit Policy Implemented
i. Linking ICES Data Procedure Implemented

ICES’ Protection of ICES Data Policy permits linkages of personal health information, and identifies the purposes
for and circumstances under w hich this is permitted. Linkages of personal health information are permitted for the
purposes of creating project datasets to support the conduct of projects and research that have been review ed and
approved in accordance with ICES policies, procedures and practices.

The mechanism for approval for projects and research, and associated linkages, is a privacy impact assessment or
the DAS Project Intake, Adjudication and Initiation Procedure. In all cases, criteria for approval include w hether:

e In the case of research only, it will be conducted at ICES or externally;

e The project or researchwill be conducted by ICES and only involve linkages of personal health information
from ICES’ data holdings;

e The project or research will be conducted at ICES and involve linkage with records of personal health
information collected from external sources;

e In the case of research conducted externally, the research will involve linkages of personal health
information fromICES’ data holdings; and

e In the case of research conducted externally, the research will involve linkages of personal health
information from ICES’ data holdings with records of personal health information collected from external
sources for the purposes of the research.

Review & Approval Process

Again, permission to link personal health information is subject to a review and approval process. Privacy impact
assessments are conducted by ICES Privacy SMEs under ICES’ Privacy Impact Assessment Policy. The DAS
Project Intake and Adjudication Procedure requires joint review and approval by an ICES Privacy SME and a DAS
Staff Scientist, and establishment of a supporting dataset creation plan by the DAS Staff Scientist.

The ICES Project PIA Form is used to request linkages of personal health information for projects and research
conducted within ICES. Submitted to ICES’ Privacy and Legal Office by the principal investigator, these forms define
the requirements and documentation that must be satisfied in requesting, reviewing and determining w hether, and
on w hat basis, permission for linkages of personal health information is granted. The DAS Project Intake and
Adjudication Procedure defines the requirements and documentation that must be satisfied to approve external
research in other cases. These include the requirement that the external researcher:

e Complete a DAS Request Form to describe the proposed research;

e Provide aresearch plan that lists the ICES data holdings to be used and evidence of research ethics board
approval of the plan;

e  Consult withthe DAS Staff Scientist to develop a Dataset Creation Plan;
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e Enter into a research agreement that supports all of the above.
To approve, the review er(s) must be satisfied that the requested linkages are:

e Permitted by PHIPA and its regulation;
e Permitted by data sharing agreements and research ethics board approvals applicable to the request; and
e Relevant and reasonably necessary for accomplishment of the stated objectives.

Once finalized, ICES’ Privacy and Legal Administrator or the Privacy SME w ho approved the Project PIA sends the
approved ICES Project PIA Form to the principal investigator for the project and uploads a copy to a netw ork folder,
w here it is accessible to analytic staff, who performlinkages. The DAS Research Program Coordinator uploads a
copy of the signed research agreement to ICES’ Contracts Database and submits the signed research agreement
to ICES Finance to issue a billing number, w hich allow s staff to be assigned to the research.

Conditions & Restrictions on Approval

Under ICES’ Protection of ICES Data Policy, linked records of personal health information must be de-identified prior
to delivery of research results to an external researcher for use and retention outside the secure ICES desktop
known as IDAVE. Linkages for projects and research conducted within ICES are subject to ICES’ policies,
procedures and practices described at Parts 1(8), 1(10) and 1(24) of Section B of this report.

Process forthe Linkage of Records of Personal Health Information

The Protection of ICES Data Policy stipulates that linking records of personal health information is the responsibility
of ICES analytic staff. The Linking ICES Data Procedure outlines the process to be follow ed, the manner and the
agents responsible for linking w hen approved in accordance with ICES policies, procedures and practices.

Secure Retention & Disposal

Under the Protection of ICES Data Policy, until and unless they are de-identified in accordance with ICES’ policy
and procedures, all linked records of personal health information are subject to the policies, procedures and practices
governing secure retention and disposal described in 2(5) and 2(8) in Part 2 of Section B of this report.

Compliance, Audit & Enforcement

Compliance w ith the above policies, procedures and practices is mandatory for all agents. Agents must notify an
ICES Privacy SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the
policies or procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach
are subject to a range of disciplinary actions including w arning, temporary or permanent loss of access privileges,
legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’
Director, Human Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and
Corrective Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule
established under ICES’ Internal Audit Policy.

Tracking Approved Linkages of Personal Health Information

ICES uses the ICES Project PIA log to track all approved linkages of personal health information. Maintained by the
Privacy and Legal Administrator, the log captures the name of the principal investigator of the associated project or
research, w ho requested the linkages, the date the linkages w ere approved, and the nature of the personal health
information linked.

23.Log of Approved Linkages of Records of Personal Health Information

APPLICATION

Not applicable [ Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. |ICES Project PIA Log Implemented
b. DAS Projects Log Implemented
DESCRIPTION

ICES has developed and maintains logs of approved linkages of personal health information. Information captured
in the logs includes:

e Requestor name;
e Approval date; and
«  Description of the personal health information approved for linking.
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24. Policy & Procedures with Respect to De-ldentification & Aggregation

APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Protection of ICES Data Policy Implemented
b. Privacy Incident Management Policy Implemented
c. Internal Audit Policy Implemented
d. Cohort Disclosure Procedures Implemented
e. Creation of Summary Data Procedure Implemented
f. Re-identification Risk Assessment kmplemented
Procedure
g. Verifying and Posting Risk-Reduced Implemented
Coded Data to IDAVE

DESCRIPTION

ICES’ Protection of ICES Data Policy stipulates that personal health information may not be used or disclosed if
other information, namely de-identified or aggregate information, willserve the identified purpose. The exception is
disclosure of cohort lists for external, publicly funded research that cannot be reasonably conducted w ithin ICES.

The Protection of ICES Data Policy identifies the follow ing specific scenarios in w hich de-identified information may
be used or disclosed:

e Incorporation of results into publications and reports; and
e Delivery of results to external researchers for their use and retention outside ICES.

Investigators who are not ICES scientists are permitted to collaborate on ICES projects, but may use aggregate
information only (in ICES’ policies, referred to as “summary” information). External researchers who wish to work
independently are permitted to use record-level information, but on tw o conditions. They must do so on a secure
ICES desktop (called “IDAVE’), and the information first must be adjusted by an ICES analyst until is presents a low
risk of identification (referredto as “risk-reduced coded data”).

ICES’ Protection of ICES Data Policy also addresses the topic of cell sizes of few er thanfive — or “small cells.” The
policy, w hich takes into account restrictions in data sharing agreements as w ellas research plans, prohibits inclusion
of small cells in any report or publication of the results of any ICES project or any research, w hether conducted at
ICES or by an external researcher.

The policy contains definitions of de-identified information, aggregate - “summary”- information, risk-reduced coded
data and small cells. All have regard to, and are consistent with, the meaning of “identifying information” in section
4(2) of PHIPA.

The Creation of Summary Data Procedure defines the manner in w hich information must be grouped, collapsed or
averaged in order to constitute aggregate information, and identifies the agents responsible. Data sharing
agreements and ICES’ policies, procedures and practices permit this form of information to include small cells. For
this reason, the procedure does not also include steps to suppress small cells or assess the potential to identify
individuals.

The Verifying and Posting Risk-Reduced Data to IDAVE defines the process for reducing the identifiability of the
record-level data that is prepared for external researchers. The procedure, whichis carried out by an ICES analyst,
identifies the information that must be removed, encrypted and/or truncated in order to create risk-reduced coded
data,

ICES’ Re-identification Risk Assessment Procedure defines the information that must be removed, encrypted and/or
truncated in order to constitute de-identified information. That procedure also specifically provides for review of the
resulting information prior to disclosure. The review, which is performed and documented by an ICES analyst, is
conducted against specific criteria identified in the procedure, w hich are designed to ensure no individual is identified
and that it is not reasonably foreseeable in the circumstances the information could be used, either alone or in
combination w ith other information, to identify an individual.

All ICES agents and external researchers are required to sign confidentiality agreements that prohibit them from
using information, w hether aggregate or de-identified, alone or in combination, to identify any individual. This
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includes attempting to decrypt information that is encrypted, attempting to identify an individual based on
unencrypted information and attempting to identify an individual based on prior know ledge. The agreements provide
that ICES may terminate access to the information in the event of any violation of this condition.

Compliance w ith the policy and any procedures is mandatory for all agents. Agents must notify an ICES Privacy
SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policies or
procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject
to a range of disciplinary actions, including warning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment or contractw ith ICES. Disciplinary actions are enforced by ICES’ Director,
Human Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective
Action Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established
under ICES’ Internal Audit Policy.

25. Privacy Impact Assessment Policy & Procedures

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Impact Assessment Policy Implemented
b. Privacy Impact Assessments Log Implemented
c. ICES PIA Form —New ICES Data Holding Implemented
d. ICES PIA Form — General Implemented
e. ICES PIA Form —ICES Data Disclosure Implemented
f. ICES PIA Form — Third Party Research Implemented
g. ICES PIA Form — Service Provider Implemented
h. ICES Project PIA Form Implemented
i. Internal Audit Policy Implemented
j.  Privacy Audit Log & Instructions Workbook | Implemented
k. Policy Framew ork & Governance Policy Implemented
. Privacy Incident Management Policy Implemented
m. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ Privacy Impact AssessmentPolicy identifies the circumstances under w hich privacy impact assessments must
be conducted. Under the policy, a privacy impact assessment is required before the implementation of any change
that will substantially affect the collection, use or handling of personal health information by or on behalf of ICES.
There are no exceptions. The policy provides an illustrative list of triggers, w hich include:

e Proposed establishment of a new data holding;

e Establishing or changing a service relationship that involves personal health information; and

e Introducing or substantially changing a business process, information system or technology that involves
personal health information.

The policy stipulates that privacy impact assessments are to be conducted prior to implementation of the change.
They must be initiated at the conceptual design stage and then review ed and amended, as necessary, at both the
detailed design and pre-implementation stages. Under the policy, responsibility for requesting a privacy impact
assessment rests with the person responsible for the data holding, process, system or service relationship involved.
That person must contactICES’ Privacy and Legal Office to request a privacy impact assessment before proceeding.
The Chief Privacy and Legal Officer has distributed day-to-day responsibility for the conduct of privacy impact
assessments across the Privacy and Legal Office, and this is communicated onthe privacy page of the ICES intranet.
For example, a particular Privacy SME is responsible for assessing new data holdings and is identified as the first
point of contact for requesting a privacy impact assessment in that scenario. When a request for a privacy impact
assessment is received, the designated ICES Privacy SME is then responsible for conducting, reviewing and/or
amending the privacy impact assessment, with oversight by the Chief Privacy and Legal Officer and support from
an ICES Security SME, as required.

ICES has created a suite of forms to guide privacy impact assessments. Tailored according to scenario, the forms
address:

e The data holding, information system, technology or program at issue;
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e The nature and type of personal health information involved and its sources;
e The purpose and rationale for collection, use or disclosure;

e The flow of personal health information;

e Legal authority for each collection, use and disclosure of personal health information;

e Limitations imposed on collection, use and disclosure;

e Whether or not personal health information will be linked to other information;

e Retention period;

e Secure manner in whichthe personal health information will be retained, transferredand disposed of;

e Administrative, technical and physical safeguards, including functionality for logging access, use,

modification and disclosure of personal health information and functionality for auditing to detect
unauthorized use or disclosure;

e Privacy risks and mitigation strategies; and

e Recommendations arising from privacy impact assessments and associated responsibilities of agents,
including compliance oversight and timelines.

ICES has established a log of privacy impact assessments, w hich captures the follow ing:

e Responsible Privacy SME;

e The timeframe within w hich a particular privacy impact assessment needs to be completed;
e Privacy impact assessments that have been completed;

e Privacy Impact assessments that have been initiated but not completed; and

e Privacy impact assessments that w ere evaluated and determined not required and w hy.

The privacy impact assessment forms all include instructions to Privacy SMEs to reflect assessments and their
status in the Privacy Impact Assessments Log. Privacy impact assessments may be marked as closed only after the
Privacy SME is satisfied all recommendations have been addressed.

Implementation and effectiveness of the Privacy Impact Assessment Policy and associated forms is subject to audit
under ICES’ Internal Audit Policy. Under that policy, the Chief Privacy and Legal Officeris required to establish an
audit schedule that includes an audit of the Privacy Impact Assessment Policy and associated procedures each
year. This would include testing to verify the quality and continued accuracy of specific privacy impact assessments
as w ellas completion rates. The privacy audit procedures, w hich are defined in the Privacy Audit Log and Instructions
Workbook, provide, in turn, for correction of deficiencies detected through an audit.

Compliance withthe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,
in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject to a range of
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
ICES’ Internal Audit Policy.

26.Log of Privacy Impact Assessments

APPLICATION

Fully applicable Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Privacy Impact Assessments Log Implemented

DESCRIPTION

ICES has defined and implemented alog of privacy impact assessments. Information captured in the log includes:

e Privacy impact assessments that have been completed;

Privacy Impact assessments that have been initiated but not completed;

Privacy impact assessments that w ere evaluated and determined not required and w hy;
The associated data holding, information system, technology, program or process;
Target date for completion;

Actual date of completion;
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e The ICES Privacy SME responsible for determining w hether or not a privacy impact assessment is required
and, if so, completing or ensuring the completion of the privacy impact assessment; and
e Existence and status of any recommendations.

The log includes a Recommendations tracking sheet, w hich captures for each recommendation:

e The associated privacy impact assessment;

e The agents responsible for addressing the recommendation;

e The manner in whichit has been agreed that each recommendation will be addressed; and
e The date as of w hichthe recommendation w as oris expected to be addressed.

27. Policy & Procedures in Respect of Privacy Audits

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Internal Audit Policy Implemented
b. Privacy Audit Procedure Implemented
c. Privacy Audit Log & Instructions Workbook | Implemented
d. Privacy Audit Report Form Implemented
DESCRIPTION

ICES’ Internal Audit Policy and Privacy Audit Procedure identify the purpose and frequency of privacy audits. Under
the policy, ICES must conduct an audit to test compliance with each of its privacy policies and their associated
procedures every year. This includes a requirement to audit ICES’ policies, procedures and practices governing
agent access and use of personal health information described at Part 1(8) of Section B of this report. The Chief
Privacy and Legal Officer has overall responsibility for implementation of the policy. This specifically includes
responsibility for the appointment and oversight of appropriately skiled agents to conduct audits and the
establishment of an audit schedule.

The ICES Privacy Audit Log and Instructions Workbook and Privacy Audit Report Forms are designed to guide and
document audits. The report forms are tailored by audit type, but consistently address the follow ing:

e The nature (e.g. document reviews, interview s) and scope of the audit;
e Responsible auditor;

e  Selection criteria;

e Audit findings;

e Recommendations;

e Remedial action and associated responsibilities, timing and status; and
e Whether or not notice willbe provided.

Topics common to all privacy audits are addressed on the general instructions page for auditors at the front of the
ICES Privacy Audit Log and Instructions Workbook. These topics include:

e The process, form and content for giving notice of a planned audit;

e Content and responsibility for maintaining audit files;

e Location of audit files;

e Responsibility for making and communicating audit findings and recommendations, and the timing, manner
and content of those communications;

e Responsibility and a timeline for establishing and carrying out action plans to address recommendations;

e Responsibility and a timeline for monitoring the implementation and effectiveness of action plans;

e Approval and reporting of audit findings, w hichinclude a requirement to report high risk findings to ICES’
Chief Executive Officer; and

e Timing and required documentation for closure of audit files.

The Instructions sheet also addresses maintenance of the Privacy Audit Log, including storage location of the log
and audit files and auditors’ responsibility for:

e Maintenance of the log;

38



e Communicating and tracking recommendations that arise from privacy audits;
e Documentation of audits.

Agents who conduct audits have a duty to report any breaches or suspected breaches detected at the first
reasonable opportunity under ICES’ Privacy Incident Management Policy.

28.Log of Privacy Audits

APPLICATION
Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Audit Log & Instructions Workbook | Implemented
b. Privacy Audit Report Form Implemented
DESCRIPTION

ICES has defined a log of privacy audits that have been completed. Information captured in the log and report forms
include:

e The nature and type of privacy audit conducted;

e The date the privacy audit was completed;

e The agent responsible for completing the privacy audit;

e Recommendations arising from the privacy audit;

e The agent responsible for addressing each recommendation;

e The date each recommendation was oris expected to be addressed; and

e The manner in w hich each recommendation was oris expected to be addressed.

29. Policy & Procedures for Privacy Breach Management

APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Privacy Incident Management Policy Implemented
b. Privacy Incident Log & Report Forms
Workbook Implemented
c. Internal Audit Policy Implemented
d. Discipline & Corrective Action Policy Implemented
DESCRIPTION

ICES’ Privacy Incident Management Policy and associated procedures address the process to be follow edfor the
identification, reporting, containment, notification, investigation and remediation of privacy breaches. The definition
of privacy breach encompasses any collection, use, disclosure, copying, modification, disposal, loss, theft or other
act or failure to act, involving personal health information, or information derived from it, such as de-identified
information, that makes personal health information subject to unauthorized copying, modification or disposal or that
is not in accordance w ith:

e PHIPA or its regulation;
e |CES' privacy or policies as a prescribed entity; or
e Any data sharing or other agreement governing ICES’ handling of the personal health information.

Under the policy, every agent is required to report such events to an ICES Privacy SME at the first reasonable
opportunity. Events are considered detected and reportable, and subject to this policy and its associated procedures,
once suspected. This includes events reported and handled initially as information security breaches.

Agents w ho detect or suspecta privacy breach are required to report it to the ICES Privacy SME at the ICES location
most closely associated withthe breach. They are required to do so immediately. The policy stipulates that contact
is to be made verbally, wherever practicable, and otherwise by email. In the absence of an ICES Privacy SME,
reports should be made to ICES’ Chief Privacy and Legal Officer. The identity and contact information for ICES

39



Privacy SMEs as w ellas the Chief Privacy and Legal Officeris provided, and accessible to all agents, on the privacy
page of ICES’ intranet. The ICES Privacy SME creates an entry for the report on the Privacy Incidents Log and
establishes a file on the secure Privacy folder on the ICES netw ork.

Under the procedures, an ICES Privacy SME is then required to launch a Privacy Breach Report Form and
commence an investigation. The Form, w hich guides the investigation and must be completed, captures the date of
the report, the nature and extent of the personal health information involved and the determination w hether or not a
breach has, in fact, occurred. Where it has, the investigating Privacy SME is required to report this immediately to
the Chief Privacy and Legal Officer, who must notify ICES’ Chief Executive Officer. Whether that reportis provided
verbally or in writing depends on the complexity of the facts to be relayed, and is decided by the Chief Privacy and
Legal Officer. The information provided to the Chief Executive Officerincludes the nature and extent of the personal
health information involved, containment measures and the identity of any parties who must be notified and a plan
for how notice will be given. This is subject to the general requirement that notice to those parties should be given
at the earliest reasonable opportunity.

The procedures stipulate that breaches, including suspected breaches, be immediately contained by the responsible
ICES Privacy SME. The procedures specify the approach and objectives for containment. At a minimum, the ICES
Privacy SME must determine w hether or not the breach resulted in copies of personal health information being
made, and if so, to ensure and document their secure return or destruction. Where records are destroyed, the date,
time and method of destruction must be captured. Containment must also prevent further unauthorized access, use
or disclosure of the personal health information or other personal health information. The nature of the containment
measures taken and whois responsible for taking them must be documented on the Privacy Breach Report Form,
and sent to the Chief Privacy and Legal Officer for review and approval.

Where an investigation indicates there has been a privacy breach involving personal health information, the
procedures require ICES to notify the person or organization that disclosed that personal health information to ICES.
The ICES Privacy SME responsible for handling the breach is required to prepare a written notification plan for
review by the Chief Privacy and Legal Officer. The plan must take into account any particular arrangements relevant
to notification contained in the data sharing agreement. It must also identify the appropriate ICES agent to deliver
the notice and its format, the nature of the personal health information at issue, the measures that have been, and
will be, implemented to contain the breach, including investigation and remediation. Once approved, the Chief
Privacy and Legal Officeris required to inform ICES’ Chief Executive Officer of the notification plan, and ensure it is
carried out and addresses all of the information identified in the plan.

Where requested by an organization, ICES may agree to notify third parties or individuals on their behalf, but only
w ith the approval of ICES’ Chief Privacy and Legal Officerand Chief Executive Officer.

Under the procedures, the responsible ICES Privacy SME is required to commence an investigation once a breach
has been contained. The objective is to gain a more precise understanding of the breach, including the personal
health information involved, and identify the root cause(s) and measures to address them. The ICES Privacy SME
is empow ered to make w hatever inquiries are reasonably required to achieve these objectives, w hich can include
document review , interview s and physical inspections. All must be reflected in the Privacy Breach Report Form and
supported by documentation, w hich must be saved to the incident file.

The ICES Privacy SME is responsible for communicating recommendations and w orking with agents to finalize
action plans to address them, consulting withthe Chief Privacy and Legal Officer as necessary. The ICES Privacy
SME then reflects w hat has been agreed in a written plan, w hich is sent to the agent. This includes the names of
those responsible as well as the timeline, w hich cannot exceed 45 days unless approved by the Chief Privacy and
Legal Officer. It is the responsibility of the agents identified on the plan to assign others, as required, to carry it out;
the ICES Privacy SME monitors to ensure compliance with the agreed timeline and reflects this in the Privacy
Incidents Log. Where relevant, an ICES Security SME wi ill be involved in developing, or carrying out, action plans.

Once all remedial actions and notifications are complete, the ICES Privacy SME ensures all supporting
documentation is saved to the file, updates the Privacy Breach Report Form and sends alink to the Chief Privacy
and Legal Officer to request approval to close the file. The Form, which is review ed and endorsed by the Chief
Privacy and Legal Officer, captures all the key facts associated with the breach, including recommendations and
their status. Once approval is received, the ICES Privacy SME reflects this in the Privacy Incidents Log, which is
maintained to track all breaches and associated recommendations and timelines.

Compliance w iththe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,
in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject to a range of
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disciplinary actions including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation withICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
ICES’ Internal Audit Policy.

30. Log of Privacy Breaches
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Incident Log & Report Forms Implemented
Workbook
DESCRIPTION

ICES maintains alog and report form, w hich together capture:

e The date of the privacy breach;

e The date the privacy breach w as identified or suspected;

e Whether the privacy breach w as internal or external;

e The nature of the personal health information involved and the nature and extent of the privacy breach;

e The date the privacy breach was contained and the nature of the containment measures;

e The date the health information custodian or other person or organization that disclosed the information
w as notified;

e The date investigation of the privacy breach w as completed;

e The agent responsible for conducting the investigation;

e Recommendations arising from the investigation;

e The date each recommendation was, oris expected to be, addressed;

e Responsibility foraddressing recommendations; and

e The manner in which each recommendation was, oris expected to be, addressed.

31. Policy & Procedures for Privacy Inquiries & Complaints

APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Privacy Information, Inquiries & Complaints
Policy Implemented
b. Privacy Inquiries & Privacy Complaints Log Implemented
c. Privacy Inquiry Report Form Implemented
d. Privacy Complaint Report Form Implemented
e. Privacy Inquiry & Privacy Complaints Implemented
Procedures P
f. Zrlvacy Complaint Response 1 Template 1 Implemented
g. Privacy Complaint Response 1 Template 1 implemented
B
h. Privacy Complaint Response 2 Template Implemented
i. Privacy Complaint Form Implemented
DESCRIPTION

ICES’ Privacy Information, Inquiries and Complaints Policy in combination with the Privacy Inquiries and Privacy
Complaints Procedures, Privacy Inquiries and Privacy Complaints Log, Privacy Inquiry Report Form, Privacy
Complaint Report Form and letter templates address the process to be followed in the receiving, documenting,
tracking and responding to privacy inquiries and complaints.

Privacy Inquiries
Under the policy, privacy inquiry is defined and includes inquiries about ICES’ compliance with PHIPA and its

regulation and the policies, procedures and practices ICES implements as a prescribed entity. The policy requires
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the Chief Privacy and Legal Officer to ensure that ICES’ public w ebsite informs the public of their right to make a
privacy inquiry to ICES, and provides a title, mailing address and format(s) for contacting ICES to enable this.

The policy requires the Chief Privacy and Legal Officer to establish procedures for the receipt, handling and
documentation of privacy inquiries. The Privacy Inquiry and Complaints Procedures and associated log and report
form have been devised for this purpose. Together they define the process forreceiving and responding to privacy
inquiries at ICES. Topics they address include:

e Responsibility forreceipt and response;

e Documentation that is required to be completed and provided;

e Required content of the documentation;

e The format and content of response to privacy inquiries; and

e Roles and responsibilities of the Chief Privacy and Legal Officer, ICES Privacy SMEs and ICES Security
SMEs.

All of the procedures, including documentation, are carried out or coordinated by ICES Privacy SMEs w ith oversight
by ICES’ Chief Privacy and Legal Officer.

Privacy Complaints

Under the policy, a privacy complaint is defined and includes concerns or complaints about ICES’ compliance with
PHIPA and its regulation and the policies, procedures and practices ICES implements as a prescribed entity. The
policy requires the Chief Privacy and Legal Officer to ensure that ICES’ public website informs the public of their
right to make a privacy complaint to ICES or the Information and Privacy Commissioner of Ontario. Under the policy,
the information on ICES’ public w ebsite must include a title and mailing address for contacting both ICES and the
IPC, as wellas format(s) for communicating privacy complaints to ICES.

The policy also requires the Chief Privacy and Legal Officer to establish procedures for the handling and
documentation of privacy complaints. The Privacy Inquiry and Complaints Procedures and associated log and report
form have been devised for this purpose. Together they define the process for receiving and responding to privacy
complaints at ICES. Topics they address include:

e Responsibility forreceipt and response;

e Documentation that is required to be completed and provided;

e Required content of the documentation;

e The nature of information that must be requested from complainants; and

o Roles and responsibilities of the Chief Privacy and Legal Officer and ICES Privacy and Security SMEs.

Except for notification and approvals, w hich are the responsibility ICES’ Chief Privacy and Legal Officer, all of the
procedures outlined here are either carried out or coordinated by an ICES Privacy SME.

The procedures require a determination to be made w hether or not a privacy complaint will be investigated and
identify the agent responsible, timeline, process and criteria for doing so, and related documentation. Where the
determination is that the privacy complaint does not w arrant investigation, the procedures stipulate that a letter be
sent to the complainant to acknow ledge the complaint and advise them of the decision not to investigate. The
template that has been developed for use in this scenario also advises complainants of their right to complain to the
Information and Privacy Commissioner of Ontario and provides contact information to enable this. Where the
determination is that investigation is w arranted, the procedures stipulate that a letter be sent to the complainant to
acknow ledge the complaint, advise them of the decision to investigate and describe the investigation process,
including the process for requesting further information from the complainant, the projected timeframe, and the
nature of the documentation the complainant willbe provided upon completion of the investigation. The procedures
identify the agents responsible for sending these letters and associated timelines.

The procedures identify the agent responsible for investigating privacy complaints, as w ell as the process for
planning and carrying out investigations. This includes a discussion of how investigations and associated findings
must be documented and the content of that documentation, as w ellas responsibility for its creation, communication
and approval. The procedures also define the process for addressing recommendations that arise from the
investigations, w ith associated responsibilities, timelines and requirements for documentation. Also addressed is the
topic of notification, with associated responsibilities, content requirements and timelines. This includes criteria for
the notification of ICES’ Chief Executive Officer and third parties, as well a template letter to complainants that
speaks to investigative findings and recommendations, if any, as wellas the right to complain to the Information and
Privacy Commissioner of Ontario, w ith contact information to enable this.
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The Privacy Information, Inquiries and Complaints Policy requires the Chief Privacy and Legal Officer to define
procedures to track privacy complaints. The Privacy Inquiries and Privacy Complaints Log, Privacy Inquiries and
Privacy Complaints Procedures, and Privacy Complaint Form have been designed, and w ork together to address
logging, creation and retention of documentation, as well as responsibility for oversight and timely closure of
recommendations.

Compliance & Enforcement

Compliance withthe policy and its procedures is mandatory for all agents. Agents must notify an ICES Privacy SME
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies or procedures,
in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject to a range of
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation withICES' Chief Privacy and Legal Officerunder ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
ICES’ Internal Audit Policy.

32. Log of Privacy Complaints

APPLICATION

Fully applicable Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy Information, Inquiries & Complaints
. Implemented
Policy
b. Privacy Inquiries & Privacy Complaints Log | Implemented
c. Privacy Complaint Report Implemented
DESCRIPTION

ICES maintains a log of privacy complaints received, w hich captures the follow ing:

o Date received and type of complaint;

e Decision w hether or not to investigate and the date this decision is made;

o Date the complainant is advised of the decision w hether or not to investigate;

e Investigator name;

e Date of investigation commencement and completion;

e Whether or not the investigation revealed deficiencies in ICES’ processes;

e  Status of remedial action; and

e Date the complainant is advised of the investigation findings and any remediation.

The information in the Privacy Complaints Log is supplemented by the more detailed Privacy Complaint Report,

w hich is created for each privacy complaint ICES receives. Information captured in the Privacy Complaint Report
includes:

o Specific deficiencies and recommendations identified by the investigation;
e Agent responsible for addressing each recommendation;

e Timeline foraddressing each recommendation; and

e Manner in which each recommendation w ill be addressed.
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Part 2 — Security Documentation

1. Information Security Policy
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Security Framew ork & Governance Policy Implemented
b. Security Incident Management Policy Implemented
c. Internal Audit Policy Implemented
d. Information System Acquisition, Implemented
Development & Maintenance Policy
e. Discipline & Corrective Action Policy Implemented
DESCRIPTION

ICES’ Security Framew ork and Governance Policy establishes an overarching framew ork and responsibility for
information security at ICES. Requirements of the policy specifically include:

The policy requires ICES’ information security program to consist of control objectives and security policies,
procedures and practices that address:

The

The

policy also refersto more detailed policies and procedures implemented to address the above-noted matters.

policy stipulates that the information security infrastructure provide for:

Establishment of a comprehensive information security program that consists of administrative, technical
and physical safeguards aligned with established industry standards and practices, and that has sufficient
documentary requirements to allow independent verification;

Ensuring that ICES takes reasonable steps to protect personal health information against theft, loss and
unauthorized use or disclosure and protect records of personal health information against unauthorized
copying, modification or disposal;

Conduct of organization-wide threat and risk assessments of all information assets, including personal
health information, and project specific threat and risk assessments; and

Establishment of a documented methodology for assessing and remediating threats and risks and
prioritizing their remediation.

Ongoing review of security policies, procedures and practices;

Information security training and aw areness for all ICES staff;

Physical security;

Secure retention, transfer and disposal of records containing personal health information, including
information contained on mobile devices, remote access and security of information at rest;

Access control and authorization, including business requirements, user access management, user
responsibilities, netw ork access control, operating system access control and application and information
access control;

Systems acquisition, development and maintenance, including the security requirements of information
systems, correct processing in applications, cryptographic controls, security of system files, security in
development and support procedures and technical vulnerability management;

Monitoring, including maintenance and review of system control and audit logs and security audits;

Netw ork security, including patch management and change management;

Acceptable use of information technology;

Back-up and recovery;

Security breach management; and

Protection against malicious and mobile code.

The transmission of personal health information over authenticated, encrypted and secure connections;
Security-hardened servers, firew alls; and demilitarized zones and other perimeter defenses;
Anti-virus, anti-spam and anti-spyw are measures;

Intrusion detection and prevention systems;

Privacy and security enhancing technologies; and
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e Mandatory system-wide passw ord-protected screen savers after a defined period of inactivity.

The policy also provides for continuous assessment and verification of ICES’ information security program in order
to deal with threats and risks to data holdings containing personal health information. ICES relies on its security audit
program for such continuous assessment and verification. The program consists of assessments of the effectiveness
of the administrative, technical and physical safeguards ICES has implemented. Specifically, audits assess
compliance with ICES’ security policies, procedures and practices, including those governing accessto and use of
personal health information, and include vulnerability assessments and penetration testing of ICES’ information
systems conducted by independent auditors.

ICES’ Chief Executive Officer is ultimately accountable for ensuring the security of information at ICES and that
agents comply w ith the security policies, procedures and practices. The Chief Privacy and Legal Officer has been
delegated authority to approve and oversee the information security program. The Security Manager has been
delegated authority to develop and implement the information security program, w hich includes implementation of
administrative, technical and physical safeguards. The Senior Director, Information Technology, Finance and
Corporate Projects has been delegated authority to approve and oversee the physical security of ICES’ premises.
The Facilities Manager has been delegated authority to develop and implement the physical security program.

Compliance w ith the above policy and its procedures is mandatory for all agents. Agents must notify ICES’ Security
Manager, or in the case of ICES Satellite Sites the Local Privacy and Security Officer, at the first reasonable
opportunity if they breach, or believe there has been a breach of, the policy or procedures, in accordance w ith ICES’
Security Incident Management Policy. Violations including breach are subject to a range of disciplinary actions,
including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment
or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation w ith
the Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to
annual audit by the Security Manager and an audit schedule established under ICES’ Internal Audit and Monitoring
Policy.

2. Policy & Procedures for Ongoing Review of Security Policies, Procedures & Practices

APPLICATION

Fully applicable Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Security Framew ork & Governance Policy Implemented
b. Internal Audit Policy Implemented
c. Security Monitoring Log & Report Forms

Workbook Implemented

d. Policy Framew ork & Governance Policy Implemented
e. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ Internal Audit Policy and associated security audit procedures, w hich are contained in the Security Monitoring
Log and Report Forms Workbook, provide for continuous monitoring of ICES’ security policies, procedures and
practices. Matters addressed in the policy and procedures include frequency, timeframe and the procedures for
conduct of review s, w hich must be conducted prior to each scheduled review of ICES policies, procedures and
practices by the IPC, pursuant to section 45(4) of PHIPA. Ongoing monitoring is the joint responsibility of ICES’ Chief
Privacy and Legal Officer and the Security Manager. Required audit activities specifically include monitoring for
continued alignment of ICES’ security policies, procedures and practices against:

e Applicable IPC orders, guidelines, factsheets and best practices;

e Evolving industry security standards and best practices;

e Technological advancements;

e Amendments to PHIPA and its regulation;

e Recommendations arising from privacy and security audits;

e Recommendations arising from threat risk assessments and privacy impact assessments;
e Recommendations resulting frominvestigations into privacy or security breaches; and

e Consistency of security policies, procedures and practices with actual ICES practices and with ICES’
privacy policies, procedures and practices.
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ICES’ Policy Framew ork and Governance Policy governs revision, creation, communication and implementation of
policies, procedures and practices at ICES and changes to them. The policy specifically addresses:

e The procedure and responsibility foramending or drafting policies, procedures and practices as a result of
the review, and obtaining approval;

e The procedure and responsibly for internal communication of amended or new policies, including the
method and nature of communication;

e The procedure and responsibility for reviewing and amending any external communication materials as a
result of the amended or new policies.

At ICES, each policy and procedure has a designated “owner,” who is responsible for ensuring the ongoing
maintenance of the policy or procedure, and a designated “authority,” whois responsible for overseeing formal
review of the policy or procedure and approving amendments. The Chief Privacy and Legal Officer is the authority
for security policies, procedures and practices. New or amended security policies, procedures and practices that
affectgeneral ICES operations or require broader communication must undergo review and approval by ICES faculty
members and ICES’ Operations Committee before final approval by the Chief Privacy and Legal Officer.
Communication of amended or new security policies or procedures is the responsibility of the Chief Privacy and
Legal Officer.

Compliance with the above policies, procedures and practices is mandatory for all agents. Violations including
breach are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access
privileges, legal sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced
by ICES’ Director, Human Resources in consultation withthe Chief Privacy and Legal Officer under ICES’ Discipline
and Corrective Action Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule
established under ICES’ Internal Audit Policy.

3. Policy & Procedures for Ensuring Physical Security of Personal Health Information

APPLICATION
Fully applicable Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Physical Security Policy Implemented
b. ICES-Central Physical Security SOP Implemented
c. ICES-Central Visitor SOP - Hectronic Implemented

Access Badge
d. ICES-Central Visitor SOP - Non-Electronic Implemented
Access Badge

e. Visitors Sign In/Out Sheet Implemented
f.  Visitors Policy Implemented
g. Keyscan Vantage Access Control System Implemented
h. Onboarding System Implemented
i. Key Sign In Log Implemented
j.  Internal Audit Policy Implemented
k. Security Incident Management Policy Implemented
. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES has defined a policy and associated procedures to address the physical safeguards required to protect
personal health information against theft, loss and unauthorized use or disclosure, and protect records of personal
health information against unauthorized copying, modification or disposal.

Physical safeguards provided for under ICES’ Physical Security Policy include controlled access to premises and
locations w here records of personal health information are retained, such as locked, restricted and/or monitored
access. In addition, the policy provides for the creation of security zones, w ith progressive levels of security and the
highest level preserved forlocations w here personal health information is held.

Compliance w iththe policy and its procedures is mandatory for all agents. Agents must notify the Security Manager
at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policy or procedures, in
accordance withICES’ Security Incident Management Policy. Violations including breach are subject to a range of
disciplinary actions, including warning, temporary or permanent loss of access privileges, legal sanctions and
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termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation with the Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established under
ICES’ Internal Audit Policy.

Access by Agent
The policy and procedures identify the various agents responsible for receiving, review ing, granting and terminating

access by agents to ICES’ premises and to locations within the premises where records of personal health
information are retained, including the levels of access that may be granted, which are outlined in the policy and
procedures. The various responsible agents include supervisors, the Security Manager, the Director, Data Quality
and Information Management, the Senior Director, Information Technology, Finance and Corporate Projects and the
Facilities Manager. The policy and procedures also address:

e Criteria for determining level of access, based on the “need-to-know ” principle (By default, agents are only
granted medium security access, w hile ICES’ IT and DQIM personnel are granted high-level access as
they require suchaccess for the performance of their duties;

e Time-limited access, w here appropriate; and

e Provisioning of identification cards, access cards and/or keys by the Facilities Manager.

Required documentation and communication of the above is also identified in the procedures. Supervisors must
submit a request for agents’ access to the Faciliies Manager in ICES’ Onboarding System (the required information
is set out in aform in ICES’ Onboarding System and includes, among other details, that agent’'s name, department
and role and access level requested as determined by the supervisor), which also documents any required
confirmations of approval (the required content of confirmations is also set out in ICES’ Onboarding System).
Supervisors will also receive email confirmation of access requests triggered by the Facilities Managers through
ICES’ Onboarding System. The Facilities Manager will issue an identification card or access card programmed to
allow access only to authorized locations within ICES’ premises and for the required timeframe. The Facilties
Manager must deliver the identification card or access card and/or keys to the agent in person.

Theft, Loss & Misplacement of Identification Cards, Access Cards & Keys

The policy and procedures set out the requirements and the process to be follow ed in the event of theft, loss and
misplacement of identification cards, access cards and/or keys. The procedures require agents to notify ICES’
Security Manager or the Facilities Manager at the firstreasonable opportunity by email and must specify w hen and
w here the identification card, access card and/or keys w ere lost or misplaced. The Security Manager or Facilities
Manager, as applicable, must immediately deactivate any electronic identification card or access cards. The
Faciliies Manager willissue a temporary or replacement identification card or access card and/or keys and must log
the agent’s name, card and/or key number, the date issued and the timeframe for return in the key log and/or card
holder database, which are maintained and retained by the Facilties Manager. Where an agent fails to return an
identification card or access card and/or keys, the Facilities Manager must contact the agent immediately to ensure
they are returned, and for any electronic identification card or access card not returned, must also ensure it is
deactivated.

Termination of Employment, Contractual or Other Relationship

The procedures require agents and their supervisors to notify a Human Resources Associate of the termination of
the agent’s employment, contractual or other relationship, and identify the procedure to be follow ed in terminating
access. This includes a requirement that identification cards, access cards and/or keys be returned on the date of
termination, at which time access to the premises must be terminated immediately by the Facilties Manager.
Termination includes deactivation of any electronic identification cards or access cards, and ensuring keys have
been returned.

Notification When Accessis No Longer Required

The procedures outline the process to be follow ed w hen an agent no longer requires access to locations w ithin ICES
that contain personal health information, including a requirement that agents and their supervisors notify the Facilities
Manager. Notification, the nature and format of w hichis specified in the procedures, must be provided on or before
the date that access is no longer required. The Facilties Manager must immediately reprogram the electronic
identification card or access card to terminate access to the restricted locations, and ensure all applicable keys
issued to the agent are returned.

Audit of Agents w ith Access tothe Premises

ICES requires the conduct of annual audits of agents with access to ICES’ premises and to locations within the
premises w here records of personal health information are retained, in accordance w ith ICES’ Internal Audit Policy .
The purpose of the audit is to ensure that agents continue to have an employment, contractual or other relationship
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withICES and continue to require the same level of access and identify and remediate any unjustified access. The
Security Manager is responsible for the conduct of the audits, in accordance with ICES’ Internal Audit Policy and
Security Audit Procedures.

Tracking & Retention of Documentation Related to Access to the Premises

The procedures identify systems used to log access approvals and changes, and assign responsibility to ICES’
Facilites Manager and, w here applicable, ICES’ receptionist for the management of those systems. Documentation
related to the receipt, review , approval and termination of accesstoICES’ premises and locations w ithin the premises
are stored in the Facilities Manager’s electronic or paper files.

Visitors

ICES’ Visitors Policy and associated procedures identify the agents responsible and the process to be follow ed in
identifying, screening and supervising visitors. Each visitor has a designated host who, w here applicable, must
inform ICES’ receptionist in advance of the visitor’'s arrival. The receptionist notifies the host w hen the visitor has
arrived at ICES. Visitors are required to complete the visitor’s log, recording their name, date and time of arrival, the
agent(s) with whom they are meeting and the date and time of departure. Where a visitor requires an electronic
access card or identification cardw ith special access privileges, the host must complete a Track-IT ticket requesting
that the Facilities Manager issue the card. The Visitors Policy specifies the identification that must be w orn by visitors
at all times.

The procedures address the duties of agents responsible for identifying, screening and supervising visitors. At a
minimum, the hostmust ensure the visitor is accompanied at all times, w ears the identification cardissued to hinvher
and returns it upon departure. The host and ICES’ receptionist are jointly responsible for ensuring the visitor
completes the visitors log upon arrival and departure. Where it is discovered that a visitor has failed to complete the
log, ICES’ receptionist must contact the host to obtain the necessary information. Where a visitor has failed to return
the identification card or access card, ICES’ receptionist must contact the host, w ho must in turn follow up with the
visitor to ensure the card is returned. If the card is lost or missing, ICES’ receptionist must notify the Facilities
Manager, w hois required to deactivate any electronic card.

The procedures require that ICES’ receptionist retain the visitors log in the receptionist’s office and that the Facilities
Manager retain other documentation related to the identification, screening or supervision of visitors in his/her office
in a designated file.

4. Log of Agents with Access to the Premises of the Prescribed Person or Prescribed

Entity
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES-Central Physical Security SOP Implemented

b. Onboarding System Implemented

c. Keyscan Vantage Access Control System Implemented

d. Track-IT System Implemented

e. Visitors Sign In/Out Sheet Implemented

f. ICES-Central Visitors SOP - Non Eectronic | Implemented
Badge

g. ICES-Central Visitors SOP - Hectronic Implemented
Access Badge

h. Visitors Policy Implemented

i.  Termination of Employment/Resignation & Implemented
Discharge Policy

j.  Internal AuditPolicy Implemented

k. Security Audit Log & Instructions Workbook | Implemented

DESCRIPTION

ICES has defined procedures that address the requirement to maintain a log of agents granted approval to access
the premises and the level of access granted. The required logs can be generated from the systems and
processes identified above, and include:

e Agent's name;
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e Level and nature of access;

e Locations within the premises to w hich access is granted;

e Date(s) access w as granted;

o Date(s) identification cards, access cards or keys w ere provided, associated identification numbers and
date(s) returned; and

e Date of next audit.

The systems and processes are subject to audit by the Security Manager under ICES’ Internal Audit Policy and
associated procedures contained in the Security Audit and Instructions Workbook.

5. Policy & Procedures for Secure Retention of Records of Personal Health Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Data Management Policy Implemented
b. ICES Data Management Standard Implemented
c. Records Retention Schedule Implemented
d. Data Backup Policy Implemented
e. Destruction of ICES Data SOP Implemented
f.  Privacy Impact Assessment Policy Implemented
g. ICES PIA Form - Service Provider Implemented
h. Security Incident Management Policy Implemented
i. Internal Audit Policy Implemented
j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES has developed policies, procedures and practices that collectively satisfy the requirements w ith respect to the
secure retention of records of personal health information in paper and electronic format.

The ICES Data Management Policy mandates that records of personal health information in both paper and
electronic format be retained for only as long as necessary to fulfill the purposes for w hich they w ere collected. The
policy requires that records of personal health information collected for research not be retained for longer than
specified in the research plan approved by a research ethics board, and that records of personal health information
collected pursuant to a data sharing agreement not be retained for longer than set out in the agreement. The policy
provides for the establishment of a records retention schedule, w hich exists and is used to monitor and manage
retention of personal health information in accordance with research plans and data sharing agreements.

The policy stipulates that records of personal health information must be retained in a secure manner and assigns
overall responsibility to the ICES’ Director, Data Quality and Information Management. The policy and the ICES Data
Management Standard identify the precise methods by w hich records of personal health information in paper and
electronic format must be securely retained. Records of personal health information on paper must be stored in
locked rooms and cabinets. Records of personal health information in electronic format on ICES systems must be
stored on a server isolated from the ICES netw ork. Records of personal health information on mobile media must
be encrypted and stored in locked rooms and safes.

The policy requires agents to take reasonable steps to ensure records of personal health information are protected
against theft, loss and unauthorized use, disclosure, copying, modification or disposal. The detail of the policy and
supporting standard, compliance w ith w hich is mandatory, effectively defines the reasonable steps, w hich include
use of locked rooms, cabinets and safes, segregated servers with access controls and encryption of mobile media.
As well,under the standard, personal health information w ith direct personal identifiers is retained only temporarily
until data quality issues have been resolved and is then securely destroyed by an ICES-approved method.

Retention by a Third Party Service Provider

ICES’ Privacy Impact Assessment Policy addresses the selection and management of any third party service
provider contracted to retain records of personal health information on ICES’ behalf (e.g. for backup purposes). The
policy stipulates that a privacy impact assessment must be conducted prior to establishing any such service
relationship. The ICES PIA Form - Service Provider, completion of which is the responsibility of an ICES Privacy
SME, has been defined for this purpose. The form is designed to:
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e Address the circumstances under w hich and the purposes for w hich records of personal health information
w ill be transferred to a third party for secure retention;

e Establish and detail an appropriately secure procedure and method for the transfer of records of personal
health information to the third party and the retrieval of records from the third party, which meet the
requirements of ICES’ ow n policies, procedures and practices for secure transfer;

e |dentify conditions fortransfer and retrieval, and

e Ensure the services are appropriately documented in a service level agreement that includes mandatory
privacy content in agreements w ith third party service providers as captured in an appendix in the ICES
PIA Form — Service Provider, and w hich must be review ed and approved by an ICES Privacy SME prior to
transfer.

The ICES Data Management Policy addresses the documentation that must be maintained in relation to the transfer
of records of personal health information to a third party service provider for retention. In particular, the agent
responsible for ensuring the secure transfer, either the Director, Information Technology (IT) or delegate, is required
to document the date, time and mode of transfer, and maintain a repository of written confirmations received from
the third party service provider upon receipt of the records, as well as a detailed inventory of the personal health
information being securely retained by or retrieved from the third party service provider.

Compliance withthe above policies, procedures and practices is mandatory for all agents. Agents must notify ICES’
Security Manager, or in the case of ICES Satellite Sites the Local Privacy and Security Officer, at the first reasonable
opportunity if they breach, or believe there has been a breach of, the policies or procedures, in accordance with
ICES’ Security Incident Management Policy. Violations including breach are subject to a range of disciplinary
actions, including w arning, temporary or permanent loss of access privileges, legal sanctions and termination of
employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in
consultation with the Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established under
ICES’ Internal Audit Policy.

6. Policy & Procedures for Secure Retention of Records of Personal Health Information
on Mobile Devices

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Protecting Personal Health Information on

Mobile D?evices Policy implemented

b. Internal Audit Policy Implemented
c. Discipline & Corrective Action Policy Implemented
d. Security Incident Management Policy Implemented
e. Privacy Impact Assessment Policy Implemented
f. ICES Project PIA Form Implemented
g. ICES Project PIA Review Procedure Implemented
h. Passw ord Policy Implemented
i.  Mobile Device Policy Implemented
j- ICES Data Management Policy Implemented
k. ICES Data Management Standard Implemented
I.  Accessto ICES Data Policy Implemented
m. Remote Access Policy Implemented

DESCRIPTION

ICES has developed policies, procedures and practices to identify w hether and in w hat circumstances ICES permits
the retention of records of personal health information on mobile devices. The term “mobile device” is defined in
ICES’ Protecting Personal Health Information on Mobile Devices Policy. Compliance with the policies, procedures
and practices is mandatory for all agents. Agents must notify ICES Security Manager, or at ICES Satellite Sites the
Local Privacy and Security Officer, at the first reasonable opportunity if they breach, or believe there has been a
breach of, the policies or procedures, in accordance with ICES’ Security Incident Management Policy. Violations
including breach are subject to a range of disciplinary actions, including w arning, temporary or permanent loss of
access privileges, legal sanctions and termination of employment or contract with ICES. Disciplinary actions are
enforced by ICES’ Director, Human Resources in consultation with the Chief Privacy and Legal Officer under ICES’
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Discipline and Corrective Action Policy. Compliance is subject to annual audit by the Security Manager and an audit
schedule established under ICES’ Internal Audit Policy.

ICES’ Protection of Personal Health Information on Mobile Devices Policy authorizes collection and retention on
mobile devices, subject to approval through a privacy impact assessment. Conducted by an ICES Privacy SME
under ICES’ Privacy Impact Assessment Policy, privacy impact assessments are guided by, and documented
through, an ICES Project PIA Form. The agent requesting to collect or retain records of personal health information
on a mobile device must submit an ICES Project PIA Form, the required content of w hichis defined in the form, to
an ICES Privacy SME. The ICES Privacy SME must review the ICES Project PIA Form, taking into account the
criteria and the requirements for approving or denying the request, including ensuring that other information — namely
de-identified and/or aggregate information — willnot serve the purpose and no more personal health information will
be retained on the mobile device than is reasonably necessary to meet the identified purpose. The ICES Privacy
SME must indicate approval by signing a copy of the ICES Project PIA Form and returning it by email to the agent.

ICES’ Protecting Personal Health Information on Mobile Devices Policy and Mobile Device Policy establish
conditions and restrictions on retention, w hich include:

o Retention of de-identified or aggregate information only if it will serve the purpose;

o De-identification to the fullest extent possible;

e A prohibition against retaining more personal health information on a mobile device than is reasonably
necessary for the identified purpose;

e Use of encryption and complex passw ords in accordance with ICES’ Passw ord Policy, and responsibility

of assigned IT staff for encryption;

Passw ord-protected screen savers and responsibility for enabling them;

Shortest possible retention period;

Second layer of encryption and different complex passw ord at the file level; and

Ensuring the use of the personal health information subject to assessment has already been approved

pursuant to ICES’ Privacy Impact Assessment Policy and supporting procedures.

ICES’ Protecting Personal Health Information on Mobile Devices Policy requires agents to retain personal health
information on the mobile device in compliance with ICES’ policies, procedures and practices relating to secure
retention of records of personal health information, and to securely delete the information in accordance with the
process and timeframe setout in the policies, procedures and practices. This policy and the ICES Data Management
Policy both address steps and measures to protect personal health information on mobile devices against theft, loss
and unauthorized use, disclosure, copying, modification or disposal.

ICES’ Remote Access Policy sets out the circumstances under w hich remote access to personal health information
is permitted and the associated requirements. Requests to access personal health information are required to be
made through a Work From Home Application and Agreement and submitted to the agent’s direct supervisor for
consideration and approval. One of the conditions for approving access is that the agent has signed the associated
agreement, thereby agreeing to a range of remote access safeguards such as taken measure to shield screens from
“shoulder surfers”. Agents are only permitted to access to the same personal health information remotely as they
are permitted to access w hile on ICES’ physical premise. The following are other conditions: Access to personal
health information containing direct personal identifiers is permitted in a private space only; access to coded data is
permitted from either a private or a semi-private space; and access to personal health information in any format in a
public space is prohibited. Access must occur, and is technically feasible only, through ICES-managed remote
access softw are.

7. Policy & Procedures for Secure Transfer of Records of Personal Health Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Data Management Policy Implemented
b. ICES Data Management Standard Implemented

c. Secure Transfer of Personal Health

Information SOP Implemented
d. Contracts Database Implemented
e. DQIM Data Disclosure Log Implemented
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f.  Managing Paper Chart Documents Implemented
Procedure

g. Case List Request & Distribution implemented
Procedure

h. Security Incident Management Policy Implemented

i. Internal Audit Policy Implemented

j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES has developed policies, procedures and practices that collectively address the secure transfer of personal
health information in paper and electronic format. The ICES Data Management Policy requires personal health
information to be transferredin asecure manner, and the ICES Data Management Standard and the Secure Transfer
of Personal Health Information SOP set out the secure methods of transferring records of personal health information
in paper and electronic format that have been approved by ICES. The policy specifically requires agents to use only
approved methods of transferring records of personal health information and prohibits all other methods. The
standard and SOP outline the approved methods and associated procedures.

Electronic File & Mobile Media Transfers

The standard and SOP authorize transmission of records of personal health information through a secure and
encrypted electronic file transfer system or encrypted mobile media. The standard and SOP outline the conditions
for transfer. These include conduct and approval of a privacy impact assessment by an ICES Privacy SME that
documents authority for the transfer of records. The SOP assigns responsibility to an ICES Data Covenantor for
ensuring the records of personal health information are securely transferred. In the case of inbound transfers, ICES’
receptionist is permitted to receive mobile media transferred to ICES by courier, but upon receipt, the media must
be retrieved by an ICES Data Covenantor and stored in a secure data safe.

The SOP identifies the documentation that must be completed in relation to the secure transfer. For each inbound
transfer an ICES Data Covenantor must update the Contracts Database, recording the date and mode of transfer
and the recipient of the records of personal health information. The Contracts Database also contains the nature of
personal health information transferred to ICES. For each outbound transfer, the ICES Data Covenantor must update
the DQIM Data Disclosure Log, recording the date and mode of transfer, the recipient of the records and the nature
of the personal health information transferred. The ICES Data Covenantor is required to file confirmations of receipt.

Paper & Email Transfers

The standard permits the transfer of records of personal health information by email or by paper only in the context
of a specific type of ICES activity called “primary data collection.” The procedures, conditions, roles and
responsibilities and required documentation for paper and email transfers are set out in the Managing Paper Chart
Documents and the Case List Request Distribution procedures. The procedures provide as follow s: paper, w hichis
only ever transferred from data custodians to ICES and never from ICES to them, must be sent by courier and any
direct personal identifiers must be removed prior to transfer. Case lists sent by email must not contain direct personal
identifiers beyond medical record numbers and must be contained in an encrypted, passw ord-protected file, and the
passw ord sent separately fromthe file. The assigned ICES research coordinator or ICES Abstractor, as applicable,
is responsible for ensuring the records are securely transferred. Confirmations of receipt by email are required in the
case of email transfers.

The SOP together with the ICES Data Management Policy and the ICES Data Management Standard outline the
administrative, technical and physical safeguards that must be implemented in transferring records of personal
health information through each of the approved methods. The policy requires that the approved methods of secure
transfer and associated procedures and safeguards be consistent with IPC orders, including Order HO-004 and
Order HO-007; IPC guidelines, factsheets and best practices, and evolving privacy and security standards and best
practices.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify ICES’ Security
Manager, or at an ICES Satellite the Local Privacy and Security Officer, at the first reasonable opportunity if they
breach, or believe there has been a breach of, the policy or procedures, in accordance with ICES’ Security Incident
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation withthe Chief Privacy
and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual audit by the
Security Manager and an audit schedule established under ICES’ Internal Audit Policy.
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8. Policy & Procedures for Secure Disposal of Records of Personal Health Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. ICES Data Management Policy Implemented
b. ICES Data Management Standard Implemented
0. Destruction of ICES Data SOP Implemented
c. Information Media Destruction SOP Implemented
d. Privacy Impact Assessment Policy Implemented
e. ICES PIA Form — Service Provider Implemented
f. Internal Audit Policy Implemented
g.
h. Security Incident Management Policy Implemented
i. Privacy Incident Management Policy Implemented
j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

The ICES Data Management Policy and related procedures address the secure disposal of records of personal
health information in both paper and electronic format. The policy requires records of personal health information to
be disposed of in a secure manner that is consistent w ith the definition in PHIPA and its regulation. The policy states
that secure disposal means that records are disposed of in sucha manner that their reconstruction is not reasonably
foreseeable in the circumstances.

The ICES Data Management Standard, Information Media Destruction SOP and Destruction of ICES Data SOP
identify the precise methods for the secure disposal of records of personal health information in paper and electronic
format, including various media. Records on paper must be disposed of by crosscut shredding or deposited into
approved shredding bins for secure disposal by a third party service provider. Mobile devices or media must be
w iped using secure overw rite utility softw are. Unserviceable mobile media must be physically destroyed by burning
platters, degaussing or shredding to prevent reconstruction. Records on ICES servers must be permanently deleted.
The policy requires that these secure disposal methods be consistent with PHIPA and its regulation, with IPC orders,
including Order HO-001 and Order HO-006, and with IPC guidelines, factsheets and best practices, including Fact
Sheet 10: Secure Destruction of Personal Information.

The standard and the tw 0 SOPs address the secure retention of records of personal health information pending their
secure disposal. Records intended for disposal must be physically segregated from records intended for recycling,
stored in designated areas, and retained in clearly marked cabinets, safes or bins. Records on paper, if not shredded
by ICES staff, must be stored in designated bins distributed throughout ICES’ premises until they are securely
disposed of by a third party service provider. Shredding bins are clearly marked, opaque and locked and their
contents cannot be accessed by ICES staff. ICES’ Facilities Manager is responsible for ensuring the security of
paper bins pending secure disposal of their contents. Mobile media intended for disposal must be clearly marked
and stored in a locked room in a clearly marked safe until they are securely disposed of. ICES’ [T Service Lead is
responsible for ensuring the media is securely retained pending its secure disposal.

Disposal by a Designated ICES Agent, Not a Third Party Service Provider

Under the Destruction of ICES Data SOP, w here a designated ICES agent, and not a third party service provider, is
responsible for disposal of records of personal health information, the disposal must be carried out or coordinated
by an ICES Data Covenantor or assigned IT staff within the timeframe specified in the data sharing agreement or
Records Retention Schedule. The circumstances under which and conditions pursuant to which disposal is
performed by an ICES Data Covenantor include physical destruction of CD-Rs and removal of electronic records on
laptops and ICES systems. When records are contained on mobile media or devices other than CD-Rs or laptops,
an ICES Data Convertor must submit a Track-IT ticket to request disposal by assigned [T staff. Specific
responsibilities of ICES Data Covenantors and IT staff with respect to secure disposal, including tracking of
destruction dates and storage of certificates of destruction, are detailed in the Destruction of ICES Data SOP and
Information Media Destruction SOP.

Under the ICES Data Management Standard, personal health information with direct personal identifiers is retained
only temporarily until data quality issues have been resolved and is then securely destroyed by an ICES-approved
method.
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The SOPs require ICES Data Covenantors to provide certificates of destruction to the data custodian no later than
a specified time follow ing the secure disposal. The certificates of destruction are required to:

e Identify the records of personal health information to be securely disposed of;

e Confirm the secure disposal of the records of personal health information;

e  Set out the date, time and method of secure disposal employed; and

e Bear the name and signature of the agent(s) w ho performed the secure disposal.

Disposal by a Third Party Service Provider

ICES’ Privacy Impact Assessment Policy addresses the selection and management of any third party service
provider contracted to securely dispose of records of personal health information on ICES’ behalf. The policy
stipulates that a privacy impact assessment must be conducted prior to establishing any such service relationship.
The ICES PIA Form — Service Provider, completion of w hichis the responsibility of an ICES Privacy SME, has been
defined for this purpose. The form is designed to:

e Establish and detail an appropriately secure procedure and method for the transfer of records of personal
health information to the third party service provider, w hich meet the requirements of ICES’ ow n policies,
procedures and practices for secure transfer;

e |dentify conditions fortransfer; and

e Ensure the services are appropriately documented in a service level agreement that includes mandatory
privacy content as captured in the appendix to the ICES PIA Form — Service Provider, and w hich must be
review ed and approved by an ICES Privacy SME prior to transfer.

The ICES Data Management Policy addresses the documentation that must be maintained in relation to the transfer
of records of personal health information to a third party service for secure disposal. In particular, the agent
responsible for ensuring the secure transfer, either the Director IT or delegate in the case of personal health
information on mobile media, or the Facilties Manager in the case of personal health information on paper, is
required to document the date, time and mode of transfer, and maintain a repository of w ritten confirmations received
fromthe third party upon receipt of the records and a detailed inventory of the personal health information transferred
for secure disposal.

Currently at ICES, secure disposal of paper and mobile media by a third party service provider is done onsite only
and transfer is not required. For disposal of paper the Information Media Destruction SOP requires ICES’ receptionist
to track the date the third party service provider was onsite to perform the disposal and the date the certificate of
destruction w as received. The receptionist must provide the certificate of destruction to the Facilties Manager for
storage in the Manager’s office. For disposal of mobile media, the IT Service Lead is responsible for tracking and
filing copies of certificates of destruction on a restricted electronic folder. Where a third party service provider does
not provide a certificate of destruction w ithin the required timeframe, the Facilties Manager or IT Service Lead, as
applicable, must follow up to ensure the certificate is provided.

Compliance w iththe above policies, procedures and practices is mandatory for all agents. Agents must notify ICES’
Security Manager, or at ICES Satellites the Local Privacy and Security Officer, at the firstreasonable opportunity if
they breach, or believe there has been a breach of, the policies or procedures, in accordance with ICES’ Security
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation withthe
Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual
audit by ICES’ Security Manager and an audit schedule established under ICES’ Internal Audit Policy.

9. Policy & Procedures Relating to Passwords

APPLICATION

Fully applicable Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Password Policy Implemented
b. Security Incident Management Policy Implemented
c. Internal Audit Policy Implemented
d. Discipline & Corrective Action Policy Implemented
DESCRIPTION
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ICES’ Passw ord Policy addresses passw ords for authentication and access to information systems, technologies,
equipment, resources, applications and programs. The policy applies to all agents who access computing systems
operated by ICES, including any default user account on systems or softw are owned, licenced or managed by ICES,
w hether such access is from an ICES-ow ned or personal computer.

The policy is consistent with orders, guidelines, fact sheets and best practices issued by the IPC, and industry
standards. The policy defines:

e  Minimum and maximum passw ord length;

e Password composition, which must be a combination of upper and lower case letters, numbers and
alphanumeric characters;

e Restrictions on re-use of prior passw ords;

e Timed automated expiry and frequency of passw ord change;

e Consequences follow ing a defined number of failed login attempts, including account lockout;

e Imposition of system-wide passw ord-protected screen saver after a defined period of inactivity; and

e Administrative, technical and physical safeguarding rules for agents to maintain confidentiality of
passw ords, including specific requirements to keep passw ords private and secure, change passw ords
immediately if suspected they have become know n to others, and to refrain from w riting dow n, displaying,
concealing, hinting at, providing, sharing or otherw ise making passw ords know n to others.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify the Security
Manager, or at ICES Satellite Sites the Local Privacy and Security Officer, at the firstreasonable opportunity if they
breach, or believe there has been a breach of, the policy or procedures, in accordance with ICES’ Security Incident
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation withthe Chief Privacy
and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual audit by the
Security Manager and an audit schedule established under ICES’ Internal Audit Policy.

10. Policy & Procedure for Maintaining & Reviewing System Control & Audit Logs

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. System Control & Audit Log Policy Implemented
b. System Control & Audit Log SOP Implemented
c. System Control & Audit Log Standard Implemented
d. Security Audit SOP Implemented
e. Internal Audit Policy Implemented
f.  Privacy Incident Management Policy Implemented
g. Security Incident Management Policy Implemented
h. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ System Control and Audit Log Policy provides for the creation, maintenance and ongoing review of system
control and audit logs that are aligned w ith industry standards over time and commensurate with the amount and
sensitivity of the personal health information maintained, the number and nature of agents with access, and the
associated risks.

ICES’ System Control and Audit Log SOP requires ICES’ information systems involving personal health information,
including technologies, applications and programs, to be configured to log access, use, modification and disclosure.
The types of events that require auditing and the nature and scope of the information to be captured in the system
control and audit logs are set out in ICES’ System Control and Audit Log Standard. These logs are required to
contain the date and time personal health information is accessed and access is disconnected, as w ell as the user
and computer identifiers, type of action performed such as retrieval, creation or deletion, date and time of the action,
and any changes to values. Under the SOP, the Security Manager is responsible for ensuring required audits are
conducted and the required information is captured in these logs, including its nature and scope.

The consistency of these logs is ensured through provisions in ICES’ System Control and Audit Log Policy and
reinforced by the SOP, w hich also identifies the procedures for ensuring logs are protected from unauthorized
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access, and assigns responsibility for protecting logs to the System/Database Administrator. The SOP requires the
System/Database Administrator to retain these logs and identifies their location and the retention period. Review of
these logs by the Security Manager, as well as by the System Information and Event Management Administrator
and under w hat circumstances, and the review frequency and process, are also defined in the policy and SOP.
These designated review ers of logs are required to provide notification, at the first reasonable opportunity, of any
privacy incidents or breaches under ICES’ Privacy Incident Management Policy or security incidents or breaches
under ICES’ Security Incident Management Policy. The relationship betw een the SOP and ICES’ Privacy Incident
Management Policy and ICES’ Security Incident Management Policy is identified in the SOP.

ICES’ System Control and Audit Log SOP assigns responsibility to the Security Manager for addressing findings
within specified timelines and monitoring to ensure the findings have been addressed, and identifies related
documentary requirements. Also addressed in the SOP is how findings will be communicated by the Security
Manager to the Manager or Director of IT and the timeframes for communication. The SOP assigns responsibility to
the Security Manager for tracking the findings using the Security Incidents Log and monitoring to ensure the findings
and any remediation steps have been addressed.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify the Security
Manager, or at an ICES Satellite Site the Local Privacy and Security Officer, at the first reasonable opportunity if
they breach, or believe there has been a breach of, the policy or procedures in accordance with ICES’ Security
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources, in consultation w iththe
Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual
audit by the Security Manager and an audit schedule established under ICES’ Internal Audit Policy.

11. Policy & Procedures for Patch Management

APPLICATION

Fully applicable Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Patch Management Policy Implemented
b. Information Technology Change
Management SOP Implemented
c. Security Incident Management Policy Implemented
d. Internal Audit Policy Implemented
e. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ Patch Management Policy addresses the implementation of patch management at ICES. Under the policy,
ICES’ IT Manager must assign responsibility to specific IT staff for monitoring the availability of patches and related
patch management tasks. The policy identifies the frequency of monitoring and the associated procedure that must
be follow ed. The policy requires assigned IT staff to determine w hether and w hento implement a patch, based upon
criteria that are set out in the policy, and further identifies the process that must be follow ed in this regard. When it
is determined a patch should not be implemented, the policy requires the assigned IT staff to document a description
of the patch, the date it became available, the severity level, the information system to w hichthe patch relates and
the rationale for not implementing the patch. When it is determined a patch should be implemented, the policy
identifies the priority and required timeframe for implementation based upon the severity level of the patch. The
process for patch implementation is set out in ICES’ Information Technology Change Management SOP, w hich
identifies the agent responsible for implementation (i.e. the assigned Change Implementer), the circumstances in
w hich patches must be tested, the timeframe for testing and the required documentation and responsibility for
testing.

The policy and SOP address the documentation that is required to be maintained withrespectto patches that have
been implemented and assigns responsibility for its maintenance to the designated IT staff. Minimum documentation
content includes a description of the patch and its severity level, the date it became available, the system to w hich
the patch relates, implementation date, agent responsible for implementation, test date, agents responsible for
testing, and the test results.

Compliance w ith the above policy and its procedures is mandatory for all agents. Agents must notify ICES’ Security
Manager, or at ICES Satellites the Local Privacy and Security Officer, at the first reasonable opportunity if they
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breach, or believe there has been a breach of, the policy or procedures, in accordance with ICES’ Security Incident
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation withthe Chief Privacy
and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual audit by
ICES’ Security Manager and an audit schedule established under ICES’ Internal Audit Policy.

12. Policy & Procedures Related to Change Management

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Change Management Policy Implemented
b. Change Management Procedure Implemented
c. Request for Changer Form (RFC) Implemented
d. Security Incident Management Policy Implemented
e. Internal Audit Policy Implemented
f. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ Change Management Policy and associated procedures address the receipt, review and approval or denial
of requests to change the operational environment of ICES.

The policy and procedures address:

e The request process, requirements and associated roles and responsibilities;

e Receipt, review and approval or denial of change requests by an established Change Advisory Board
comprised of agents fromICES’ Information Technology, , ICES’ Privacy and Legal Office, w hich includes
the Security Manager, Corporate Services and Research and Analysis;

e The documentation that must be completed (i.e. a Request for Change Form or RFC) by the requestor and
submitted to the Change Advisory Board, through a designed Change Coordinator, forreview and approval;

e Minimum documentation content requirements, w hich are defined in the RFCF, including the requestor’s
name, the change requested, the date the change w as requested, the rationale/need forthe change, the
impact and, w here applicable, the rationale for a decision not to implement the change;

e Criteria and process for determining w hether to approve or deny requests;

e The manner in which decisions must be documented, and the method and format for communicating
decisions to the requestor;

o Responsibility of the change manager and Change Advisory Board for prioritizing and determining timelines
forimplementation of approved changes, and associated documentation;

e The process and responsibility of the change implementer for implementing approved changes, and
associated documentation;

o Responsibility of the change manager for maintaining and updating documentation of changes that have
been implemented, including a description of the change requested, the requestor’s name, the change
requested, the date the change w as requested, the change priority, the date the change w as implemented,
responsibility of the change implementer forimplementation, the date the change w as tested, responsibility
of the change implementer for testing, and the test results; and

e The circumstances in which changes must be tested by the change implementer and associated time
frame, procedures and documentation.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify the Security
Manager, or at an ICES Satellite Site the Local Privacy and Security Officer, at the first reasonable opportunity if
they breach, or believe there has been a breach of, the policy or procedures, in accordance with ICES’ Security
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
warning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation withthe
Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual
audit by the Security Manager and an audit schedule established under ICES’ Internal Audit Policy.
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13. Policy & Procedures for Back-Up & Recovery of Records of Personal Health

Information

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Data Backup Policy Implemented
b. Privacy Impact Assessment Policy Implemented
c. ICES Data Management Policy Implemented
d. ICES Data Management Standard Implemented
e. ICES PIA Form — Service Provider Implemented
f.  Internal Audit Policy Implemented
g. Privacy Incident Management Policy Implemented

DESCRIPTION

ICES’ Data Backup Policy addresses the backup and recovery of records of personal health information. The policy
specifically addresses:

Types of backup storage devices used,;
Frequency with w hich personal health information is backed up;

e Process and requirements for backup and recovery;

e The need for the availability of backed-up records and the circumstances under w hich backed-up records
w ill be made available;

e Testing of backups and recovery procedures, and testing frequency and process;

e Required documentation for backup, recovery and testing, the contents of which are defined in the
applicable document or log;

e Requirement to ensure backup storage devices are securely retained in a restricted area w ithin ICES and
timeframe for retention;

e Responsibility for all of the above, which is assigned to ICES’ Director, IT and designated system
administrators.

The policy is required to be in compliance withICES’ policies, procedures and practices for the secure retention of
records of personal health information, including the ICES Data Management Policy and the ICES Data Management
Standard.

Retention by a Third Party Service Provider

ICES’ Privacy Impact Assessment Policy addresses the selection and management of any third party service
provider contracted to retain records of personal health information on ICES’ behalf. This includes any third party
service provider contracted to retain backed-up records. The policy stipulates that a privacy impact assessment must
be conducted prior to establishing any such service relationship. The ICES PIA Form - Service Provider, completion
of whichis the responsibility of an ICES Privacy SME, has been defined for this purpose. The formis designed to:

e Establish and detail an appropriately secure procedure and method forthe transfer of backed-up records
of personal health information to the third party service provider and the retrieval of records from the third
party service provider, w hich meet the requirements of ICES’ ow n policies, procedures and practices for
secure transfer;

e Identify conditions for transfer and retrieval; and

e Require that a written agreement be executed with the third party service provider that meets or exceeds
appropriate mandatory privacy content, and w hich must be review ed and approved by an ICES Privacy
SME prior to transfer.

The ICES Data Management Policy addresses the documentation that must be maintained in relation to the transfer
of backed-up records of personal health information to a third party service provider for retention. In particular, the
agent responsible for ensuring the secure transfer — namely the Director, IT or delegate, as applicable —is required
to document the date, time and mode of transfer and maintain a repository of written confirmations received from
the third party service provider upon receipt of the records and a detailed inventory of the personal health information
being securely retained by, or retrieved from, the third party service provider.

Compliance w ith the above policies, procedures and practices is mandatory for all agents. Agents must notify the
Security Manager, or at ICES Satellite Sites the Local Privacy and Security Officer, atthe firstreasonable opportunity
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if they breach, or believe there has been a breach of, the policies or procedures, in accordance w ith ICES’ Security
Incident Management Policy. Violations including breach are subject to a range of disciplinary actions, including
w arning, temporary or permanent loss of access privileges, legal sanctions and termination of employment or
contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation withthe
Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual
audit by the Security Manager and an audit schedule established under ICES’ Internal Audit Policy.

14. Policy & Procedures onthe Acceptable Use of Technology

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Acceptable Use Policy Implemented
b.
C.
d. Change Management Policy Implemented
e. Change Management Procedures Implemented
f.  Track-IT System Implemented
g. Personnel IT Equipment Request Form Implemented
h. Security Incident Management Policy Implemented
i. Internal Audit & Monitoring Policy Implemented
j. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’" Acceptable Use Policy outlines the acceptable use of ICES’ information systems. The policy applies w hether
or not equipment involved is ow ned, leased or operated by ICES.

The policy defines uses that are permitted, uses that are prohibited and uses that are subject to prior approval. The
policy does not detail the process for making or approving a request for any standard equipment, applications or
programs. Requests for any of these are simply handled and documented through ICES’ IT ticket system. The
requestor must complete a Personnel IT Equipment Request Form, obtain the signature of his/her supervisor and,
w here applicable, the signatures of the Director of Finance and the relevant Senior Director, and submit the form
through a Track-IT ticket to ICES’ HelpDesk for processing by the assigned IT staff. The form requires, among other
details, justification forthe need of the equipment, application or program.

If the equipment, application or program falls outside of ICES’ standard list, the process for making and approving a
request is set out in ICES’ Change Management Procedures. The requestor is required to complete a Change
Request Form, the required details of which are defined in the form. This form must be review ed by a designated
Change Advisory Board consisting of agents from ICES’ Information Technology and ICES’ Privacy and Legal Office,
w hichincludes the Security Manager. The procedures identify the criteria for approving or denying the request, as
w ell as how decisions by the Change Advisory Board must be documented, including the reasons forthe decision
and any conditions on approval with which the requestor must comply, and how those decisions must be
communicated to the requestor.

Compliance with the above policies, procedures and practices is mandatory for all agents. Agents must notify the
Security Manager at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policies
or procedures, in accordance with ICES’ Security Incident Management Policy. Violations including breach are
subject to a range of disciplinary actions, including w arning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Directory,
Human Resources in consultation with the Chief Privacy and Legal Officer under ICES’ Discipline and Corrective
Action Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established
under ICES’ Internal Audit Policy.

15. Policy & Procedures In Respect of Security Audits

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Internal Audit Policy Implemented
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b. Security Audit Procedure Implemented

c. Security Audit Log & Instructions implemented
Workbook P

d. Security Audit Report Form Implemented

e. Security Incident Management Policy Implemented

f.  Privacy Incident Management Policy Implemented

DESCRIPTION

ICES’ Internal Audit Policy and Security Audit Procedure identify the types of security audits that are required to be
conducted, and the purpose, scope, circumstances and frequency for each. It provides as follow s:

Threat and Risk Assessments

ICES conducts Threat and Risk Assessments prior to implementing new technologies or making changes to existing
technologies that could impact security. Threat and Risk Assessments are conducted to identify and address security
w eaknesses that could otherwise lead to Security Incidents.

Security Assessments
ICES conducts ad hoc security assessments to identify and address the security implications of requests made by
Information Technology and others.

Vulnerability Assessments
ICES conducts quarterly vulnerabilty assessments to measure the overall security health of ICES systems by
looking for unknow n changes that have been made to those systems.

Penetration Testing

ICES conducts penetration tests prior to implementing new technologies or making changes to existing technologies
that could impact security. Penetration tests are used to attempt to exploit vulnerabilities in ICES computer systems,
netw orks and w eb applications to determine if unauthorized access or malicious activity is possible.

Ethical Hacks
ICES conducts quarterly ethical hacks to identify potential threats inside ICES environments by duplicating the intent
and actions of malicious hackers.

Review s of System Control and Audit Logs
ICES reviews system control and audit logs on a daily basis to detect malicious activity and identify internal and
external threats.

Audits of ICES’ Security Policies, procedures and practices
ICES audits each of its security policies and associated procedures every calendar year. Audits are conducted in
order to:

1. Verify that policies and selected procedures are implemented and in place
2. Bvaluate their effectiveness to meet the objectives of the policy, and
3. Correct deficiencies.

The Security Manager has overall responsibility forimplementation of the policy. This is specified in the policy, as is
the overarching responsibility of the Chief Privacy and Legal Officer for privacy and security. Responsibilities of the
Chief Privacy and Legal Officer specifically include the selection and supervision of auditors and establishment of
an audit schedule to fulfill the objectives of the policy.

The Security Audit Report Form is designed to hold report forms that guide audits. The template is tailored by audit
type, but consistently addresses the follow ing:

e The nature (e.g. document review s, interview s) and scope of the audit;
e Responsible auditor;

e Selection criteria;

e Audit findings;

e Recommendations;

e Remedial action and associated responsibilities, timing and status; and
o Whether or not notice willbe provided.
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Topics common to all security audits are addressed on the general Instructions page for auditors at the front of the
ICES Security Audit Log and Instructions Workbook. These topics include:
e The process, form and content for giving notice of a planned audit;
e Content and responsibility for maintaining audit files;
e Location of audit files;
e Responsibility formaking and communicating audit findings and recommendations, and the timing, manner
and content of those communications;
e Responsibility and a timeline for establishing and carrying out action plans to address recommendations;
e Responsibility and a timeline for monitoring the implementation and effectiveness of action plans;
e Approval and reporting of audit findings, w hichinclude a requirement to report high risk findings to ICES’
Chief Executive Officer; and
e Timing and required documentation forclosure of audit files.

The Instructions sheet also addresses maintenance of the Security Audit Log, including storage location of the log
and audit files and auditors’ responsibility for:

e Maintenance of the log;

e Communicating and tracking recommendations that arise from privacy audits;

e Documentation of audits.

Agents who conduct audits have a duty to report any breaches or suspected breaches detected at the first
reasonable opportunity under ICES’ Security Incident Management Policy and, as applicable ICES’ Privacy Incident
Management Policy.

16. Log of Security Audits

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Security Audit Log & Instructions Implemented
Workbook
b. Security Audit Report Form Implemented
DESCRIPTION

ICES has alog and report forms that capture:

e Nature and type of audit;

e  Completion date;

e Responsible auditor;

e Recommendations arising from the audit;

e Agent responsible for addressing the recommendations;

e Date each recommendation was or is expected to be addressed; and

e The manner in which each recommendation was oris expected to be addressed.

17. Policy & Procedures for Information Security Breach Management

APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Security Incident Management Policy Implemented
b. Security Incident Log & Report Forms Implemented
Workbook
c. Privacy Incident Management Policy Implemented
d. \Trvg/ﬁ((kz))éolrllmdent Log & Report Forms implemented
DESCRIPTION

ICES’ Security Incident Management Policy and associated procedures address the process to be follow ed for the
identification, reporting, containment, notification, investigation and remediation of information security breaches.
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The definition of information security breach is defined in the policy and includes contravention of ICES’ security
policies, procedures and practices.

Under the policy, every agent is required to report such events at the first reasonable opportunity. Events are
considered detected and reportable, and subject to this policy and its associated procedures, once suspected.

Agents w ho detect or suspect an information security breach are required to report to ICES’ Security Manager, or if
the breach is detected an ICES Satellite, to the Local Privacy and Security Officer for that location. They are required
to do so immediately. The policy stipulates that contact is to be made verbally, w herever practicable, and otherw ise
by email. In the absence of the Local Privacy and Security Officer at an ICES Satellite, reports should be made to
ICES’ Security Manager directly. The identity and contact information for ICES’ Security Manager and the Local
Privacy and Security Officers is provided, and accessible to all agents, on the Privacy & Legal Office page of ICES’
intranet. The Security Manager or Local Privacy and Security Officer, as applicable, creates an entry for the report
on the Security Incidents Log and establishes a file on the secure Information Security folder on the ICES netw ork.

Under the procedures, Local Privacy and Security Officers are required to refer security breaches to the Security
Manager for handling. The Security Manager is then required to launch a Security Breach Report Form and
commence an investigation. The Form, w hich guides the investigation and must be completed, captures the date of
the report, and w hether or not any personal health information might be involved and the determination w hether or
not a security breach has, in fact, occurred. Where the initial investigation suggests that personal health information
is involved, the Security Manager is required to refer the report to a Privacy SME for confirmation and potential
handling. Where personal health information is, or is believed to have been, stolen, lost or accessed by unauthorized
persons, the health information custodian or other organization that disclosed it to ICES willbe notified at the earliest
reasonable opportunity in accordance with ICES’ Privacy Incident Management Policy and procedures.

The Security Manager is required to keep the Chief Privacy and Legal Officer apprised of the volume, nature and
handling of security breaches through a w eekly status report. Where the Security Manager judges a security breach
has been caused by malfeasance or is otherw ise significant for reasons of scale, scope or complexity or the potential
to cause disruption, the Security Manager will report it to the Chief Privacy and Legal Officer immediately, w ho must
evaluate and if the assessment is confirmed, notify ICES’ Chief Executive Officer. Whether suchreports are provided
verbally or in writing depends on the complexity of the facts to be relayed, and is decided by the Chief Privacy and
Legal Officer. The information provided to the Chief Executive Officer also includes the identity of any parties the
Security Manager has identified who must be notified and, if any, a plan for how notice will be given. This is subject
to the general requirement that notice to those parties should be given at the earliest reasonable opportunity.

The procedures stipulate that security breaches, including suspected breaches, be immediately contained by the
Security Manager. The procedures specify the approach and objectives for containment. The containment measures
must have regard to the systems and processes involved and w hatis required to prevent further harm. Containment
must be as extensive, and last for as long, as reasonably required for this purpose, but no more. Ata minimum, it
must prevent further copying of affected, or other, information and, w here containment involves destruction, ensure
that this is carried out in a secure fashion and the date, time and method of destruction documented. The Security
Manager is responsible for documenting decisions and containment activities in the Security Incident Report Form,
and verifying compliance withthe containment plans carried out by other agents.

The Security Manager is required to consider w hether or not ICES has a duty to notify any third party, and if it has,
prepare a w ritten notification plan for review by the Chief Privacy and Legal Officer. The plan must take into account
any particular arrangements relevant to notification contained in the data sharing agreement. It must also identify
the appropriate ICES agent to deliver the notice and its format, the nature of any personal health information at
issue, the measures that have been, and will be, implemented to contain the breach, including investigation and
remediation. Where investigation determines that personal health information has been stolen, lost or accessed by
unauthorized persons, the health information custodian that disclosed the information to ICES must be notified. Once
the notification plan is approved, the Chief Privacy and Legal Officer is required to inform ICES’ Chief Executive
Officer within 30 days of detection and to ensure the plan is carried out and addresses all of the information identified
in the plan.

Under the procedures, the Security Manager is required to commence an investigation once a breach has been
contained. The objective is to gain a more precise understanding of the breach, including any personal health
information involved, and identify the root cause(s) and measures to address them. The Security Manager is
empow ered to make w hatever inquiries are reasonably required to achieve these objectives, which can include
document review, interview s and physical inspections. All must be reflected in the Security Breach Report Form and
supported by documentation, w hich must be saved to the incident file.
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The Security Manager is responsible for communicating recommendations and w orking w ith agents to finalize action
plans to address them. The Security Manager then reflects w hat has been agreed in a written plan, w hichis sent to
the agent. This includes the names of those responsible as w ellas the timeline, w hich cannot exceed 45 days unless
approved by the Chief Privacy and Legal Officer. It is the responsibility of the agents identified on the plan to assign
others, as required, to carry it out; the Security Manager monitors to ensure compliance w iththe agreed timeline and
reflects this in the Security Incidents Log.

Once all remedial action and notification are complete, the Security Manager ensures all supporting documentation
is saved to the file, updates the Security Incident Report Form. Where the security breach also involved a privacy
breach, the Security Manager sends a link to the Chief Privacy and Legal Officer to request approval to close the
file. Once completed, the Form captures all the key facts associated with the security breach, including
recommendations and their status. Once finalized, the Security Manager reflects this in the Security Incidents Log,
w hichis maintained to track all security breaches and associated recommendations and timelines.

Compliance with the above policy and procedures is mandatory for all agents. Agents must notify ICES’ Security
Manager, or at an ICES Satellite the Local Privacy and Security Officer at the first reasonable opportunity if they
breach, or believe there has been a breach of, the policies or procedures in accordance with ICES’ Security Incident
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract w ith
ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources, in consultation withthe Chief Privacy
and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual audit by the
Security Manager and an audit schedule established under ICES’ Internal Audit Policy.

18. Log of Information Security Breaches

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Security Incident Log & Report Forms Implemented
Workbook
DESCRIPTION

ICES has defined a log and report form, w hich together capture:

e Date of the information security breach;

e Date the breach was identified or suspected;

e Nature of the personal health information, if any, involved;

e Nature and extent of the information security breach;

e Containment date and measures;

o Date of any notifications to the health information custodian or other organization;

e Investigation complete date;

e Investigator name; and

e Resulting recommendations and action plans with responsible agents and date each recommendation
w as addressed.
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Part 3— Human Resources Documentation

1. Policy & Procedures for Privacy Training & Awareness

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Privacy Awareness & Training Policy Implemented

b. Privacy & Security Aw areness Procedures | Implemented

c. Privacy & Security Aw areness Log Implemented

d. Privacy & Security Aw areness Attendance implemented
Sheet

e. Privacy & Security Aw areness mplemented
Requirements Table P

f. Privacy Consultation Log Implemented

g. Internal Audit Policy Implemented

h. Discipline & Corrective Action Policy Implemented

i. Privacy Incident Management Policy Implemented

DESCRIPTION

ICES’ Privacy Aw areness and Training Policy requires agents to comply w ithrequirements established by the Chief
Privacy and Legal Officer to create and sustain aw areness of ICES’ privacy policies, procedures and practices. At a
minimum, these requirements include completion of initial privacy orientation prior to receiving access to personal
health information, as w ellas participation in ongoing privacy aw areness initiatives, including annual privacy training,
w hich are devised by the Chief Privacy and Legal Officerto meet the objectives of the policy.

Associated procedures assign responsibility to an ICES Privacy SME for delivering initial privacy orientation.
Responsibility for notifying ICES’ Privacy and Legal Administrator to schedule orientation depends on the role of the
incoming agent and is setout in ICES’ Privacy and Security Aw areness Requirements Table, w hichis published and
available for ongoing reference within ICES on the ICES intranet. Notification must be provided by email at the
commencement of the agent’s employment or contractual relationship w ith ICES.

The content of the initial privacy orientation is prescribed. Under the policy, the initial orientation must address:

e ICES responsibilities arising from its designation under s. 45(3) of PHIPA;

e Types and sources of personal health information collected by ICES;

e Purposes for which ICES collects personal health information, and associated legal authorities and
obligations;

e Limits on access to and use of personal health information at ICES;

e Responsibility and the procedure for handling privacy inquiries and complaints;

e Responsibility and the procedure for handling requests to disclose personal health information;

e An overview of ICES’ key privacy policies, procedures and practices, as well as administrative, technical
and physical safeguards to protect personal health information against theft, loss and unauthorized use,
copying, modification or disposal, and agents’ role and responsibilities in upholding them;

e Anoverview of ICES’ Privacy Incident Management Policy and the duties and responsibilities of agents in
identifying, reporting, containing and participating in the investigation and remediation of privacy incidents
and breaches (Duties include a mandatory requirement to provide notification of privacy incidents at the
firstreasonable opportunity and to comply w ith any instructions to facilitate their containment, investigation
and remediation.);

e Consequences of breach;

e A description of ICES’ privacy program and its management; and

e Anoverview of the applicable ICES Confidentiality Agreement, its purpose and key provisions.

The procedures require that the ICES Privacy SME assigned to deliver privacy orientation verify attendance on the
Privacy and Security Aw areness Attendance Sheet, the required content of w hichis defined in the attendance sheet,
and then forw ard the attendance sheet to the Privacy and Legal Administrator. Referring to the attendance sheet,
the Privacy and Legal Administrator records attendance in the Privacy and Security Aw areness Log, the ongoing
maintenance of w hich is specifically required by the policy and procedure. The Privacy and Legal Administrator is
responsible for filing the attendance sheet. Where the attendance sheet shows an agent failed to attend privacy
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orientation, the Privacy and Legal Administrator must, on the same day, follow up with the agent to reschedule
orientation.

Ongoing, annual privacy training is handled as follow s: No later than the firstbusiness day of each fiscal year,
ICES’ CEO sends annual e-training notification emails alerting ICES agents to complete e-training. E-training is
completed through a training module hosted on ICES’ learning management system, and completion is tracked
automatically in the system and monitored by ICES’ Compliance Analyst. The CEO (or designate w ithin the
CEO’s office) sends final email reminder messages, w here applicable, seven days prior to the e-training
completion deadline. Failure to complete e-training by the deadline results in suspension of access to ICES
systems. Completion of e-training by a new specified deadline is then required to regain access. If e-training is
not completed by the new specified deadline, and no arrangements have been made or approved to justify an
extension, the CEO authorizes the ICES agent’s supervisor to initiate off-boarding procedures.

The policy also stipulates that ICES’ privacy aw areness program include role-based information and training and
mechanisms to sustain aw areness and communicate significant changes. Significant changes include introduction
of new privacy policies, procedures and practices and changes to them arising from the results of privacy impact
assessments, privacy audits and monitoring, and privacy inquiries and complaints. The policy provides that
mechanisms to sustain aw areness w ill be delivered at least bimonthly, by the assigned Privacy SME, through means
such as ICES staff meetings, ICES new sletters, policy and procedures update alerts on ICES’ intranet, lunch and
learns, privacy events and w orkshops, special speakers, and additional training w hich may include testing.

Compliance withthe above policy and procedures is mandatory for all agents. Agents must notify an ICES Privacy
SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policy or
procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject
to arange of disciplinary actions including w arning, temporary or permanent loss of access privileges, legal sanctions
and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
ICES’ Internal Audit Policy.

2. Log of Attendance at Initial Orientation and Ongoing Privacy Training

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy & Security Aw areness Log Implemented
b. Privacy & Security Aw areness Procedures | Implemented
c. Privacy & Security Learning Management Implemented
System
DESCRIPTION

ICES has developed and maintains a Privacy and Security Aw areness Log to track attendance at initial privacy
orientation. The log includes the individual's name and attendance date. Use of the log is required under ICES’
Privacy and Security Aw areness Procedures.

To this point, ongoing aw areness activities have been carried out and have been tracked. Annual privacy training
through ICES’ Privacy & Security Learning Management System, w hich is mandatory for all agents and subject to
annual renew al, includes tracking of the agent's name and the attendance dates of the annual training, in order to
monitor and enforce compliance.

3. Policy & Procedures for Security Training & Awareness

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Security Awareness & Training Policy | Implemented

b. Privacy Awareness & Training Policy | Implemented

c. Privacy & Security Awareness Implemented
Requirements Table
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d. Privacy & Security Awareness Implemented
Attendance Sheet

e. Privacy & Security Awareness Log Implemented

f. Discipline & Corrective Action Policy Implemented

g. Internal Audit Policy Implemented

h. Security Incident Management Policy | Implemented

DESCRIPTION

ICES’ Security Aw areness and Training Policy requires agents to comply with requirements established by ICES’
Security Manager to create and sustain aw areness of ICES’ security policies, procedures and practices. At a
minimum, these requirements must include completion of initial security orientation prior to receiving access to
personal health information as well as participation in ongoing security aw areness initiatives, including annual
security training, w hich are devised by the Security Manager, to meet the objectives of the policy.

Associated procedures assign responsibility to an ICES Privacy SME for delivering initial security orientation.
Responsibility for notifying ICES’ Privacy and Legal Administrator to schedule orientation depends on the role of the
incoming agent and is setout in ICES’ Privacy and Security Aw areness Requirements Table, w hichis published and
available for ongoing reference within ICES on the ICES intranet. Notification must be provided by email at the
commencement of the agent's employment or contractual relationship with ICES. The policy specifies the standard
information to be included in initial security orientation:

e Anoverview of ICES’ key security policies, procedures and practices, and agents’ roles and responsibilities
in upholding them;

e Consequences of breach of the security policies, procedures and practices;

e A description of ICES’ security program, including key activities of the program and the agents that have
been delegated day-to-day authority to manage the security program;

e |CES’ administrative, technical and physical safeguards for protecting information against theft, loss and
unauthorized use, disclosure, copying modification or disposal,

e The duties and responsibilities of agents in upholding the administrative, technical and physical safeguards;
and

e An explanation of ICES’ policy and procedures for managing security breaches, and agents’ duties and
responsibilities in identifying, reporting, containing and participating in the investigation and remediation of
information security breaches. Duties include a mandatory requirement to provide notification of actual or
suspected security breaches at the first reasonable opportunity and to comply with any instructions to
facilitate their containment, investigation and remediation.

The procedures require that the ICES SME Officer assigned to deliver security orientation verify attendance on the
Privacy and Security Aw areness Attendance Sheet, the required content of w hichis defined in the attendance sheet,
and then forw ard the attendance sheet to the Privacy and Legal Administrator. Referring to the attendance sheet,
the Privacy and Legal Administrator records attendance in the Privacy and Security Aw areness Log, the ongoing
maintenance of w hich is specifically required by the policy and procedures. The Privacy and Legal Administrator is
responsible for filing the attendance sheet. Where the attendance sheet shows an agent failed to attend security
orientation, the Privacy and Legal Administrator must, on the same day, follow up with the agent to reschedule
orientation.

Ongoing, annual security training is handled as follow s: No later than the firstbusiness day of each fiscalyear, ICES’
CEO sends annual e-training notification emails alerting ICES agents to complete e-training. E-training is completed
through a training module hosted on ICES’ learning management system, and completion is tracked automatically
in the system and monitored by ICES’ Compliance Analyst. The CEO (or designate within the CEO’s office) sends
final email reminder messages, w here applicable, seven days prior to the e-training completion deadline. Failure to
complete e-training by the deadline results in suspension of accessto ICES systems. Completion of e-training by a
new specified deadline is then required to regain access. If e-training is not completed by the new specified deadline,
and no arrangements have been made or approved to justify an extension, the CEO authorizes the ICES agent’s
supervisor to initiate off-boarding procedures.

The policy stipulates that ICES’ security aw areness program include role-based information and training to ensure
agents understand how to apply security policies, procedures and practices relevant to their roles. The policy also
requires mechanisms to sustain aw areness about and communicate significant changes to ICES’ security
program, including new security policies, procedures and practices and changes to them arising from the results of
privacy impact assessments, security breaches and security audits including threat risk assessments, security
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review s or assessments, vulnerability assessments, penetration testing, ethical hacks and review s of system
control and audit logs. The policy provides that mechanisms to sustain aw areness willbe delivered at least
bimonthly, by the assigned Security SME, through means such as ICES new sletters, policy and procedure update
alerts on ICES’ intranet, lunch and learns, events, online video training, and testing and simulation exercises (i.e.
phishing and malw are simulations exercises.

Compliance w iththe above policy and procedures is mandatory for all agents. Agents must notify an ICES Security
SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policy or
procedures, in accordance with ICES’ Security Incident Management Policy. Violations including breach are subject
to a range of disciplinary actions, including warning, temporary or permanent loss of access privileges, legal
sanctions and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director,
Human Resources in consultation with the Chief Privacy and Legal Officer under ICES’ Discipline and Corrective
Action Policy. Compliance is subject to annual audit by the Security Manager and an audit schedule established
under ICES’ Internal Audit Policy.

4. Log of Attendance at Initial Security Orientation & Ongoing Security Training
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy & Security Awareness Log Implemented
b. Privacy & Security Awareness Implemented
Procedures
c. Privacy & Security Learning Implemented
Management System

DESCRIPTION

ICES has developed and maintains a Privacy and Security Aw areness Log to track attendance at initial security
orientation. The log includes the individuals name and attendance date. Use of the log is required under ICES’
Privacy and Security Aw areness Procedures.

To this point, ongoing aw areness activities have been carried out and have been tracked. Annual security training
through ICES’ Privacy & Security Learning Management System, w hich is mandatory for all agents and subject to
annual renew al, includes tracking of the agent's name and the attendance dates of the annual training, in order to
monitor and enforce compliance.

5. Policy & Procedures for the Execution of Confidentiality Agreements by Agents

APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION
ICES vehicle(s) Name Status
a. Privacy Awareness & Training Policy Implemented
b. Privacy & Security Aw areness Procedures | Implemented
c. Privacy & Security Aw areness Log Implemented
d. Privacy & Security Aw areness implemented
Requirements Table
e. Privacy & Security Aw areness Attendance implemented
Sheet
f. Internal Audit Policy Implemented
g. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ Privacy Aw areness and Training Policy requires agents to sign a confidentiality agreement prior to being given
access to data, including personal health information, and annually thereafter. Associated procedures and
responsibilities are defined to support the execution of agreements. Under the procedures, a designated ICES agent
must notify the Privacy and Legal Administrator to schedule privacy orientation and ensure an agreement is signed.
Responsibility for providing notification depends on the role of the incoming agent and is setout in ICES’ Privacy
and Security Aw areness Requirements Table, which is published and available for ongoing reference within ICES
on the ICES intranet. Notification, w hether provided by ICES’ Science Office, a principal investigator or other
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delegated person, or through ICES’ onboarding system, must be provided by email at the commencement of the
agent’s employment or contractual relationship with ICES. Under the procedures, the ICES Privacy SME assigned
to deliver initial privacy orientation must, at the time, obtain a signed agreement. The ICES Privacy SME must provide
the signed agreement tothe Privacy and Legal Administrator, w hois responsible for filing the agreement and tracking
it in the Privacy and Security Aw areness Log. Where an agent fails to attend orientation and sign an agreement, the
Privacy and Legal Administrator must, on the same day, contact the agent to reschedule orientation. AnICES Privacy
SME is required to obtain a signed agreement at the time of delivering orientation.

The procedures set out the specified time each year when ICES’ Chief Executive Officer must send out confidentiality
agreement renew al notifications and the process to be follow ed w here an agent fails to renew his/her agreement by
the specified deadline.

Compliance withthe above policy and procedures is mandatory for all agents. Agents must notify an ICES Privacy
SME at the first reasonable opportunity if they breach, or believe there has been a breach of, the policy or
procedures, in accordance with ICES’ Privacy Incident Management Policy. Violations including breach are subject
to arange of disciplinary actions including w arning, temporary or permanent loss of access privileges, legal sanctions
and termination of employment or contract with ICES. Disciplinary actions are enforced by ICES’ Director, Human
Resources in consultation with ICES’ Chief Privacy and Legal Officer under ICES’ Discipline and Corrective Action
Policy. Compliance is subject to annual audit by an ICES Privacy SME and an audit schedule established under
ICES’ Internal Audit Policy.

6. Template Confidentiality Agreement with Agents

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES Confidentiality Agreement (General) Implemented

b. ICES Confidentiality Agreement (Data

Covenantor) Implemented
c. ICES Confidentiality Agreement

(Abstractor) Implemented
d. ICES Collaborating Researcher NDA Implemented

DESCRIPTION

ICES has defined a suite of template confidentiality agreements, w hich are required for all agents under ICES’
Privacy Aw areness Policy.

General Provisions

The templates describe ICES’ status as a prescribed entity under PHIPA and its duties and responsibilities arising
from that status. The templates state that the individuals executing the agreements are agents of ICES and outline
the responsibilities that arise from this. These specifically include agents’ duty to comply with PHIPA and its
regulation in relation to ICES and the terms of the confidentiality agreement and any amendments to it. Agents are
also required to agree to read and comply w iththe privacy and security policies, procedures and practices ICES has
implemented as a prescribed entity and any amendments to them. They include a definition of personal health
information that is consistent with PHIPA and its regulation.

Obligations w ith Respect to Collection, Use and Disclosure of Personal Health Information

The templates identify the purposes for which agents are permitted to collect, use and disclose personal health
information on behalf of ICES and any associated conditions, limitations and restrictions. For example, ICES
Abstractors are required to use any ICES equipment issued to them and abide by ICES instructions w hen they
collect personal health information. ICES Data Covenantors, w ho collect and destroy personal health information,
must do so in accordance with data sharing agreements. All versions prohibit agents from using personal health
information except in accordance with the agreement or as required by law, more personal health information than
is reasonably required to, or any personal information if other information will, serve the purpose. (Disclosure is
permitted only in the template for ICES Data Covenantors).

Termination of the Contractual or Employment Relationship

The templates stipulate that agents must return all property of ICES, including records of personal health information,
and all identification cards, access cards and/or keys, by the end of the last day of their relationship with ICES. In all
cases, in accordance with ICES’ Termination of Employment/Resignation and Discharge Policy, the templates
stipulate that these be personally delivered to the agent’s ICES supervisor.
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Notification

In accordance withICES’ Privacy Incident Management Policy and ICES’ Security Incident Management Policy, the
templates require agents to notify ICES immediately of any breach or suspected breach of the agreement or ICES’
privacy and security policies, procedures and practices, by the agent or any other party.

Consequences of Breach and Monitoring Compliance

The templates explicitly provide that failure to comply is grounds for discipline and may lead to termination of the
agent’s relationship with ICES. All reserve a right of audit by ICES, w hich agents must formally acknow ledge. They
acknow ledge that ICES may request and inspect equipment used by them, logs and documents of any kind
generated as result of their activities, and make such other inquiries as arereasonably required to confirm the agent’s
compliance w iththe agreement.

7. Log of Executed Confidentiality Agreements with Agents

APPLICATION
Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Privacy & Security Aw areness Log Implemented
b. Confidentiality Agreement/Conflict of Implemented
Interest Renew al Database
c. ICES Abstractors Log Implemented
DESCRIPTION

ICES has defined the Privacy and Security Aw areness Log to track the execution of initial confidentiality agreements.
Under ICES’ Privacy and Security Awareness Procedures, maintenance of the log is required and is the
responsibility of the Privacy and Legal Administrator. Information captured in the log includes:

e Agent name;
o Date of employment or contractual relationship commencing; and
e Date initial agreement w as signed.

The Manager, Executive Office & Research Administration is responsible for tracking annual renew al dates in the
Confidentiality Agreement/Conflict of Interest Renew al Database. This log includes:

e Agent name; and
e Date agreement w as signed.

With respect to ICES Abstractors, the applicable Research Project Manager is responsible for obtaining and tracking
initial agreements and renew als. This log includes:

e Agent name;
o Date of employment or contractual relationship commencing; and
e Date initial agreement w as signed.

8. Job Description for the Position(s) Delegated Day-to-Day Authority to Manage the
Privacy Program
APPLICATION
Fully applicable Qualified application (explain)
EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Detailed Position Description — Chief Implemented
Privacy and Legal Officer
b. Internal Audit Policy Implemented
C. Privacy Impact Assessment Policy Implemented
DESCRIPTION
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ICES has developed a job description for the position of Chief Privacy and Legal Officer. The job description gives
the Chief Privacy and Legal Officer authority to manage ICES’ privacy program, reporting directly to ICES’ Chief
Executive Officer. The job description sets out the more detailed responsibilities and obligations of the Chief Privacy
and Legal Officer, w hichinclude:

e Developing, implementing, reviewingand amending privacy policies, procedures and practices;

e Ensuring compliance withthe privacy policies, procedures and practices implemented;

e Ensuring transparency of the privacy policies, procedures and practices implemented,;

e Facilitating compliance with PHIPA and its regulation;

e Ensuring employees and agents are aw are of PHIPA and its regulation and their duties under it;

e Ensuring employees and agents are aw are of, and appropriately informed of their duties under, the privacy
policies, procedures and practices implemented by ICES in support of its designation as a prescribed entity;

o Directing, delivering and ensuring the delivery of the initial privacy orientation and ongoing privacy training,
and fostering a culture of privacy;

e Conducting, reviewing and approving privacy impact assessments;

e Receiving, documenting, tracking and investigating, remediating and responding to privacy complaints in
accordance with IPC requirements;

e Receiving and responding to privacy inquiries in accordance withIPC requirements;

e Receiving, documenting, tracking, investigating and remediating privacy breaches and suspected privacy
breaches in accordance with IPC requirements; and

e Conducting privacy audits in accordance with IPC requirements.

9. Job Description for the Position(s) Delegated Day-to-Day Authority to Manage the
Security Program

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. |ICES Position Description — Security mol ted
Manager mplemente
DESCRIPTION

ICES has developed a job description forthe position delegated day-to-day authority to manage the security
program. The Security Manager reports to ICES’ Chief Privacy and Legal Officer,w ho, in turn, reports to the Chief
Executive Officer. The job description sets out the more detailed responsibilities and obligations of the Security
Manager, w hichinclude:

e Developing, implementing, reviewingand amending security policies, procedures and practices;

e Ensuring compliance w iththe security policies, procedures and practices implemented;

e Ensuring agents are aw are of the security policies, procedures and practices implemented, and are
appropriately informed of their duties and obligations thereunder;

o Directing, delivering or ensuring the delivery of the initial security orientation and the ongoing security
training and fostering a culture of information security aw areness;

e Receiving, documenting, tracking, investigating and remediating information security breaches or
suspected information security breaches pursuant to the ICES Security Incident Management Policy; and

o Conducting security audits pursuant to ICES’ Internal Audit Policy and Security Audit Procedure.

10. Policy & Procedures for Termination or Cessation of the Employment or Contractual
Relationship

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Termination of Employment Policy Implemented
b. Security Incident Management Policy Implemented
c. Privacy Incident Management Policy Implemented
d. Discipline & Corrective Action Policy Implemented
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DESCRIPTION

ICES’ Termination of Employment Policy requires agents to provide written notice of resignation to their manager
before a specified time and their managers to, in turn, notify a Human Resources Associate.

The policy requires agents to securely return in person all ICES property on their termination date. ICES property is
defined to include, but is not limited to, identification cards, access cards, and/or keys and copies of data including
personal health information. ICES’ Manager, Facilties & Administration must obtain from the agent any property
consisting of identification cards, access cards, and/or keys, and must maintain a record of items returned. The
assigned IT staff are responsible for obtaining from the agent any property consisting of mobile media or devices,
w hich may contain copies of personal health information, and to maintain a record of items returned. The agent's
manager is required to obtain other ICES property, including copies of personal health information associated w ith
ICES projects. If any property is not returned on the termination date, the policy requires a Human Resources
Associate to take steps immediately to engage the agent and obtain the property.

Under the policy, within one w eek of the agent’s termination date, the assigned Human Resources Associate must
provide written notification of the agent's termination to ICES’ Manager, Facilties & Administration and IT
Department. On the termination date, the Manager, Facilities & Administration must terminate physical access to
ICES and the designated IT staff must remove access to ICES-controlled information systems.

Compliance withthe above policy is mandatory for all agents. Agents must notify an ICES Security SME and/or an
ICES Privacy SME at the firstreasonable opportunity if they breach, or believe there has been a breach of, the policy
or procedures, in accordance with ICES’ Security Incident Management Policy and/or ICES’ Privacy Incident
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Disciplinary actions are enforced by ICES’ Director, Human Resources in consultation with the Senior
Director, Information Technology, Finance and Corporate Projects, Senior Director, Research and Data or Chief
Privacy and Legal Officer, as applicable, under ICES’ Discipline and Corrective Action Policy. Compliance is subject
to audit by ICES’ Director, Human Resources or the assigned Human Resources Associate under ICES’ Termination
of Employment Policy.

11. Policy & Procedures for Discipline & Corrective Action

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Discipline & Corrective Action Policy Implemented

DESCRIPTION

ICES’ Discipline and Corrective Action Policy addresses discipline and corrective action with respect to agent
misconduct involving personal health information. In cases of misconduct involving personal health information, the
policy assigns responsibility to the agent's manager, the Director, Human Resources and the Chief Privacy and
Legal Officer for conducting investigations. The policy identifies the documentation that must be completed by the
Director, Human Resources or the assigned Human Resources Associate, and its contents. Results of the
investigation must be provided to the agent who has committed the misconduct, w here applicable.

The types of discipline and corrective action that may be imposed and the factors that must be considered in
determining the appropriate discipline and corrective action are set out in the policy. Under the policy, the Director,
Human Resources, in consultation with the Chief Privacy and Legal Officer, must determine the appropriate type of
discipline or corrective action to be imposed, up to and including termination. The policy requires the assigned
Human Resources Associate to retain documentation related to the misconduct and the discipline imposed or
corrective action taken in the agent’s human resources file.
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Part 4 — Organizational & Other Documentation

1. Privacy Governance & Accountability Framework

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Privacy Policy Implemented

DESCRIPTION

ICES’ Privacy Policy includes the following provisions to enable compliance with PHIPA and its regulation and
compliance with ICES’ privacy policies, procedures and practices addressed in this report. These include:

o Ultimate accountability of ICES’ Chief Executive Officer;

e Identification of the Chief Privacy and Legal Officer as the position w ith day-to-day responsibility for privacy,
w horeports to and is overseen by the Chief Executive Officer;

e Identification of the role of, and requirement to appoint, privacy SMEs at ICES’ main location and each
ICES expansion site, who manage privacy under the oversight of ICES’ Chief Privacy and Legal Officer;

e The oversight role of the Finance, Audit and Risk Committee of ICES’ Board of Directors in relation to the
privacy program; and

e The requirement that ICES’ Chief Executive Officer report privacy breaches and privacy complaints to the
Finance, Audit and Risk Committee, and submit to that committee each year a written update that
addresses initiatives undertaken by the privacy program, including privacy training, the development and
implementation of privacy policies, procedures and practices, and privacy audits and privacy impact
assessments and resulting recommendations and their status.

This policy stipulates that the policy, including the description of ICES’ privacy governance and accountability
framew orkit contains, must be published on the ICES intranet and addressed in privacy training, w hich is mandatory
for all agents of ICES.

2. Security Governance & Accountability Framework

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Security Framew ork & Governance Policy Implemented

DESCRIPTION

ICES’ Security Framew ork and Governance Policy ensures compliance w ith ICES’ security policies, procedures and
practices and with PHIPA and its regulation. Under the policy, ICES’ Chief Executive Officer has ultimate
accountability for ensuing personal health information is protected and agents comply with ICES’ security policies,
procedures and practices. The policy identifies the positions at ICES with day-to-day authority to manage the
information security and physical security programs, and their associated responsibilities and reporting relationships
with ICES’ Chief Executive Officer. Other ICES agents w ho support the security program are also identified in the

policy.

The policy designates the Finance, Audit and Risk Committee of ICES’ Board of Directors to oversee security at
ICES. Designated security SMEs are required to provide annual updates through a w ritten report to this committee.
The reportis required to contain information about initiatives undertaken by the security program, including training
and policy development, as wellas security audits and any security breaches investigated, including the results and
any recommendations arising from the audits or breach investigations and the implementation status of the
recommendations. The method by which the policy must be communicated to agents, and responsibility for
communication, are stipulated in the policy.

3. Terms of Reference for Committees with Roles with Respect to the Privacy Program
&/or Security Program

APPLICATION

Not applicable Qualified application (explain)
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EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Finance, Audit & Risk Committee Terms of | Implemented
Reference
DESCRIPTION

ICES’ privacy and security programs are overseen by a committee of ICES’ Board of Directors. Terms of reference
for ICES’ Finance, Audit and Risk Committee identify the mandate and responsibility of that committee in respect
of ICES’ privacy and security programs. They require that:

e The committee be comprised of at least three individuals, all of whom are members of the ICES’ Board of
Directors;

e The ICES’ Board of Directors appoint one of the committee members as chair of the committee; and

e The committee review annual written reports prepared by ICES’ Chief Privacy and Legal Officer, as well
as reports of any privacy and security audits and breaches and the sufficiency of associated remedial
action.

In addition, the terms of reference require that all meetings of the committee be minuted, and once approved by it,
circulated to ICES’ Board of Directors. The committee is required to convene at least three times each year. No
additional reports are required.

4. Corporate Risk Management Framework

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Risk Management Policy Implemented
b. ICES Risk Management Framework & Implemented
Procedure
c. ICES Corporate Risk Register Implemented
Comments As of September 2020 ICES is in the process of revising its enterprise risk

management framew orkand supporting policy, procedure and register, with
assistance from a risk management consultant, to incorporate risk-management best
practices. The revised framew ork is being piloted, and implementation willoccur
over the next several months, and willinvolve training and integration across ICES
departments. The revised framew orkw ill continue to comply w iththe IPC Manual
requirements.

DESCRIPTION

ICES has defined a comprehensive and integrated enterprise risk management framew ork to identify, assess,
mitigate and monitor risks, including risks that may negatively affectits ability to protect the privacy of individuals
w hose personal health information is received and to maintain the confidentiality of that information.

Under ICES’ Risk Management Framew ork and Procedure, the Chief Privacy and Legal Officer is responsible for
the identification and mitigation of risks that may negatively affectICES’ ability to protect the privacy of individuals
w hose personal health information is received and to maintain the confidentiality of that information. The Chief
Privacy and Legal Officer may involve others, as relevant, including, for example, ICES’ Operations Team, in the
identification and documentation of risks. A Risk Documentation Form has been defined and is set out in an appendix
to the Risk Management Framew ork and Procedure. The Chief Privacy and Legal Officer is required to use this form
to document risks (or w here a risk has been identified by another person, assist them in doing so), and file a copy
of the completed form with ICES’ Senior Director, Information Technology, Finance and Corporate Projects.

The Risk Documentation Form guides and documents the ranking and assessment of the likelihood and potential
impact of a risk in accordance w ith criteria that are defined in ICES’ Risk Management Framew ork and Procedure.

ICES’ Risk Management Framew ork and Procedure makes the Chief Privacy and Legal Officer responsible for
ensuring any actual or potential risks to privacy are mitigated, and sets out the process to be follow ed and the criteria
that must be considered in doing so. The Chief Privacy and Legal Officer’s responsibilities specifically include
assigning agents to implement mitigation strategies, establishing timelines, and monitoring to ensure that mitigation
strategies have been implemented. All must be recorded on the Risk Documentation Form.
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ICES’ Risk Management Framew ork and Procedure requires the Senior Director, Information Technology, Finance
and Corporate Projects to maintain a risk register to document the results of ICES’ risk management process,
including risks that may negatively affect ICES’ ability to protect privacy and the confidentiality of personal health
information. ICES’ Corporate Risk Register, which is maintained by the Senior Director, Information Technology,
Finance and Corporate Projects, captures the risks identified and their assessment, as well as the strategies to
mitigate them and their status. The Senior Director, Information Technology, Finance and Corporate Projects is
required to present the register to ICES’ Executive and management committees, as well as to the Finance, Audit
and Risk Committee of ICES’ Board of Directors, on a quarterly basis. The Finance, Audit and Risk Committe e,
w hich has ultimate responsibility for risk management, must approve the register and make a report to the Board of
Directors.

The Risk Management Framew ork and Procedure also calls for the ongoing review of ICES Corporate Risk Register.
The Senior Director, Information Technology, Finance and Corporate Projects and Chief Privacy and Legal Officer
are jointly responsible for ensuring new risks are added to the register w hen they are identified, and for continuously
monitoring to ensure deadlines are managed.

Finally, the Risk Management Framew ork and Procedure is explicitly integrated into ICES’ policies, procedures and
practices, and into projects undertaken by or on behalf of ICES, as prescribed entity. It does this as follow s: the Chief
Privacy and Legal Officer is responsible for ensuring that all risks identified in ICES’ Consolidated List of
Recommendations, ICES’ privacy and security breach policies, procedures and practices, and through the privacy
impact assessments that must be conducted on any project, are subject to the risk management policy and
procedures described in this section.

5. Corporate Risk Register

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. ICES Corporate Risk Register Implemented

DESCRIPTION

ICES has a corporate risk register that identifies risks that may negatively affectICES’ ability to protect the privacy
of individuals w hose personal health information it collects and to maintain the confidentiality of that information. For
each risk identified, the register provides an assessment of the risk, a ranking of the risk, a mitigation strategy to
reduce the likelihood of the risk occurring and/or to reduce the impact of the risk if it does occur, the date the
mitigation strategy was or is required to be implemented, and the agent responsible for implementation of the
mitigation strategy.

6. Policy & Procedures for Maintaining a Consolidated Log of Recommendations

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Internal Audit Policy Implemented
b. Consolidated Log of Recommendations Implemented
DESCRIPTION

ICES maintains a consolidated log of recommendations arising from privacy impact assessments, privacy audits,
security audits, the investigation of privacy breaches and complaints, the investigation of security breaches, and
recommendations arising from reviews of the Information and Privacy Commissioner of Ontario. The log is
maintained by a Privacy SME and the Security Manager under the direction of ICES’ Chief Privacy and Legal Officer.
The log is updated and review ed at bi-w eekly meetings of the Privacy and Legal team and review ed monthly w ith
ICES’ President and Chief Executive Officer.

Compliance w iththe policy is mandatory. Agents must notify an ICES Privacy SME atthe firstreasonable opportunity
if they breach, or believe there has been a breach of, the policies, in accordance with ICES’ Privacy Incident
Management Policy. Violations including breach are subject to a range of disciplinary actions, including w arning,
temporary or permanent loss of access privileges, legal sanctions and termination of employment or contract with
ICES. Disciplinary actions are enforced by ICES’ Directory, Human Resources in consultation with ICES’ Chief
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Privacy and Legal Officer under ICES’ Discipline and Corrective Action Policy. Compliance is subject to annual audit
by an ICES Privacy SME and an audit schedule established under ICES’ Internal Audit Policy.

7. Consolidated Log of Recommendations

APPLICATION

Fully applicable Qualified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status

a. Consolidated Log of Recommendations Implemented

DESCRIPTION

ICES maintains a consolidated log of recommendations. The log captures recommendations arising from privacy
impact assessments, privacy audits, security audits, the investigation of privacy breaches and complaints, the
investigation of security breaches, and recommendations arising from reviews of the Information and Privacy
Commissioner of Ontario. The log identifies the name and file nhumber for each item on the log, the date of the
document from which the recommendation arose, the recommendation, the manner for addressing the
recommendation, the date on w hich recommendations w ere addressed and the responsible agent.

8. Business Continuity & Disaster Recovery Plan

APPLICATION

Fully applicable Quialified application (explain)

EXISTENCE & IMPLEMENTATION

ICES vehicle(s) Name Status
a. Information Technology Business Implemented
Continuity and Disaster Recovery Plan

DESCRIPTION

ICES’ Information Technology Business Continuity and Disaster Recovery Plan has been defined and implemented
to protect and ensure the continued availability of ICES’ technology environment in the event of short and long-term
business interruptions, and in the event of threats to its operating capabilities, including natural, human,
environmental and technical interruptions and threats.

The Plan requires employees and agents w ho detect an interruption or threat to report it to ICES’ IT Helpdesk, and
stipulates the information that must be provided. The report should be made as soon as possible and in any event
w ithin one hour of detection. The IT Helpdesk employee w ho receives the report is required to document it in the
Helpdesk ticketing system, and assign the appropriate priority classification under ICES’ Helpdesk Service Standard.
Any threat assessed as having the potential to cause a business interruption of more than 24 hours trigger notice to
the IT Manager and Director, w ho activate the Plan.

Once activated, the Plan calls for assembly of a Threat Assessment Team, w ho must complete an initial assessment
of the severity of the interruption or threat within 24 hours. The composition of the team is set out in the Plan, as are
the assessment criteria and process. Where severity is assessed as medium or high, the team is required to consult.
The Plan identifies by role the agents who must be consulted in all cases, w hichinclude ICES’ Executive Committe e,
and provides a framew ork for determining any additional roles who must be notified, based on the nature of the
threat. It also provides, and assigns responsibility, for the development and maintenance of contact lists that
collectively enable notification of all agents, service providers, stakeholders and other persons and organizations,
as required.

The Threat Assessment Team is then responsible for conducting a detailed assessment to evaluate the extent of
the damage and recovery effort. The Plan sets out the manner in w hich the assessment is required to be conducted,
the agents whomust be consulted, and the criteria that must be considered.

The Plan then calls for assembly of a Service Recovery Team, who are responsible for resumption and recovery.
The composition of the team is set out in the Plan, as are the recovery process, criteria for prioritizing the recovery,
and recovery time objectives.

Throughout, the Plan addresses documentation, communication and reporting and associated roles and
responsibilities. The Threat Assessment Team and Service Recovery Team are required to document all decisions
and actions in the Helpdesk ticketing system, whichis also used for communication. The IT Manager is required to
provide a report to ICES’ Executive, the content of w hichis stipulated in the Plan.
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The IT Manager is responsible for developing and maintaining an inventory of all critical applications and business
functions and of all hardware and software, software licences, recovery media, equipment, system netw ork
diagrams, hardw are configuration settings, configuration settings for database systems and netw ork settings for
firew alls, routers, domain name servers and email servers. The IT Manager is also required to determine criticality
of all of the above in consultation with ICES’ Executive, against criteria that are set out in the Plan.

Testing and maintenance of the Plan is also addressed. The IT Director is responsible for ensuring the Plan is
annually tested, maintained and assessed for effectiveness, and amended as w arranted with the approval of the
Senior Director, Information Technology, Finance and Corporate Projects. The procedures for these activities are all
set out in the Plan.

The [T Director is responsible for communicating the Plan and any amendments to it. This specifically includes
responsibility for directly communicating the Plan to ICES’ Executives by email, members of the Threat Assessment
Team and Service Recovery Team, and other agents identified in the Plan. In addition, the IT Director is required to
ensure a copy of the Plan is posted to the ICES intranet.
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C. Privacy, Security & Other Indicators
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Part 1 — Privacy Indicators

ICES 2020 Report

General Privacy Policies, Procedures & Practices

Privacy Indicator

Assessment

Dates privacy policies and procedures w ere review ed
since prior IPC review

Whether amendments w ere made to existing privacy
policies and procedures as a result of the review, and a
list and description of each

Whether new privacy policies and procedures w ere
developed and implemented as a result of the review,
and description of each

Date each amended and new ly developed privacy
policy and procedure was communicated, and nature of
communication

Whether communication materials available to public
and other stakeholders were amended as a result of the
review , and description of amendments

See Appendix A (p. 91-99) for details.

Collection

Privacy Indicator

Assessment

Number of data holdings that contain personal health
information

Total data holdings: 96. This number includes data
holdings that contain personally identifiable information
including but not limited to personal health information.

Number of statements of purpose for data holdings that
contain personal health information

Total statements of purpose: 96. This number includes
statements of purpose for data holdings that contain
personally identifiable information including but not
limited to personal health information.

Number and list of statements of purpose review ed
since the last IPC review

Total statements of purpose review ed: 96

See Appendix B (p. 100-128) for a list of statements of
purpose review ed since the last IPC review .

Whether amendments w ere made to existing
statements of purpose as a result of the review, and a
list of those statements of purpose with a description of
amendments made

The statements of purpose associated w ith the data
holdings listed below w ere amended to permit use and
disclosure for research by third party researchers:

Cardiac & Vascular Registry Data

Home Care Database

Resident Assessment Instrument - Contact Assessment
Resident Assessment Instrument - Home Care

Use

Privacy Indicator

Assessment

Number of agents granted approval to access and use
personal health information for non-research purposes

Total agents granted approval: 51. This includes access
and use by ICES Abstractors and ICES Data
Covenantors, who are the only agents at ICES
authorized to access and use personal health
information w ith direct personal identifiers. Otherwise
ICES agents are permitted access to and use of coded
information only.

Number of requests received for use of personal health
information forresearch since prior IPC

ICES has no record of requests received for use of
personal health information forresearch.

Number of requests for use of personal health
information for research purposes that w ere granted
and that w ere denied since prior IPC review

ICES has no record of requests granted or declined.
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Disclosure

ICES 2020 Report

Privacy Indicator

Assessment

Number of requests for disclosure of personal health
information for non-research purposes since prior IPC
review

Total requests: 5

Number of requests for disclosure of personal health
information for non-research purposes that were
granted or denied since prior IPC review

All' 5 requests w ere granted.

Number of requests for disclosure of personal health
information for research since prior IPC review

Total requests: 110

Number of requests for disclosure of personal health
information for research that w ere granted or denied
since prior IPC review

Total requests granted: 106
Total requests denied: 0
Decision pending: 4

Number of research agreements executed w ith
researchers to w hom personal health information w as
disclosed since the prior IPC review

Total agreements: 101

5 agreements aw ait signature prior to disclosure.

Number of requests for disclosure of de-identified
and/or aggregate information forresearch and other
purposes since prior IPC review

Total requests: 1

Number of acknow ledgements or agreements executed
by persons to w hom de-identified and/or aggregate
information w as disclosed for both research and other
purposes since prior IPC review

Total agreements: 1

Data Sharing Agreements

Privacy Indicator

Assessment

Number of DSAs executed for collection of personal
health information since prior IPC review

Total DSAs: 1108. This includes DSAs established for
collection of personally identifiable information including
but not limited to personal health information.

Number of DSAs executed for disclosure of personal
health information since prior IPC review

Total DSAs: 5

Agreements with Third Party Service Providers

Privacy Indicator

Assessment

Number of agreements executed w iththird party
service providers with access to personal health
information since prior IPC review

Total agreements: 1

Data Linkage

Privacy Indicator

Assessment

Number and list of data linkages of personal health
information approved since prior IPC

Total linkages: 1484
See Appendix C (p. 129-340) for a list and details.

Privacy Impact Assessments

Privacy Indicator

Assessment

Number and a list of PIAs completed

Total number: 96
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See Appendix D (p. 341-373) for a list and details.

Number and a list of PIAs undertaken but not
completed

Total number: 26 (35 excluding those 9 not required),

See Appendix D (p. 341-373): PIA #s 43, 44, 51, 60,
61, 62, 63, 66, 73, 74, 80, 91, 94, 96, 100, 106, 111,
115, 117, 118, 123, 124, 126, 128, 129, 130

Number and a list of PIAs not undertaken but for w hich
a PIA willbe completed and the proposed date of
completion

Total number: 0

Number of determinations made that a PIA is not
required, and for each the reason

Total number of PIAs that were determined not
required: 9

See Appendix D (p. 339-371) for more information
including data holding, information system, technology
or program at issue.

Affected PIA #s and reasons:

10 — Request withdraw n
11 — Request withdraw n
14 — Request withdraw n
25 — Deemed n/a

27 — Request withdraw n
31 — Request withdraw n
82 — Request withdraw n
88 — Request withdraw n
105 — Deemed n/a

Number of PIAs review ed

Total number: 0

Privacy Audit Program

Privacy Indicator

Assessment

Dates of audits of agents granted approval to access
and use personal health information since prior IPC
review and for each audit:

A description of each recommendation;

Date each recommendation w as addressed or is
proposed to be so; and

Manner each recommendation w as, oris proposed to
be, addressed

See Appendix E (p. 374-377) for details.

Number and list of all other privacy audits since prior
IPC review and for each audit:

Description of nature and type of audit;

Completion date;

Description of each recommendation;

Date each recommendation w as, or is proposed to be,
addressed;

Manner in w hich each recommendation w as, or is
proposed to be, addressed

See Appendix E (p. 374-377) for details.

Privacy Breaches

Privacy Indicator

Assessment

Number of privacy breaches since prior IPC review

Total number: 12

80



ICES 2020 Report

Date notified
Extent
Internal/external
Nature & extent
CEO notified
Containment
Containment date
Third party notice
Investigation start
Investigation close
Recommendations
Implemented

See Appendix F (p. 378-384) for details.

Privacy Complaints

Privacy Indicator

Assessment

Number of privacy complaints since prior IPC review

ICES has not received any privacy complaints since the
last IPC review.

Of the privacy complaints received, the number
investigated since prior IPC review and for each the:

Date complaint received;

Nature of complaint;

Date investigation commenced;

Date of letter to individual who complained in relation to
the commencement investigation;

Date investigation completed,;

Description of each recommendation;

Date each recommendation w as, or is proposed to be,
addressed;

Manner each recommendation w as, oris proposed to
be, addressed; and

Date of letter to individual who complained describing
nature and findings of investigation and measures taken

ICES has not received any privacy complaints since the
last IPC review .

Of the privacy complaints received, the number not
investigated since prior IPC review and for each the:

Date complaint received;

Nature of complaint; and

Date of letter to individual who complained and
description of letter’s content

ICES has not received any privacy complaints since the
last IPC review.
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General Security Policies, Procedures & Practices

Security Indicator

Assessment

Dates security policies and procedures w ere review ed
since prior IPC review

Whether amendments w ere made to existing security
policies and procedures as a result of the review, and a
list and description of each

Whether new security policies and procedures w ere
developed and implemented as a result of the review,
and description of each

Date each amended and new ly developed security
policy and procedure was communicated, and nature of
communication

Whether communication materials available to public
and other stakeholders were amended as a result of the
review , and description of amendments

See Appendix G (p. 385-388) for details.

Physical Security

Security Indicator

Assessment

Dates of audits of agents granted approval to access
the premises and locations w ithin them w here personal
health information is retained since the prior IPC review :

Description of each recommendation;

Date recommendation w as, oris proposed to be,
addressed;

Manner in w hichrecommendation w as, oris proposed
to be, addressed

See Appendix H (p. 389) for details.

Security Audit Program

Security Indicator

Assessment

Dates of review of system control and audit logs since
prior IPC review and description of findings

Logs are configured to be, and are, captured each
business day.

Due to obsolescence of ICES’ security event and
information management systemduring the review IPC
review period, logs w ere not able to be reviewedin a
systematic or meaningful manner. ICES’ proposed
approach to address this is as follows.

Procurement and implementation of a new security
event and information system in 2020.

Use of a third party security operation service or
dedicated cybersecurity analyst to monitor and review
the logs commencing in 2020.

Number and list of security audits since prior IPC review
and for each:

Description of nature and type of audit;

Date completed;

Description of each recommendation;

Date recommendation w as, oris proposed to be,
addressed

See Appendix | (p. 390-395) for details.
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Manner in w hichrecommendation w as, oris expected
to be, addressed

Information Security Breaches

Security Indicator

Assessment

Number of notifications of actual or suspected
information security breaches since prior IPC review

Total security breaches: 0
Total security incidents: 7

For each actual or suspected information security
breach:

Date of notification;

Extent of actual or suspected breach;

Nature and extent of personal health information at
issue;

Date senior management notified;

Containment measures;

Date(s) containment measures implemented;
Date(s) notification provided health information
custodians or others;

Date investigation commenced,;

Date investigation completed,;

Description of each recommendation;

Date recommendation w as, oris proposed to be,
addressed;

Manner in w hichrecommendation w as, oris proposed
to be, addressed

See Appendix J (p. 396-399) for details.
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Part 3— Human Resources Indicators

Privacy Training & Awareness

Human Resources Indicator

Assessment

Number of agents w ho have, and w ho have not,
received initial privacy orientation since prior IPC review

Total orientations received: 564
Total orientations not received: 2

Date of commencement of employment, contractual or
other relationship for agents yet to receive initial privacy
orientation and the scheduled orientation date

No agents have yet to receive initial privacy orientation.
The agents above w ho failed to attend orientation have
left ICES.

Number of agents w ho have, and w ho have not,
attended ongoing privacy training each year since prior
IPC review

ICES launched formal annual privacy and security e-
learning in July of 2019. Prior to this, ongoing privacy
and security aw areness activities such as staff
presentation and in-services had been carried but not
consistently tracked. Since its launch date, 736 agents
have completed privacy and security e-learning. 8
agents have yet to complete e-learning, and their
accounts and access to any data, including personal
health information, has been terminated until they
complete e-learning.

Dates, number and description of privacy
communications to agents since prior IPC review

E-New sletter: communication regarding parameters on
use of Indigenous data and related identifiers (25 Apr
2017).

E-New sletter: communication regarding a revision to
ICES’ Privacy Policy and link to resources on phishing
(23 Jun 2017).

E-New sletter: communication regarding revisions to
ICES project PIA and associated procedure (10 Nov
2017).

E-New sletter: communication regarding revisions to
REB approval of ICES projects (28 Feb 2018).

E-New sletter: communication regarding Privacy & Legal
Office staff changes (28 Jun 2018).

E-New sletter: communication regarding new project
PIA completion module (12 Sep 2018).

E-New sletter: communication new data use permission
form (9 Nov 2018).

E-New sletter: communication regarding revision to
project PIA form (16 Nov 2018).

Staff presentation: communication regarding
substantially revised Remote Access Policy (12 Sep
2018).

E-New sletter: communication regarding launch of new
privacy and security e-learning course (7 Jun 2019).
Staff presentation: communication regarding launch of
new privacy and security e-learning course (11 Jun
2019).

Security Training & Awareness

Human Resources Indicator

Assessment

Number of agents w ho have, and w ho have not,
received initial security orientation since prior IPC
review

Total orientations received: 564
Total orientations not received: 2

Date of commencement of employment, contractual or
other relationship for agents yet to receive initial
security orientation and the scheduled orientation date

No agents have yet to receive initial security orientation.
The agents above w ho failed to attend orientation have
left ICES.

Number of agents w ho have, and w ho have not,
attended ongoing security training each year since prior
IPC review

ICES launched formal annual privacy and security e-
learning in July of 2019. Prior to this, ongoing privacy
and security aw areness activities such as staff

presentation and in-services had been carried but not
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consistently tracked. Since its launch date, 736 agents
have completed privacy and security e-learning. 8
agents have yet to complete e-learning and their
accounts and access to any data, including personal
health information, has been terminated until they
complete e-learning.

Dates and number of security communications to
agents since prior IPC review

E-New sletter: communication regarding resources on
phishing (23 Jun 2017).

Staff presentation: communication regarding
substantially revised Remote Access Policy (12 Sep
2018).

Various email communications, Intranet postings and
tw o staff presentations (attendance w as optional)
relating to general security aw areness from spotting
phishing emails to understanding hacking threats
occurred during the month of Oct 2019 in recognition of
International Security Month.

Confidentiality Agreements

Human Resources Indicator

Assessment

Number of agents w ho have, and w ho have not, signed
confidentiality agreements each year since prior IPC
review

Total agreements signed including initial and annual
agreements:

(November 1, 2016 - March 31, 2017): 89
(April 1, 2017 - March 31, 2018): 739
(April 1, 2018 - March 31, 2019): 850
(April 1, 2019 - October 31, 2019): 804

Total annual agreements not signed:

(November 1, 2016 - March 31, 2017): 0
(April 1, 2017 - March 31, 2018): 0
(April 1, 2018 - March 31, 2019): 2
(April 1, 2019 - October 31, 2019): 1

Date of commencement of employment, contract or
other relationship for agents yet to execute
confidentiality agreements and date agreement must be
executed

April 1, 2018 - March 31, 2019): 2 agreements w ere not
signed by ICES Abstractors w hose relationship with
ICES each commenced 18 May 2018. They are no
longer at ICES.

(April 1, 2019 — October 31, 2019): 1 agreement w as
not signed by an agent w ho started on 6 Feb 2018
because of a leave of absence. This agent must renew
the agreement on return to ICES.

Termination or Cessation

Human Resources Indicator

Assessment

Number of notifications from agents since prior IPC
review for termination of their employment, contractual
or other relationship

Total notifications: 321

This number reflects all terminations w hether or a not
they involved notification fromthe agents.
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Organizational Indicator

Assessment

Dates corporate risk register w as review ed since prior
IPC review

12 Jan 2017
13 Apr 2017
7 Jun 2017

25 Sep 2017
18 Jan 2018
16 Apr 2018
12 Jun 2018
24 Sep 2018
17 Jan 2019
10 Apr 2019
14 Jun 2019
23 Sep 2019

Whether amendments w ere made to the corporate risk
register as a result of the review, and description of
each

No amendments w ere made to the risk register as a
result of the reviews. How ever, the risk register is
undergoing review to become a more mature and
integrated risk management framew orkfor the
organization. The expected implementation date of the
revised framew ork is early-to-mid 2020.

Business Continuity & Disaster Recovery

Organizational Indicator

Assessment

Dates business continuity and disaster recovery plan
w as tested since prior IPC review.

The plan w as tested in Oct 2018. A component of the
plan, specifically crisis communication, w as tested in
Dec 2019 and a more extensive test specifically of IT
systems w as carried out in Jan 2020. The next test is
slated for completion in Dec 2020.

Whether amendments w ere made to business
continuity disaster recovery plan as a result of testing,
and description of each.

The 2018 test resulted in a minor adjustment to the
order of operations and w as reflected in the support
documentation, specifically the technical w orkbook and
communications framew ork. Tests conducted in 2020
did not result in any amendments.
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D. Sworn Affidavit
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SWORN AFFIDAVIT

I, Dr. Michael Schull, Chief Exacutive Officer of the Institute for Clinical Evaluative Sciencas (ICES) , MAKE
OATH AND SAY:

1. ICES has In place policles, procedures and practices to protect the privacy of Individuals whose

personal health information s received and to maintain the confidentiality of thatinformation.

2. The policies, procedures and practices implemented by ICES comply with the Personal Health

Infarmation Profaction Acf, 2004 and the regulations thereto, as may be ameanded from time to time.

3. The policies, procedures and practices implamented by ICES comply with the Manual for the Review
and Approval of Prescribed Persons and Prescribed Entities that has been published by the Information

and Privacy Commissioner of Ontario, as itmay be amended from time to time.

4. ICES has submitted a written report to the Information and Privacy Commissioner of Ontario in
compliance with the Manual forthe Review and Approval of Prescribed Persons and Entities, '

5. ICES has taken steps that are reasonable in the circumstances to ensure compliance with the policies,
procedures and practices implemented and to ensure that the personal health information received is
protected against theft, loss and unauthorized use or disclosure and to ensure that records containing

’

personal health information are protected against unauthorized copying, modification ordisposal.

SWORN BEFORE ME

in the City of Toronto Onz_ch:ober 2019. é z W
| Michael Schull
( 4
e

Chief Exacutive Officer
ICES
Commigsioner r@ng Affidavits
Live® 531914
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Appendix A-Privacy Policies & Procedures
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication | Communications Materials
Documentation Date Materials
Required Amended

Privacy Policy Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting Yes Refreshed public w ebsite privacy

titles updated; formatting changes page
Aug-19 Amendment Updated titles; changed to new template; Oct-19 Intranet posting Yes Refreshed public w ebsite privacy

revised information about ICES' status as a page
PE to s. 18(1) of O. Reg. 329/04

Public w ebsite Sep-19 Amendment Updated CPLO title n/a n/a Yes Public w ebsite privacy page

privacy page updated

Privacy Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a

Information, titles updated; formatting changes

Inquiries & Jul-19 Amendment Moved to new policy template; titles updated Jul-19 Intranet posting No n/a

Complaints

Policy

Privacy May-19 Amendment Updated role names; added to new template Jul-19 Intranet posting No n/a

Inquiries &

Complaints

Procedures

Privacy Inquiry Oct-19 Amendment Updated forrole name changes n/a n/a No n/a

& Privacy

Complaints Log

ICES Privacy Oct-19 Amendment Added new logo n/a n/a No n/a

Complaint Form

ICES Privacy Oct-19 Amendment Added new logo n/a n/a No n/a

Complaint

Report

ICES Privacy Oct-19 Amendment Added new logo n/a n/a No n/a

Inquiry Report

Privacy Oct-19 No Amendment None n/a n/a No n/a

Complaint

Response 1 A

Privacy Oct-19 No Amendment None n/a n/a No n/a

Complaint

Response 1B

Privacy Oct-19 No Amendment None n/a n/a No n/a

Complaint

Response 2

Collection of Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a

Personally titles updated; formatting changes
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Identifiable Jun-19 Amendment Moved to new policy template; titles updated; Jul-19 Intranet posting No n/a
Information removed "for research purposes” under Policy
Policy Scope, as ICES collects Pl for purposes
beyond research
Collection of Nov-16 Amendment Added Data Partnerships and Development Nov-16 Intranet posting No n/a
Personally among the group of recipients of signed DSA
Identifiable notifications for CUD/GUD.
Information Jan-17 Amendment Updated Non-PIl section to clarify Jan-17 Intranet posting No n/a
Procedures responsibility of DQIM to import data collected
pursuant to data sharing request form.
Aug-19 Amendment Updated role titles and department names; Oct-19 Intranet posting No n/a
updated responsibilities for communicating
approval of PIAs and preparation of DSAS;
revised "approval" to "assessment" regarding
PIAs; updated requirement for PIA and DSA
amendments w hen either specifies few er
variables than w hatis provided to ICES:
updated processes for collection of Pl for third
party research
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(HIC)
ICES Data Jun-19 Amendment Added information about destruction of indirect | n/a n/a No n/a
Sharing identifiers and derivatives of data collected
Agreement
(Researcher)
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(Researcher -
Other
Information)
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(Other
Authority)
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Sharing
Agreement
(Researcher -
PHI and Other
information)
Privacy Impact Mar-17 Amendment Update role names Mar-17 Intranet posting No n/a
Assessment
Policy
Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a
titles updated; formatting changes
Jul-19 Amendment Moved to new policy template; titles updated Jul-19 Intranet posting No n/a
ICES Project May-19 Amendment Added section for Controlled Macros; revised May-19 Intranet posting No n/a
PIA Form several CUD to GUD
ICES Project Jun-17 Amendment Add capture of REB-approved retention Jun-17 Intranet posting No n/a
PIA Review timeframe to Privacy Officer review
Procedure Oct-17 Amendment Changes in Project PIA mean more sections Oct-17 Intranet posting No n/a
specified for PO to review, scale back to single
PO review, communicate approval to helpdesk
to initiate RAE updates. SharePoint now used
for some document control. PCOA takes over
creation of project folders
Sep-18 Amendment Changes in Project PIA mean conditions for Sep-18 Intranet posting No n/a

Controlled Macros must be verified; Program
Leader approval is not required for
amendments to Schedule 1, Part A; auto-
approved amendments may be submitted
directly to PLO; change in role titles
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Aug-19 Amendment Project PIAs and amendments requiring PLO Oct-19 Intranet posting No n/a
review are submitted to the appropriate
Research Program, not directly to PLO;
revised "approval" of project PIAs and
amendments to "review and assessment”;
notification of completion of PLO review now
provided by Privacy SME w horeview s the
forms rather than the PLA; distinguished
betw een steps required for amendments
involving PLO review and assessment, and
amendments that require email notification
only
ICES PIA Form Jan-19 Amendment Added new logo n/a n/a No n/a
- Data Holding
ICES PIA Form Oct-19 No Amendment None n/a n/a No n/a
- Service
Provider
ICES PIA Form Oct-19 No Amendment None n/a n/a No n/a
- General
ICES PIA Form Jun-19 No Amendment None n/a n/a No n/a
- Data
Disclosure
Privacy Audit & Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a
Monitoring titles updated; formatting changes
Policy May-19 Decommissioned Replaced, along with Security Audit & May-19 Intranet posting No n/a
Monitoring Policy, with Internal Audit policy
May-19 New Establishes systematic internal audit May-19 PLO meeting; No n/a
approach. Applies to Privacy, Security, intranet posting
Reactive, Compliance and Operational audits
Privacy Oct-19 No Amendment None n/a n/a no n/a
Monitoring Log
& Report Forms Oct-19 No Amendment None n/a n/a no n/a
Workbook
Privacy Audit Oct-19 No Amendment n/a n/a n/a No n/a
Report Form
Template
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Privacy Incident | Jul-19 Amendment Updates to department and role names; added | Jul-19 Intranet posting No n/a
Management new ICES logo
Policy
Privacy Incident | Oct-19 Amendment Updated forrole name changes n/a n/a No n/a
Log & Breach
Reports
Protection of Mar-18 Amendment Names removed under required review ers; Mar-18 Intranet posting No n/a
ICES Data titles updated; formatting changes
Policy
Aug-19 Amendment Additional information about third party Oct-19 Intranet posting No n/a
researchers added by DAS
Research May-17 Amendment Updated to provide more detail around May-17 Intranet posting No n/a
Analytics transferto PC (student transfers, file locations,
Environment distribution)
(RAE) May-18 Amendment Updated to address free text data fields May-18 Intranet posting No n/a
Dec-18 Amendment Explicitly permit use of email and prohibit use Dec-18 Intranet posting No n/a
of file sharing platforms
Feb-19 Amendment Explicitly prohibit transfer of individual-level Feb-19 Intranet posting No n/a
data from RAE to LAN
Jun-19 Amendment Update to new template Jul-19 Intranet posting No n/a
Privacy Mar-19 Amendment Included information about annual privacy & Mar-19 Intranet posting; No n/a
Aw areness & security e-learning module PLO meeting; staff
Training Policy email
Privacy & May-18 Amendment Define more robust processes for notification May-18 Intranet posting No n/a
Security and suspension of individuals w ith outstanding
Aw areness annual confidentiality agreement renew als
Procedure Aug-19 Amendment Inserted procedures to address completion Aug-19 Intranet posting; No n/a
and tracking of annual e-training staff-wide meeting
Privacy Jul-19 No Amendment n/a n/a n/a No n/a
Aw areness
Requirements
Table
Privacy Oct-19 No Amendment None n/a n/a No n/a
Aw areness Log
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto

Date(s) New Communication Communication Communication [ Communications Materials

Documentation Date Materials
Required Amended

Privacy & Oct-19 No Amendment None n/a n/a no n/a
Security
Aw areness
Attendance
Sheet
ICES Apr-19 Amendment Updated department names Apr-19 Intranet posting No n/a
Confidentiality
Agreement
(General)
ICES Apr-19 Amendment Updated department names Apr-19 Intranet posting No n/a
Confidentiality
Agreement
(Abstractor)
ICES Apr-19 Amendment Updated department names Apr-19 Intranet posting No n/a
Confidentiality
Agreement
(Data
Covenantor)
ICES Mar-19 Amendment Added new logo Mar-19 Intranet posting no n/a
Collaborating
Researcher
NDA
ICES NDA Mar-19 Amendment Added new logo Mar-19 Intranet posting No n/a
Research Ethics | Mar-18 Amendment Names removed under required review ers; n/a n/a No n/a
Review Policy titles updated; formatting changes

Feb-19 Amendment Removed requirement for annual retrospective | Feb-19 Intranet posting; No n/a

approval of ICES Projects by Sunnybrook
REB; clarified criteria for determining w hen
ICES Projects requires REB approval; clarified
w hen approval specifically by Sunnybrook
REB is required; introduced requirement of Pls
to seek REB approval at his/her local
institution if ICES is not his/her primary
affiliation; removed requirement for REB
approval w hensimply contacting individuals
including physicians

OnTap
communication
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended
Research Ethics | Feb-18 Amendment Removed requirement to obtain Sunnybrook Feb-19 Intranet posting; No n/a
Review REB approval in all cases; set out requirement OnTap
Procedure for DSAs in all cases of PDC involving medical communication
record abstraction at hospitals/clinics; clarified
that ICES Project PIA approval should
precede REB approval
May-19 Amendment Moved to new template n/a n/a No n/a
Protecting Mar-18 Amendment Names removed under required review ers; n/a n/a No n/a
Personal Health titles updated; formatting changes
Information on
Mobile Devices
May-19 Amendment Updated role titles; added to new template May-19 Intranet posting No n/a
Management of | Jan-17 Amendment Added DQ team n/a n/a No n/a
Data
Convenantors
Procedures
Sep-19 Amendment Minor w ording changes Sep-19 Intranet posting No n/a
Creating Coded | May-19 Amendment Free-text field expanded n/a n/a No n/a
Data at ICES
Procedure
Abstractor Sep-19 Amendment Updated titles and template n/a n/a No n/a
Onboarding and
Offboarding
Procedure
Log of ICES Oct-19 Amendment Add date last review ed n/a n/a No n/a
Abstractors
Re-identification | Jan-18 Amendment Removed exception related to presentations Jan-18 Intranet posting No n/a

Risk
Assessment
Procedure
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Communication Communication Communication [ Communications Materials
Documentation Date Materials
Required Amended

Re-identification | Jul-19 Amendment Changed to new template; updated titles; Jul-19 Intranet posting No n/a
Risk changed wording in Responsibility section, as
Assessment one could infer from original w ording that the
Procedure RIRA doesn't necessarily need to be

completed by the Responsible ICES Scientist
Re-identification | Oct-19 No Amendment None n/a n/a No n/a
Risk Clearance
Log
ICES Pre- Aug-19 No Amendment None n/a n/a No n/a
Submission
Checklist for
ICES
Manuscripts
and Reports
Dataset May-17 Amendment Updated AP template n/a n/a No n/a
Creation Plan
Procedure
Management of | May-18 Amendment Updated role titles and added detail to roles n/a n/a No n/a
Data and responsibilities
Convenantors
Procedures
Dataset Mar-19 No Amendment None n/a n/a No n/a
Creation Plan
(General)
DAS Project Oct-17 Amendment Removed individual names from review er list; n/a n/a no n/a
Intake, updated AP template
Adjudication &
Initiation Sep-19 Amendment Updated role and department titles n/a n/a No n/a
Procedure
Verifying & Oct-18 Amendment Replace PARAT w ith Re-identification Risk Oct-18 Intranet posting No n/a
Posting Risk- Assessment Tool
Reduced Data -
to IDAVE Sep-19 Amendment Change to role titles n/a n/a No n/a
Procedure
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Name

Review
Date(s)

Amendment/
New
Documentation
Required

Amendment/New Policy Description

Agent
Communication
Date

Nature of Agent
Communication

Public
Communication
Materials
Amended

Description of Amendmentsto
Communications Materials

ICES Data &
Analytic
Services
Agreement -
Research

Sep-19

No Amendment

None

n/a

n/a

No

n/a

ICES Data &
Analytic
Services
Agreement —
Research &
PSD

Sep-19

No Amendment

None

n/a

n/a

no

n/a

ICES Data &
Analytic
Services
Agreement —
Research &
PSD (Other
Information)

Sep-19

No Amendment

None

n/a

n/a

no

n/a

DAS Projects
Log

Sep-19

No Amendment

None

n/a

n/a

no

n/a

DAS Request
Form

Sep-19

No Amendment

None

n/a

n/a

no

n/a

DAS
Confirmation of
Feasibility Form

Sep-19

No Amendment

None

n/a

n/a

No

n/a
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Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
Assistive ADP captures data The data are required to | Patient-level data associated MOHLTC
Devices associated w ith Ontario conduct analysis and w ith:
Program residents w ith long-term compile statistical mobility aids
(ADP) physical disabilities who | information with respect hearing aids and other
receive funding for to the evaluation, devices
customized equipment planning and monitoring e communication aids
appropriate for the of the health system, visual aids
individual's basic needs. | and to support related diabetic equipment and
research, specifically in supplies
the areas of supporting o respiratory equipment
funding to Ontario and supplies
e et rome oxyen tnerapy
S 2 e artificial eyes and facial
disabilities and access .
) o prosthetics
to personalized assistive .
devices appropriate for = custom Or.thOt'C braces,
the individual's basic compression garments
needs. and lymphedema
pumps
e prosthetic breasts or
limbs
Cancer ALR data are collected The data are required to e Clinical data CCO
Activity Level for repprting and condgct ana]y;is and e Patient-level data
Reporting analysis purposes. It _complle _stat|st_|cal « Patient-level activity within
R oo e on ™" || thecancersystemocuses
. . Co on radiation and systemic
requ_lred to produce the planning and monitoring therapy services and
quality, cost and of the health system, : -
performance indicators and to support related oyt.patlent oncology clinic
for the provincial cancer | research, specifically in visits
system. the area of treatment
provided to cancer
patients.
Ontario ASTHMA collects data, The data are required to e Patient-level data MOHLTC,
Asthma w hichincludes all conduct analysis and e It is a cumulative ICES- CHI
dataset Ontario asthma patients compile statistical derived database updated
(ASTHMA) identified since 1991 for | information w ith respect annually using updated
the purpose of to the evaluation, OHIP, DAD, SDS, and RPDB
identifying cases, planning and monitoring data.
validation measures, of the health system,
citations for each cohort and to support related
creation, data research, specifically in
availability, prevalence the area of prevalence
and incidence flags. and incidence of asthma
in Ontario
Better BORN collects data for The data are required to e Patient-level data (infantand | CHEO
Outcomes health care encounters, conduct analysis and maternal)
Registry and w hich are integrated compile statistical e Demographic data (e.g., birth
Netw ork across the continuum of information w ith respect date, infant sex, maternal
(BORN) care for the mother and to the evaluation, age)
infant. Data collected planning and monitoring e Clinical and self-reported
provides information on: of the health system, health data (e.g. health
maternal demographics and to support related conditions, procedures,
and health behaviors, research, specifically in treatments, outcomes, health
pre-existing maternal the area(s) of behaviours)
health problems, pregnancy, labour, birth
obstetric complications, and early new born care.
intrapartum
interventions, prenatal
screening, antenatal
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general, antenatal
specialty, postpartum
mother and child
outcomes.
Bariatric The Bariatric Registry The data are required to Demographic data Dr. Mehran
Registry collects information on conduct research, Baseline clinical data (BM, Anvari
(BRTRC) bariatric treatments specifically in the area of comorbidities, medications)
across Ontario to bariatric surgery. Follow -up clinical data (BMI,
understand different comorbidities, medications)
treatment effects and surgical procedures and
results. Data are complications
collected for_the o quality of life data
purposes of identifying socio-economic data
and informing decision
makers of practices and
health care service
areas that need
improvement.
Client Agency | CAPE is a database The data are required to Data on enrolment of an MOHLTC
Program w hich lists patients who | conduct analysis and individual in a program witha
Enrolment have ever enrolled or de- | compile statistical specific practitioner and
(CAPE) enrolled witha famiy information w ith respect group
physician. This system to the evaluation,
helps to identify enrolled planning and monitoring
patients who may no of the health system,
longer be seeing the and to support related
physician they are research, specifically in
enrolled with, even the area primary health
though this physician is care.
still being paid for being
their family physician.
Community CBI collects individual- The data are required to Aggregate service utilization CAMH,
Business level service utilization conduct analysis and data across health service Reconnect
Intelligence data across health compile statistical providers
(CBI) service providers, information w ith respect Use of community-based
maintaining a single to the evaluation, services and length of stay
repository that contains planning and monitoring
information on patients’ of the health system,
use of community-based | and to support related
services and their length | research, specifically in
of stay. the area of community
health servicesin the
sectors of community
addictions, community
mental health, and
community support
services
Canadian CCHS is a Statistics The data are required to Demographic data (e.g., birth | MOHLTC,
Community Canada Survey that conduct analysis and date, sex, health problems, Statscan
Health Survey | collects health-related compile statistical occupation and Ontario
(CCHS) data (health status, information w ith respect geographic codes Ontario
heath care utilization, to the evaluation, Health-related self-ratings Sharing Files
and health determinants planning and monitoring (e.g., re: healthy behaviors, w ere provided
for the Canadian of the health system, health services utilization) by Statistics
population) at the sub- and to support related Canada and
provincial levels of research, specifically in modified by
geography. The primary the area(s) of the links MOHLTC

purpose of CCHS data is
for health surveillance

betw een health
behaviour and

before being
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and population research. | determinants of health shared with
Federal and provincial and health care ICES.
departments of health utilization.
and human resources,
social service agencies,
and other types of
government agencies
use the information
collected from
respondents to monitor,
plan, implement and
evaluate programs to
improve the health of
Canadians. Researchers
from various fields use
the information to
conduct researchto
improve health. Non-
profit health
organizations and the
media use the CCHS
results to raise
aw areness about health,
an issue of concern to all
Canadians.
Cardiac Care CCN provides equitable, The data are required to Includes all cardiac surgical CorHealth
Netw ork timely and appropriate conduct analysis and procedures, catheterization, Ontario
(CCN) (Now access to cardiac compile statistical coronary artery bypass graft
“CorHealth”) services in the province information w ith respect surgery (CABG),
of Ontario. CCN collects to the evaluation, percutaneous coronary
registry data for the planning and monitoring intervention (PCl),
purposes of facilitating of the health system, electrophysiology procedures
and monitoring accessto | and to support related (diagnostic studies and
cardiac surgery. research, specifically in ablations), cardiac device
the area(s) of implantation, transcatheter
cardiovascular aortic valve implantation
procedures and (TAVI), and other
surgeries. transcatheter structural heart
interventions e.g., mitral
valve clip, left atrial
appendage closure
Continuing CCRS collects The data are required to Assessment-level data MOHLTC
Care demographic, conduct analysis and Admission-level data
Reporting administrative, clinical compile statistical Residents-level data
System and resource utilization information w ith respect Facility-level data
(CCRS) information w horeceive to the evaluation,

continuing care services
in hospitals or long-term
care homes in Canada.
Data are collected at the
point of care. Real time
reports flag resident
risks and inform care
planning, w hich help to
guide care and system-
w ide planning as wellas
provide quality
improvement.

planning and monitoring
of the health system,
and to support related
research, specifically in
the area of a wide range
of continuing care
services. This range
includes hospital-based
continuing care (e.g.,
complex continuing
care, extended/chronic
care) and residential
care providing 24-hour
nursing services (e.g.,
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nursing home, home for
the aged).
Ontario Every ten years, The data are required to e Ontario-level demographic Statistics
Census Area households receive a conduct analysis, and statistical data on Canada
Profiles short-form census compile statistical individuals and households
(CENSUS) questionnaire wherethe | information and to
follow ing data is support related
extracted; age and sex, research.
family, language,
aboriginal peoples,
education, labor,
immigration and
citizenship, and ethnicity.
Census data provides
demographic and
statistical data w hichis
used to plan public
services (health care,
education,
transportation), assess
the economic state of
the country and develop
socioeconomic status
indicators.
Canada Every ten years, The data are required to e Canada-level demographic Statistics
Census area households receive a conduct analysis, and statistical data on Canada
profiles short-form census compile statistical individuals and households
(CENSUSCA) questionnaire wherethe | information and to
follow ing data is support related
extracted; age and sex, research.
family, language,
aboriginal peoples,
education, labor,
immigration and
citizenship, and ethnicity.
Census data provides
demographic and
statistical data w hichis
used to plan public
services (health care,
education,
transportation), assess
the economic state of
the country and develop
socioeconomic status
indicators.
Laboratory To permit evaluation of The data are required to e Patient-level laboratory data London Health
Data from laboratory-based conduct analysis and Sciences
South- outcomes in individuals compile statistical Centre and St.
Western residing in Southw estern | information with respect Joseph’s
Ontario Ontario. to the evaluation, Hospital on
Hospitals planning and monitoring behalf of 12
(CERNER) of the health system, hospitals in
and to support related Southw estern
research, specifically in Ontario.

the area of laboratory-
identified outcomes
(acute kidney injury,
etc.)
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Canadian CFDR collects data on The data are required to | ¢ Includes patient-level data MOHLTC,;
Cystic Fibrosis | individuals witha conduct analysis and on patients w ith cystic Cystic Fibrosis
Data Registry confirmed diagnosis of compile statistical fibrosis Canada
(CFDR) cystic fibrosis based on information w ith respect
current guidelines, for to the evaluation,
the purpose of ensuring planning and monitoring
data entries are of the health system,
standardized and and to support related
consistent in cystic research, specifically in
fibrosis clinics across the areas of know ledge
Canada. improvement of disease
The data collected within | patterns and care of
the Registry can be used | patients w ith cystic
to better understand fibrosis, to translate the
clinic populations, know ledge into
respond to emerging improved outcomes for
health care issues, people with cystic
develop quality fibrosis.
improvement initiatives
and track clinical
outcomes over time
Congestive The CHF database The data are required to e Includes patient-level data on | MOHLTC,
Heart Failure contains all Ontario conduct analysis and individuals w ho meet the CHI,
(CHF) individuals w ith CHF compile statistical administrative data-based
identified since 1991. information w ith respect definition of CHF, including a
The CHF database to the evaluation, diagnosis date.
collects data to help planning and monitoring
identify cases of CHF of the health system,
from primary care patient | and to support related
records and research, specifically in
administrative data. the area of the
prevalence and
incidence of congestive
heart failure in Ontario.
IRCC IRCC data contains The data are required to | e The data contains permanent | IRCC
Permanent permanent residents’ conduct research, residents' demographic
Residents demographic specifically in information, such as country
database information, such as connection with of citizenship, country of
(IRCC) country of citizenship, permanent resident birth, level of education,
level of education, populations. mother tongue, landing date,
mother tongue and skills, immigrant categories,
landing date. IRCC data etc.
is collected for the
purposes of health
research, evaluation and
support for health policy
and program
development forthe
population.
Canadian CJRR collects patient- The data are required to e Patient-specific information CHI
Joint specific information conduct analysis and (clinical, surgical and
Replacement (clinical, surgical and compile statistical prosthesis) on hip and knee
Registry prosthesis) on hip and information w ith respect replacement surgeries
(CIRR) knee replacement to the evaluation, performed in hospital.

surgeries performed in
hospital. Data are
collected forthe
purposes of recording
and analyzing clinical
parameters and

planning and monitoring
of the health system,
and to support related
research, specifically in
the area of hip and knee
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outcomes of primary and | replacement for the
revision hip and knee aging population.
replacements over time.
Clinical Liver CLD contains clinical The data are required to e Data on demographics, Toronto
Database information from patients | conduct analysis and medications, laboratory Western
(CLD) seen at the Toronto compile statistical results and clinical status at Hospital
Western Hospital Liver information w ith respect each visit, as compiled in the
Clinic from 2000 to 2014. | to the evaluation, clinic's standardized clinical
CLD collects data on planning and monitoring record.
demographics, of the health system,
medications, laboratory and to support related
results and clinical status | research, specifically in
at each visit, for the the area of liver disease
purpose of compiling a of varied etiologies,
standardized clinical most commonly alcohol-
record. related, non-alcoholic
fatty liver disease, viral
hepatitis and auto-
immune
Yearly Health Patient contact and The data are required to | e Files are created by ICES MOHLTC,
Services eligibility yearly files conduct analysis and using in-house datasets CHI
Contact contain records of compile statistical received fromMOHLTC and
(CONTACT) individuals w ho are information w ith respect CIHI. The files contain, for
eligible for OHIP. to the evaluation, each quarter of a calendar
planning and monitoring year:
of the health system, o A marker indicating
and to support related RPDB eligibility status
research, specifically in o A marker indicating any
the areas of health health care contact
services research. (hospital visit, OHIP
claim, OBD claim,
nursing home resident
etc.)
o A marker indicating
CAPE enrolment
Chronic COPD contains all The data are required to e Patient-level data MOHLTC,
Obstructive Ontario COPD patients conduct analysis and e Yearly prevalence and CHI
Pulmonary identified since 1991, compile statistical incidence of COPD in
Disease w hich enables information w ith respect Ontario
(COPD) identification of to the evaluation, e COPD diagnosis date
individuals w ith planning and monitoring
physician diagnosed of the health system,
COPD in health and to support related
administrative research, specifically in
databases. the area of respiratory
disease.
Canadian CORR records and The data are required to e Contains data on hospital CHI
Organ analyzes the level of conduct analysis and dialysis programs, transplant
Replacement activity and outcome of compile statistical programs, organ
Registry vital organ information w ith respect procurement organizations
(CORR) transplantation and renal | to the evaluation, and independent health

dialysis activities. CORR
provides extended
access to recipients
receiving treatment
outside Ontario. CORR
collects data to provide:
a national view on end-
stage organ failure
statistics for comparative

planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of organ
transplant and renal
replacement therapy.

facilities that track patients
from their firsttreatment for
end-stage organ failure
(dialysis or transplantation)
to their death.
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analyses and research

studies, an opportunity

to facilitate better

treatment decisions and

statistics on long-term

trends (used for

planning; and optimizing

programs) and lastly to

provide statistics to the

health care industry to

enhance business.
Corporate Files are maintained by The data are required to ¢ Individual-level physician MOHLTC
Provider the MOHLTC Provider conduct analysis and data including birth year (for
Database Services branch compile statistical age), sex, year of
(CPDB) containing information information w ith respect graduation, practice location.

about all physician and to the evaluation,

some non-physician planning and monitoring

providers funded by the of the health system,

Ministry. CPDB uses and to support related

this data to create their research, specifically

database, forthe related to physician

purposes of providing services.

information on

demographic, eligibility,

speciality and practice

location of physicians

and non-physicians.
Client Profile CPRO contains long- The data are required to e Patient-level long term care MOHLTC
Database term care home conduct analysis and home application information
(CPRO) application information at | compile statistical e Patient long term home

the patient level such as | information with respect choices

patient characteristics to the evaluation,

and location at planning and monitoring

application, long-term of the health system,

care home choices and and to support related

milestone events research, specifically in

through the placement the area(s) of long-term

process. CPRO collects care placement in

data for the purposes of Ontario”

tracking patients w aiting

for long-stay placement

in Ontario long term care

homes and

tracking requests

for change of placement

for those already

residing in long term

care.
CT/MRI Data w ere compiled The data are required to e CT and MRI scansw ere 25 Ontario
Abstracted through abstraction of a conduct analysis and restricted to the 3 most hospitals

Data (CTMRI)

consecutive series of
Computerized
Topography (CT) and
Magnetic Resonance
Imaging (MRI) scans
performed after April 1,
2004 from tw enty-nine
randomly selected
Ontario hospitals. The

compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the area(s) of CT and
MRI images

common scanning regions
for each type of scan: CT
abdomen/pelvis, CT brain,
CT chest, MRI brain, MRI
extremities, and MRI spine
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purpose w as to describe
common indications for
outpatient CT and MRI
scanning in Ontario,
determine the frequency
of
normal/abnormal/inter me
diate scans and lastly to
determine the frequency
in w hich further
diagnostic testing w as
recommended after the
scan w as performed.
Discharge DAD captures The data arerequired to | ¢  Contains information about CHI,
Abstract administrative conduct analysis and patient separations, such as: | MOHLTC
Database (institution-hospital compile statistical
(DAD) number, admission information w ith respect o Clinical data
category, length of stay, | to the evaluation, (diagnoses, pro
disposition), clinical planning and monitoring cedures '
(diagnoses, procedures, of the health system, physicialn)
physician) and and to support related o  Demographic
demographic information | research, specifically in data (patient
(patient gender, date of the areas of evaluation gender, date of
birth, postal code, county | of inpatient services birth p;)stal
and residence code), on use, in-patient deaths, codé county
hospital discharges acute care availability, T
. . . ) . and residence
including deaths, sign- case costing and service code)
outs and transfers. transfers. o Administrative
data
(institution/hos
pital number,
admission
category,
length of stay,
disposition)

o Data usedto
evaluate
patient length
of stay and
resource
consumption,
as defined
using case
mixed group,
complexity and
resource
intensity w eight

o Additional data
on mental
health
inpatients
(since
1998/99)

Quarterly Comprises cuts of both The data arerequired to | ¢  Contains information about CHI,
Discharge NACRS and DAD data conduct analysis and patient separations, such as: | MOHLTC
Abstract compiled on a quarterly compile statistical

Database basis. information w ith respect o Clinical data

(DADQ) to the evaluation,

planning and monitoring
of the health system,

(diagnoses, pro
cedures,
physician)
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and to support related o  Demographic
research, specifically in data (patient
the area of evaluation of gender, date of
inpatient services use, in birth, postal
patient deaths, acute code, county
care availability, case and residence
costing and service code)
transfers. o Administrative
data
(institution/hos
pital number,
admission
category,
length of stay,
disposition)
o Data usedto
evaluate
patient length
of stay and
resource
consumption,
as defined
using case
mixed group,
complexity and
resource
intensity w eight
o Additional data
on mental
health
inpatients
(since
1998/99)
Ontario The Ontario Dementia The data are required to e Patient-level data on all CHI,
Dementia Dataset is comprised of conduct analysis and Ontarians whow ere MOHLTC
Database all Ontario persons who | compile statistical identified w ith dementia
(DEMENTIA) have been identified with | information w ith respect (including Alzheimer’s)
Alzheimer’'s and related to the evaluation, betw een the ages of 40 to
dementias in ICES data planning and monitoring 110 years since 1988
holdings betw een the of the health system, e DEMENTIA is a cumulative
ages of 40 to 110 years. | and to support related ICES-derived database
research, specifically in updated annually using
the area of prevalence updated OHIP, DAD, SDS,
and incidence of ODB and RPDB data
dementia
Drugs List The Drugs List data set The data are required to e Near exhaustive list of DINs Brogan Inc,
(DIN) contains information on conduct analysis and used in Canada from 1990 MOHLTC

drug and product names,
subclass information,
product codes, drug
strength, route of
administration, first and
last dispensing dates
from OD. This data setis
used to obtain a list of
drug information
numbers (DINs) w hich
fall under generic drug
names/drug subclasses,
to look up properties of a
drug such as strength,

compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the area of treatment
duration, patient
outcomes, drug
intervention for specific
disease.

forw ard

e Contains information on drug
and product names,
subclass information product
codes, drug strength, route
of administration, firstand
last dispensing dates from
ODB
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and to gather information
on doses of drug
dispensed in an ODB
claim.
Dialysis DMAR is an innovative The data are required to e Contains characteristics and | 5 Ontario
Measurement w eb-based application conduct analysis and outcomes, including modality | hospitals.
Analysis & that facilitates the compile statistical changes, hospitalization,
Reporting collection of prospective | information withrespect transplantation, treatment
System high-quality data about to the evaluation, w ithdraw al, and death
(DMAR) the care of patients with planning and monitoring
kidney disease. of the health system,
and to support related
research, specifically in
the areas of dialysis
patients at specific sites
in Ontario.
Drug Product The DPD contains The data are required to e Contains product and Health
Database product specific conduct analysis and company information on drug | Canada
(DPD) information on legal compile statistical products marketed in
drugs approved for use information w ith respect Canada, as collected by
and authorized for sale to the evaluation, Health Canada
by Health Canada such planning and monitoring
as drugs for humans and | of the health system,
animals, disinfectants, and to support related
radiopharmaceutical research, specifically in
drugs and biological the area of drug
drugs for humans. utilization.
Enhanced The EFFECT consists of | The data are required to e Patient-level, clinical data 85 Ontario
Feedback for clinical data such as conduct analysis and collected from patient charts hospitals
Effective acute myocardial compile statistical after acute myocardial
Cardiac infarction, and information w ith respect infarction and congestive
Treatment congestive heart failure to the evaluation, heart failure
(EFFECT) for the purpose of planning and monitoring
measuring and of the health system,
improving the quality of and to support related
cardiac care. The research, specifically in
purpose of the collection | the areas of cardiac
w as to determine care.
w hether developing and
publishing report cards
based on clinical data
collected from patient
charts leads to greater
use of evidenced based
therapy at hospitals that
receive them.
Hectronic EMPRC consists of The data are required to e Patient-level data Data is
Medical clinically relevant conduct analysis and e (Clinical data included in collected
Records information maintained compile statistical patient’s electronic medical through
Primary Care by family physicians information w ith respect record (e.g., medical history, | Physician
— Master practicing in Ontario to the evaluation, current health problems, participation.
Linking derived from electronic planning and monitoring treatments prescribed,
Crossw alk medical records (EMRs). | of the health system, clinical notes, test results,
(EMPRC) EMRPC data is collected | and to support related etc.)

for the follow ing
purposes: validating
methods for identifying
patients w ith particular
disease conditions using
administrative data,

research, specifically in
the areas of primary
care, health systems,
and population health.
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developing automated,
accurate methods for
identifying patients with
disease conditions w ithin
the EMR, providing
feedback regarding
physician performance
on quality indicators for
several chronic
diseases, and examining
w aittimes for referrals
from primary care
physicians to specialists.
OHIP's ERCLAIM comprises The data are required to e Contains OHIP records MOHLTC
Emergency data on billings by conduct analysis and identified as occurring in the
Claims Emergency Doctors, in compile statistical Emergency Department
Database order to enable ICES to information w ith respect e Created in-house at ICES
(ERCLAIM) separate OHIP billings to the evaluation, using a subset of OHIP
for patient visits that planning and monitoring records received from
occur in the Emergency of the health system, MOHLTC
Department from regular | and to support related
office visits. research.
Symptom The Symptom The data are required to e This data holding consists CCO
Management Management Database conduct analysis and four smaller datasets:
Database is a web-based symptom | compile statistical Edmonton Symptom
(ESAS) screening tool provided information w ith respect Assessment System (ESAS)
by CCO to healthcare to the evaluation, . '
providers (and their planning and monitoring Eastern Cooperative
patients w here available) | of the health system, Oncology Group
to monitor patients and to support related Performance Status (ECOG),
symptoms. Data are research, specifically in Patient Reported Functional
collected forthe purpose | the area of cancer care. Status (PRFS), and Palliative
of improving symptom Performance Scale (PPS).
management and . . .
collaborative palliative * Th's datg holding prov[des
care planning through information on patlen_ts
earlier identification, symptoms. and “4”.0“0”""'
documentation and status during their journey of
communication of patient cancer care.
symptoms and
performance status.
Estimated Comprises details about | The data are required to [ e A list of the average or most MOHLTC
Schedule of physician services and conduct analysis and frequently billed price for
Benefits biling requirements for compile statistical each OHIP fee code or fee
(SOB) price various procedures and information w ith respect suffix.
associated visits. to the evaluation, e Created in-house at ICES
witheach planning and monitoring using a subset of OHIP
OHIP feecode of the health system, records received from
and suffix. and to support related MOHLTC
(ESTSOB) research, and
specifically to create a
standard price for
services recorded in the
OHIP database. Used
for costing analyses.
Surname- Canada’s twolargest The data are required to e The database classifies MOHLTC
based visible minority conduct analysis and people according to their
Ethnicity populations, South compile statistical probable ethnic background,
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Group Asians and Chinese are information w ith respect w ith three categories: South
(ETHNIC) excluded from Ontario’s to the evaluation, Asian, Chinese, and other.
administrative ethnicity planning and monitoring This is the only source of
data. Both of these of the health system, (very limited) ethnicity
populations have unique | and to support related information on all Ontarians.
identifiable surnames not | research, specifically in
shared w ith other ethnic the areas of ethnicity-
groups. The lists based determinants of
deliberately excludes health and health care
surnames, w hich, w hile utilization.
they may be common in
the South Asian or
Chinese population, are
not unique to that
population. As a result,
the South Asian list
includes predominantly
Hindu surnames and is
therefore most
representative of Indian
surnames; Muslim
surnames from Pakistan
and Bangladesh are
often shared w ith Muslim
populations from other
w orld regions, and so
are not included in the
list. These exclusions
provide very low
sensitivity for the South
Asian and Chinese
population. Collecting
data serves the useful
purpose in defining a
cohort of South Asian
and/or Chinese
individuals in a study
w here this is the primary
exposure of interest.
GAPP GAPP contains non- The data are required to e Information on non-fee-for- MOHLTC
Decision OHIP-related payments conduct analysis and service payments made to
Support for health care providers | compile statistical physicians through various
Systems (e.g. primary care information w ith respect alternate payment plans.
(Physician organizations) forthe to the evaluation,
Payments) purpose of examining planning and monitoring
population health care of the health system,
cost. and to support related
research, specifically in
the area of physician
compensation.
Gamma GDML collects data by The data are required to e Patient-level data including Dynacare
Dynacare linking outpatient conduct analysis and date and results of a variety Gamma
Medical serumurine test data compile statistical of outpatient laboratory Laboratory
Laboratories from 225 Gamma- information w ith respect serum/urine test data from Partnership
(GDML) Dynacare laboratories to the evaluation, 225 Gamma-Dynacare dba Dynacare

across Ontario from
2002 to 2016.

planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of laboratory

laboratories across Ontario
for 2002 to 2016.
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confirmed disease,
including cardiovascular
disease, kidney disease
and diabetes.
Home Care HCD contains The data are required to e Data on all home care visits HSSO,
Database information on clients, conduct analysis and betw een fiscalyears 2005/06 | OACCAC
(HCD) intake, assessment, compile statistical to the current time, including
admission, diagnostic information w ith respect date and type of visit.
and surgical procedure, to the evaluation, e Basic demographic and
and service delivery. planning and monitoring health-related characteristics
Data are collected for of the health system, of individuals w ho received
the purpose of helping and to support related home care visits during this
home care clinicians research, specifically in period
code diseases and other | the area of home care
health conditions that services.
frequently occurin home
care.
Home Care HCD collects data forthe | The data are required to e Data on all | home care visits | MOHLTC
Database - purpose of providing conduct analysis and betw een fiscalyears 1994/05
MOHLTC clinical insight into compile statistical and 2014/15, including date
(HCDMOH) patients w ho encounter information w ith respect and type of visit.
service through Ontario’s | to the evaluation, e Basic demographic and
Community Care Access | planning and monitoring health-related characteristics
Centres (CCACs). of the health system, of individuals w ho received
and to support related home care visits during that
research, specifically in period
the area of home care
services.
Health Care HCES is across- The data are required to | e Public experiences with MOHLTC
Experience sectional voluntary conduct analysis and aspects of the health system
Survey telephone survey compile statistical (Ontarians age 16 and
(HCES) conducted for the information w ith respect older.)
purpose of examining to the evaluation,
the attachment to planning and monitoring
primary care providers in | of the health system,
Ontario and the public’s and to support related
experience w ith other research, specifically to
aspects of the health measure attachment to
care system. primary care providers in
Ontario, the public’s
experience including
w aittimes at service
providers, w alk-in clinics
and emergency
departments, referral to
specialists.
Ontario HIV The Ontario HV The data are required to e Clinical data including date of | MOHLTC,
Database Database contains all conduct analysis and HIV diagnoses, prevalence CIHI-DAD
(HV) Ontario HIV positive compile statistical and incidence each year

patients identified since
1992.

information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of HIV
diagnoses, new
infections and health
care utilization trends
among people living with
HIV in Ontario.
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Ontario HV An anonymous, The data are required to e Patient-level data: OHTN
Treatment observational, open, conduct analysis and sociodemographic data,
Netw ork dynamic cohort study of compile statistical social determinants of health
(H\VOHTN) individuals withHIV who | information w ith respect e Clinical characteristics

have been diagnosed to the evaluation, e Laboratory data

and have entered care in | planning and monitoring

Ontario. The data are of the health system,

collected for the and to support related

purposes of conducting research, specifically in

scholarly research that the areas of

contributes to an engagement in HIV care

improved understanding and the characteristics

of HIV, providing and health care

improved treatment for utilization patterns of

people living with HIV, individuals living with

and helping people living | HIV and engaged in

with HIV get better care.

accessto care.
Health Links Health Link is a team of The data are required to e Data includes: MOHLTC
Datasets providers in a conduct analysis and o Care coordination
(HLINK) geographic area working | compile statistical status

together to provide information w ith respect

coordinated health care to the evaluation, °© LHI!\I numper of

to patients w ith multiple planning and monitoring patient residence

complex conditions of the health system, o LHIN name of

(often seniors) withthe and to support related patient residence

patient at the center. The | research, specifically in o LHIN sub-region of

Health Link program the areas of coordinated patient residence

aims to engage patients care services provided o Dates related to

and their care providers to patients of high .

to ensure that the plan is | needs. pgt.|ent

being follow ed, that visit/assessment,

patients are taking the case conference

right medications and completion, and

that patients have a care w hen no longer

provider w ho know s receiving Health

them. Tl?e Health Link Links care

program's purposes are

to improve access to

care, reduce w ait times

and prevent

unnecessary hospital

and emergency Visits.
Health HOBIC focuses on the The data are required to | e Data includes measures of 160 Ontario
Outcomes for clinical status of patients | conduct analysis and the acute care, complex health care
Better admitted to acute care, compile statistical sites

Information
and Care
(HOoBIC)

long-term care, complex
continuing care and
home care organizations
in Ontario. HOBIC
collects data for the
purposes of developing
a standard for the
assessment of clinical
information reflective of
nursing care across the
province, providing
information to support
quality improvement

information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research.

continuing care, home care,

and long-term care setting in
Ontario from December 2006
to March 2012.
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initiatives at
organizations and
promoting evidence-
based health system
planning, policymaking
and research through
linkage to health
outcomes.
High Services | High Service Users are The data arerequired to | ¢  These data are derived from | CHI
User (HSU) individuals w ho comprise | conduct analysis and a combination of the
a large percentage of compile statistical Discharge Abstract
health care servicesand | information with respect Database (w henlooking at
incur a large percentage | to the evaluation, high system use based on
of costs. Close planning and monitoring inpatient care) and the
examinations of these of the health system, National Ambulatory Care
high user populations and to support related Reporting System that ICES
provides valuable insight | research, specifically receives from CIHI and
into the health care related to individuals include:
system and highlight identified as "high o Basic demographic data
opportunities for service users". High o Encounter dates (dates
improvement such as: service users are of admission and
integration and continuity | identified based on discharge for inpatient
of clinical and social either their frequency of stays; dates and time
care, increased use (specifically stamps for emergency
resources forhome care | emergency department visit start
and long-term care departments), their and end)
(particularly for palliative length of stay in o Most responsible
patients), and increased hospital, or their overall diagnosis
focus on disease costs within a given o Procedures
prevention and health fiscal year. By having a o Service type (for
promotion. consistent definition of inpatient stays)
high system user (rather o Discharge disposition
than having every study o Use of ambulance (for
use a unique definition), emergency department
w e are better able to visits)
understand w hothese o Triage acuity (for
individuals are, how they emergency department
differ from those with Visits)
less frequent/intensive o Type of stayl/visit (i.e.
health service use, and planned vs. emergency)
w here there may be o Flag identifying high
opportunities to system user status
intervene to reduce the o Hospital identifier
need for acute care use.
Ontario HYPER contains all The data are required to | e Patient-level data, MOHLTC,
Hypertension Ontario hypertension conduct analysis and e Demographic data CHI
dataset patients identified since compile statistical e Diagnosis date (since 1991),
(HYPER) 1991, for the purposes of | information with respect age at diagnosis, prevalent
including algorithms for to the evaluation, flags since 1991 and incident
identifying cases, planning and monitoring flags since 1994
validation measures, of the health system, Created in-house at
citations for each cohort | and to support related ICES using data
crez?\tlonl, data research, spgmﬂgally in received from MOHLTC
availability, prevalence the areas of identifying
and incidence flags. hypertension cases, and CHI
including incident and
prevalent hypertension
cases in a certain year.
Information INST contains a series Datasets suchas the The INST datasets map the MOHLTC
about Ontario of datasets regarding hospital discharge institution numbers to the name,
health care Ontario’s health care type (e.g. acute care hospital,
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institutions system w hich enable the | database, the OHIP nursing home), and location (e.g.,
funded by the assignment of numbers physician claims postal code, LHIN) of the
MOHLTC to each institution funded | gatapase and the !nst!tut!on. They also map the
(INST) by the MOHLTC. National Ambulatory institution nu_mbers to the_ _
. umbrella facility number, indicate
Care Reporting System |, hich hospitals have academic
(NACRS) database affiliations, and provide a
identify places of care chronological history of changes
using the institution to the institution numbers
number. INST allows assigned to the same institution
ICES to use this
institution number for
purposes of:
e estimating the
distance that
patients travel
to receive care
(based on the
distance from
the patient’s
postal code to
the institution’s
postal code)
e examining the
effect of
hospital volume
on treatment
outcomes
(w hichrequires
know ing the
history of
changes in the
institution
number for a
given institution
over time)
e determining
w hich
individuals are
living in a long-
term care
institution (by
determining the
institution type
forthe
institution
number noted
in physician
claims)
ICES ICES Physician The data are required to e Information about physician MOHLTC,
Physician Database contains conduct analysis and specialties, demographics, OPHRDC
Database yearly information about | compile statistical practice characteristics and
(IPDB) all physicians in Ontario information w ith respect relative w orkload.
for the purposes of to the evaluation,
physician profiling, planning and monitoring
predicting physician of the health system,
behavior, and measuring | and to support related
physician supply. research, specifically in
the areas of practice
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and personal
characteristics of
physicians providing
services in Ontario.
Local Health LHIN is comprised of The data are required to 1 record for each of the 14 MOHLTC,
Integration data from 14 not-for- conduct analysis and different geographic areas of | Statistics
Netw ork profit corporations w ho compile statistical Ontario withthe follow ing Canada,
(LHIN) workw ith local health information w ith respect information for each LHIN: Ontario
providers in planning, to the evaluation, LHIN number, name, Ministry of
funding, integrating and planning and monitoring population, localization index | Finance,
delivering local home of the health system, (percent of hospitalizations Intellihealth
care services to citizens and to support related occurring at local high- Ontario
across the city to meet research, specifically in volume hospitals), number of
the needs of residents. the areas of planning, high-volume hospitals, list of
LHIN health services integrating and funding high-volume hospitals
include hospitals, local health services. (names and institution
community care access numbers).
centres, community Contains one record for each
support services, long- of the 175 acute care
term care, mental health hospitals in Ontario
and addictions services Residence codes (based on
and community health Ontario municipal
centres. boundaries) linkage to LHIN
Yearly population estimates
and projections by single
years of age and sex
Management MIS is a comprehensive The data are required to Balance sheet data (e.g., MOHLTC
Information reporting systemfor use | conduct analysis and current assets, long-term
System (MIS) by hospitals across compile statistical liabilit
. . X iabilities)
Canada, forthe purpose | information withrespect
of providing to the evaluation, Income statement data. (e.9.,
management information | planning and monitoring revenue, expenses, gans,
to assist health care of the health system, losses)
managers in allocating and to support related Revenue and expense
and utilizing resources research, specifically in information
more _eff|C|entIy and the areas of financial Functional (accounting)
effectively. accounting and
management statistics centre data
related to the day-to-day Statistical information (e.g.,
operations of health nursing service recipient
service organizations. w orkload, earned hours,
number of meals, volunteer
hours of service)
Linked MOMBABY dataset links | The data are required to Demographic data (e.g., birth | MOHLTC,
Delivering the DAD inpatient conduct analysis and date, infant sex, maternal CHI
Mother and admission records of compile statistical age)
New borns delivering mothers and information w ith respect Clinical health data (e.g. birth
(MOMBABY) their new borns for the to the evaluation, outcome, length of gestation,
purpose of planning and monitoring birthw eight, parity, admission
corresponding records of the health system, and discharge date
betw een a mother-child and to support related
pair. research, specifically in
the areas of perinatal
heath.
National NACRS captures The data are required to Data on all hospital-based MOHLTC,
Ambulatory information on patient conduct analysis and and community-based CHI
Care visits to hospital and compile statistical ambulatory care (e.g. day
Reporting community based information w ith respect surgery, outpatient and
System ambulatory care such as | to the evaluation, community-based clinics,
(NACRS) day surgery, outpatient planning and monitoring and emergency departments

clinics and emergency

of the health system,
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departments w ithin and to support related
Ontario. NACRS collects | research, specifically in
data forthe purposes of the areas of (1)
processing and identifying patients
analyzing summary data | treated at emergency
on institution-based departments, dialysis
ambulatory care, clinics, cancer clinics,
supporting management and people receiving
decision making at the same day surgeries, (2)
hospital, facilitating service volume, and (3)
provincial and national identifying specific
comparative reporting health care needs of
and supporting related Ontarians.
approved analysis and
research.
Quarterly NACRS contains data The data are required to | e Data on all hospital-based MOHLTC,
National for all hospital-based conduct analysis and and community-based CHI
Ambulatory and community based compile statistical ambulatory care (e.g. day
Care ambulatory care: day information w ith respect surgery, outpatient and
Reporting surgery, outpatient and to the evaluation, community-based clinics,
System community-based clinics | planning and monitoring and emergency departments
Quarterly and emergency of the health system, e Data are received quarterly
(NACRSQ) departments. NACRSQ and to support related (4 times a year)
data are received by research, specifically in
ICES approximately two | the areas of (1)
months after the end of identifying patients
each quarter. treated at emergency
departments, dialysis
clinics, cancer clinics,
and people receiving
same day surgeries, (2)
service volume, and (3)
identifying specific
health care needs of
Ontarians.
New Drug The NDFP contains data | The data are required to e Patient-level data related to CCO
Funding related to funding of new | conduct analysis and funding of cancer medication
Program and often expensive compile statistical
(NDFP) cancer drugs for the information w ith respect
purpose of ensuring that | to the evaluation,
Ontario patients have planning and monitoring
equal access to high- of the health system,
quality intravenous (V) and to support related
cancer drugs. research, specifically in
the areas of systemic
therapy in cancer
patients.
Narcotics The NMS collects data The data are required to | ¢  Prescription drugs captured MOHLTC
Monitoring on dispensed conduct analysis and in this database include:
System prescriptions for compile statistical o Opioid analgesics (e.g.
(NMS) narcotics, controlled information w ith respect Tylenol 3®, OxyNEO™)
substances and other to the evaluation, o Stimulants (e.g.
monitored drugs. NMS planning and monitoring methylphenidate
data are collected forthe | of the health system, (Ritalin®))
purposes of educational and to support related o Benzodiazepines/zolpid
and public health and research, specifically in em (e.g. Valium®)
reporting possible the areas of prescribing o Barbiturates (e.g.
criminal conduct to law practices and use of phenobarbital)
enforcement agencies. narcotic analgesics (i.e. o Testosterone products
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opioids), non-narcotic o  Other Drugs (i.e.
controlled drugs (i.e. tramadol containing
stimulants, products)
benzodiazepines, Information on the
barbituates), and other prescription dispensed (drug
monitored drugs (e.g. identification number,
testosterone) in Ontario. quantity, day supply, route of
administration, strength,
manufacturer), patient
(cardholder ID, age, sex,
birth date), prescriber
(specialty [i.e. physician,
nurse practitioner etc.],
prescriber ID), pharmacist
ID, and agency w herethe
prescription w as dispensed
National The NPHS is a The data are required to Health survey results about MOHLTC,
Population longitudinal survey that conduct analysis and health status and factors StatsCan
Health Survey | collects information compile statistical impacting health
(NPHS) related to the health of information w ith respect
the Canadian population. | to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of evaluating
population health status,
health care service
usage, and lifestyle risk
factors such as smoking
or alcohol use.
National The NRS contains The data are required to Data on all staysin an MOHLTC
Rehabilitation patient data collected conduct analysis and inpatient rehabilitation bed.
Reporting from participating adult compile statistical Patient characteristics at the
System inpatient rehabilitation information w ith respect time of arrival and again at
(NRS) facilities and programs to the evaluation, the time of discharge.
across Canada. NRS planning and monitoring
collects data for the of the health system,
purposes of supporting and to support related
CHHI's mandate, research, specifically in
collecting processing the areas of inpatient
and analyzing adult rehabilitation services
inpatient rehabilitation
services, supporting
management decision
making at the hospital,
facilitating provincial and
national comparative
reporting and supporting
related approved
analysis and research.
New born NSO screens almost The data are required to Data from NSO are CHEO
Screening every new bornin conduct analysis and contained in three types of
Ontario Ontario forrare but compile statistical datasets:
(NSO) treatable diseases using information w ith respect

a combination of
advanced laboratory
techniques. NSO data
are collected for the
purposes of retaining

to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in

a) demographic information
about the new bornand the
mother;
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demographic information | the areas of monitoring b) blood sample analyte
about the new born and diseases of new born values (concentrations,
the mother, blood screened and quality ratios);
samples and disease control and quality c) disease outcomes and
outcomes and diagnoses | assurance on the diagnoses from NSO
from NSO screening screening tests. screening tests, as based on
tests. analyte values and standard
diagnostic cut-offs.
Ontario Breast | OBSP collects data in The data are required to e Patient-level data related to CCO
Screening the course of operating conduct analysis and mammography (breast X-
Program the breast screening compile statistical ray) and a physical
(OBSP) program, including with information w ith respect examination of the breasts
respect to recruitment, to the evaluation, by a physician or a nurse
recall, follow -up and planning and monitoring
ongoing quality of the health system,
assurance in order to and to support related
provide timely, research, specifically in
coordinated the areas of breast
assessments of women cancer prevention
w ith abnormal
mammograms.
Ontario OCCC includes all The data are required to e Includes all Ontario patients MOHLTC,
Crohn’s and Ontario patients who conduct analysis and w how ere identified with CHI
Colitis Cohort w ere identified with compile statistical Inflammatory Bow el Disease
dataset Crohn’s disease or information w ith respect aged 0-105 years since 1991
(occe) Ulcerative Colitis from to the evaluation, e Created in-house at ICES
the ages of 0-105 years. | planning and monitoring and updated annually using
of the health system, data from CIHI and MOHLTC
and to support related
research, specifically in
the areas of prevalence
and incidence of
Crohn’s disease or
Ulcerative Colitis w hich
means Inflammatory
Bow el Disease.
Ontario Case OCCI collects case The data are required to e Patient-level data MOHLTC
Costing costing data for acute conduct analysis and e Health systemcost data
Initiative inpatient, day surgery compile statistical (e.g., estimated costs of
(ocan and ambulatory care information w ith respect acute hospitalizations and
cases, as wellas to the evaluation, emergency department
complex continuing care | planning and monitoring visits)
and rehabilitation cases. | of the health system,
Data are collected for and to support related
the purposes of research, specifically in
improving management the areas of health
decision making, system costs.
development of hospital
funding methodologies
and ensuring
comparability in the
costing methodology
across hospitals.
Ontario OCR is the provincial The data are required to | e Patient demographics, CCO
Cancer database of information conduct analysis and cancer diagnosis details, and
Registry for all Ontario residents compile statistical death information.
(OCR) w ho have been information w ith respect

diagnosed w ith cancer or
w ho have died of cancer.
The OCR collects data

to the evaluation,
planning and monitoring
of the health system,
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and exchanges and to support related
information w ith other research, specifically in
provinces and territories | the areas of cancer
about residents care.
diagnosed or treated
outside of Ontario. This
approach ensures
completeness of
provincial cancer
records.
Ontario Drug The ODB database The data are required to [ ¢  Each record represents a MOHLTC
Benefit Claims | contains claims for conduct analysis and drug claim (i.e. a dispensed
(ODB) prescription drugs compile statistical prescription) paid for by the
received under the information w ith respect Ministry of Health
Ontario Drug Benefit to the evaluation, e Data include:
program. planning and monitoring o Drug identifier
of the health system, o Quantity, # days
and to support related supplied
research, specifically in o Cost
the areas of treatment o Patient, Pharmacy and
intervention, diagnosis, Physician identifiers
patient outcomes and o Date prescription was
follow -up. dispensed
o Long Term Care
indicator
Ontario The ODD is a The data are required to e The Ontario Diabetes MOHLTC,
Diabetes population-based conduct analysis and Database (ODD and ODD CHI
Dataset disease registry compile statistical specific) contains all
(ODD) constructed using a information w ith respect individuals in Ontario with
validated algorithm to thg evaluation, o any type of non-gestational
base_d on planning and monitoring diabetes identified since
hospitalizations and of the health system, 1991
physician visits to and to support related )
|dent|_fy_ |nd|y|duals w ith research, sp(_auflc_ally in e Created in-house at ICES
physician-diagnosed the areas of identify .
diabetes mellitus in diabetes cases, and and updated annually using
Ontario. ODD data is incidence/prevalence of data from CHI and MOHLTC
collected for the purpose | diabetes.
of recording physician-
diagnosed diabetes
cases.
Organ Donor The ODR collects data The data are required to e Includes the date of MOHLTC
Registry on patients w ho have conduct analysis and registration, donor status and
(ODR) registered to be a compile statistical the specific organs that
deceased organ donor information w ith respect individuals have exempted
and date of registration. to the evaluation, out of potentially donating
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of organ
donation.
Ontario Home OHCAS collects patient The data are required to e Information on all home care | MOHLTC

Care
Administrative
System
(OHCAS)

data for purposes related
to administering home
care services in Ontario.

conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in

visits for fiscal years 1988/89
—2005/06, including date
and type of visit.

e Basic demographic and
health-related characteristics
of individuals w horeceived
home care visits during that
period
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the areas of delivery and
receipt of home care
services.

Ontario Health
Insurance
Plan Claims
Database
(OHIP)

OHIP data contains most
claims paid for by the
Ontario Health Insurance
Pan. The data covers all
health care providers

w ho can claim under
OHIP (this includes
physicians, groups,
laboratories, and out-of-
province providers) for
the purposes of
maintaining a record of
the patient and
physician, services
provided, date of the
service, associated
diagnosis, and fees paid.

The data are required to
conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of heath
services utilization,
tracking of patient
history and patient care
trajectory.

Each record represents a
single service, identified by
the fee code, and relates to
an individual patient
Captures all health care
providers w ho can claim
under OHIP (this includes
physicians, groups,
laboratories, and out-of-
province providers with some
exceptions)

MOHLTC

Ontario Health
Study
(OHS)

The OHS collects health
data through online
questionnaires, physical
measures and blood
samples for the
purposes of providing
researchers with the
resources to investigate
the relationship betw een
genetics, lifestyle, the
environment and overall
health.

The data are required to
conduct research,
specifically in the areas
of cancer and chronic
diseases.

Demographic data (e.g. birth
date, sex, family size, work
history, language, ethnicity,
income, education)
Health-related self-ratings
(e.g. personal and family
health history, physical
activity, eating habits,
women’s health history,
environmental exposures,
behaviour, alcohol and
tobacco use, sleep patterns,
medication history,
emotional health and well-
being)

Test results (e.g. blood tests,
mammography, pap test,
sigmoidoscopy, and
colonoscopy.

Acute and chronic conditions
(e.g. cancer, infections,
cardiovascular diseases,
chronic pulmonary
obstructive disease (COPD),
chronic bronchitis, endocrine
disease, thyroid disease,
gastrointestinal disease)

The Ontario
Institute for
Cancer
Research

Ontario Health
Survey
(OHSURVEY)

The OHSURVEY
collects health data on
behalf of Ontario’s
population w hichis used
to examine self-reported
utilization of specific
health services. Data
can be compared across
various socioeconomic
strata and health status
states, and can be linked
to administrative data.
This link provides the
ability to assess health

The data are required to
conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically
related to the link

betw een health
behaviour and
determinants of health

Individual-level data related
to health practices and
behaviors

MOHLTC,
StatsCan,
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status’ and concurrent and health care
medical conditions in utilization.
combination w ith actual
health care utilization.
OHSURVEY’s data
serves the purpose of
understanding health
practices and behaviours
that are unattainable
from other data sources.
Ontario OLIS provides The data are required to e Demographic data (e.qg., MOHLTC
Laboratories authorized health care conduct analysis and birth date, sex, patient
Information providers access to lab compile statistical address)
System test orders, results from information w ith respect e Healthcare provider data
(OLIs) hospitals, community to the evaluation, (e.g., practitioner licensing
labs and public health planning and monitoring numbers)
labs. As patients move of the health system, e Clinical data (e.g., lab test
betw een hospitals, and to support related results, additional
family physicians, home research, specifically in information on test
care and long-term care | the areas of clinical lab requisitions and test types)
settings, OLIS makes testing, and disease
view ing patients current detection, diagnosis and
and past test results monitoring.
easier and enables
treatment decisions to
be made at the point of
care. The data collected
serves the following
purposes: providing a
comprehensive and
complete lab test history,
monitoring progress of
treatments, supporting
chronic disease
management and
creates system cost
savings by reducing
administrative time spent
sending lab results and
duplicating tests.
Ontario Mental | OHMRS collects data on | The data are required to e Diagnosis and intervention MOHLTC,
Health patients in adult conduct analysis and data CHI
Reporting designated inpatient compile statistical e Demographic data (e.g. age,
System mental health beds. information w ith respect sex, education, geographic
(OHMRS) to the evaluation, variables)
planning and monitoring
of the health system,
and to support related
research, specifically in
the area of mental
health hospitalizations.
Ontario OMD links together all The data are required to e Information about the index MOHLTC,
Myocardial of Ontario’s major health | conduct analysis and acute myocardial infarction. CHI
Infarction administrative databases | compile statistical hospitalization
Dataset to create a database for information w ith respect e Interventions received w ithin
(OMID) monitoring the quality of | to the evaluation, certain time window s since

acute myocardial
infarction care in
Ontario.

planning and monitoring
of the health system,
and to support related
research, specifically

the index admission
e Information about attending
physician
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related to acute
myocardial infarction.
Ontario ONMARG is a The data are required to e An area-based index Toronto
Marginalizatio geographically based conduct analysis and developed to quantify the Community
n Index index developed to compile statistical degree of marginalization Health Profiles
(ONMARG) quantify the degree of information w ith respect occurring across the
marginalization occurring | to the evaluation, province of Ontario. I is
across the province of planning and monitoring comprised of four major
Ontario, w hich examines of the health system, dimensions thought to
residential instability, and to support related underlie the construct of
material deprivation, research, specifically in marginalization: residential
dependency and ethnic the evaluation of instability, material
concentration. inequalities in health, deprivation, dependency and
ONMARG collects data other social problems ethnic concentration.
for the purpose of related to health, and e This dataset was created in-
tackling complex urban health care access house at ICES using data
health issues such as among population pulled directly from Toronto
the health consequences | groups or geographic Community Health Profiles.
of social inequality in areas across Ontario.
cities.
Ontario ORAD contains data on | The data are required to | e Contains both prevalent and MOHLTC
Rheumatoid all Ontario rheumatoid conduct analysis and incident cases from the
Arthritis arthritis patients compile statistical beginning of the case-finding
Dataset identified since 1991. information w ith respect period.
(ORAD) ORAD collects data for to the evaluation, e Created in-house at ICES
the purpose of improving | planning and monitoring and updated annually using
the accuracy of of the health system, data from CIHI and MOHLTC
Canadian health and to support related
administrative databases | research, specifically in
in identifying patients the areas of rheumatoid
w ith rheumatoid arthritis. | arthritis diagnoses,
incidence and
prevalence and health
care utilization trends
among people living with
rheumatoid arthritis in
Ontario.
Vital Statistics ORGD The data are required to e Includes underlying cause of ORG
— Deaths contains information on conduct analysis and death and immediate cause
(ORGD) all deaths registered in compile statistical of death information.
Ontario starting on information w ith respect
January 1990, for the to the evaluation,
purpose of collecting planning and monitoring
data on causes of death, | of the health system,
and contributing and to support related
conditions. research, specifically in
ascertainment of cause
of death.
Ontario Renal | ORRS collects data on The data are required to | e Data primarily pertains to Cco

Reporting
System
(ORRS)

timely chronic kidney
disease and renal
dialysis, for the purposes
of improving system
performance,
accountability and the
quality of chronic kidney
disease patient care in
Ontario by reporting
potential health
indicators.

conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of kidney
disease for patients
attending pre-dialysis

patients with End Stage
Renal Failure, and also some
patients w ith Acute Kidney
Injury receiving outpatient
dialysis will be captured.
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clinics and those
receiving dialysis in an
outpatient setting.

Ontario Stroke

The OSR is compiled to

The data are required to

e (linical data on patients

100+ Ontario

Registry monitor and report on conduct analysis and with acute stroke (including Hospitals
(OSR) the quality of stroke care | compile statistical ischemic stroke,
in Ontario. information w ith respect .
to the evaluation, intracerebral hemrrhage,
planning and monitoring and subarachnoid
of the health system, hemorrhage) or transient
and to support related ischemic attack seen in the
research, specifically in emergency department or
the areas of stroke and admitted to hospital in
transient ischemic Ontario.
attacks.
Ontario OTR identifies, The data are required to e Contains information MOHLTC
Trauma describes and quantifies | conduct analysis and regarding trauma team
Registry trauma (injuries) in compile statistical activation upon the
(OTR) Ontario. OTR collects information w ith respect admittance of a trauma injury
data for the follow ing to the evaluation, patient in one of the
purposes: to collect, planning and monitoring designated trauma center
process and analyze of the health system, institutions in Ontario
summary data on and to support related e Contains information about
hospital trauma research, specifically in trauma injury events not
separations, to the areas of Ontario contained in other databases
contribute to the trauma trauma injury such as injury severity score,
reduction of injuries and events. abbreviated injury scale,
related deaths by Glasgow Coma scale
identifying, describing indicators
and quantifying trauma,
to increase aw areness of
injury as a public health
problem, to assist injury-
prevention and treatment
programs and to support
injury-related approved
analysis and research.
Primary Care The PCAS is across- The data are required to e Data includes: MOHLTC
Access sectional voluntary conduct analysis and o Health Status
Survey telephone survey compile statistical o Perceptions of the Health
(PCAS) conducted by the information w ith respect Care System in Ontario
Institute for Social to the evaluation, o Famiy Doctor Status
Research at York planning and monitoring o Practice Setting for
University. PCAS of the health system, Family Doctor
collects data for the and to support related o Utilization of Primary
purpose of measuring research, specifically in Health Care Services
the number of Ontarians | the area of accessto o Children’s & Dependents’
w ho are able and unable | primary care in Ontario. Access to Primary Health
to access a regular Care Services
family doctor. Data o Telehealth Ontario —
details their experiences Aw areness and Use
in attaining care, their o Sociodemographic
health and o OHIP Status
sociodemographic
characteristics.
Postal Code PCCF is afile The data are required to e Contains macros Statistics
Conversion disseminated by conduct analysis and corresponding to each Canada,
File Statistics Canada’s Data | compile statistical census year to link the postal | Canada Post
(PCCF) liberation Initiative which | information w ith respect codes w ith the geographic Corporation
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Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
links six-character postal | to the evaluation, variables based on PCCF+
codes to standard planning and monitoring files since 1996
geographic areas such of the health system, e Geographic variables include
as dissemination areas, and to support related neighbourhood income
census tracts and research, specifically by quintiles, census division,
census subdivisions. By using postal code to dissemination area,
linking postal codes to identify census latitude/longitude, urban/rural
standard geographic geographic variables
areas, the file facilitates
the extraction and
subsequent aggregation
of data for selected
geographic areas.
Primary Care PCPOP is a population The data are required to e Data includes: CHI, CCO
Population level dataset that conduct analysis and o  Basic demographic
(PCPOP) includes all Ontarians compile statistical variables
w ho are deemed alive information w ith respect o  Chronic disease flags
and eligible at a given to the evaluation, o Hospital readmissions
point in time for the planning and monitoring o Screening —
purpose of retaining of the health system, mammograms/pap/colo
information on the and to support related rectal
physician/group and research, specifically in o  Diabetic Care — eye
family health team (FHT) | the areas of accessto exams/hbalc/lipids
that the patient is primary care, different o  Selected specialist
enrolled w ith. interdisciplinary models, visits
and physician o Number of core primary
reimbursement models. care visits to the
patient's own
physician, ow n group
and total visits.
o Created in-house at
ICES using date
received from CCO and
CIHI
Ontario Physician Netw orks are The data are required to e Physician Netw orks are MOHLTC,
Multispecialty groups of hospitals and conduct analysis and groups of hospitals and CHI
Physician physicians, primary care | compile statistical physicians (primary care and
Netw ork and specialists, w hich information w ith respect specialists) w hich are
dataset are responsible forthe to the evaluation, responsible forthe health
(PHYSNET) health care of a group of | planning and monitoring care of a group of Ontario
Ontario residents. Data of the health system, residents
are collected for the and to support related e The physician netw orks are
purposes of reporting research, specifically in designed around existing
existing patient flow to the areas of linking patterns of patient flow and
physicians and hospitals patients and/or not constrained
w here their patients are physicians to physician geographically
admitted, determining netw orks in Ontario. e There are different sets of
structural characteristics, netw ork datasets created
physician specialty and according to different time
chronic disease periods
strategies of high
efficiency netw orks.
Ontario The PBD database The data are required to e Clinical data on all Ontario MOHLTC,
Paediatric includes all Ontario conduct analysis and patients w ho w ere identified CHI
Inflammatory patients whow ere compile statistical w ith Inflammatory Bow el
Bow el identified with information w ith respect Disease (IBD, meaning
Disease Inflammatory Bow el to the evaluation, Crohn’s disease or colitis)
dataset Disease whenthey were | planning and monitoring w henthey were aged 18
(PIBD) aged 18 years or less of the health system, years or less since 1991

since 1991, forthe
purpose of reporting.

and to support related
research, specifically
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Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
related to the incidence
and prevalence of
Inflammatory Bow el
Disease for children in
Ontario.
The Pediatric POGONIS contains The data are required to e Data on childhood cancer Pediatric
Oncology detailed clinical conduct analysis and cases in Ontario since 1985, Oncology
Group of information on childhood | compile statistical including diagnostic Group of
Ontario cancer cases in Ontario, information w ith respect information on pediatric Ontario
Netw orked specifically diagnosis, to the evaluation, cancer patients, specifics of
Information treatment, complications planning and monitoring cancer treatment, and patient
System and long-term outcomes. | of the health system, outcomes
(POGONIS) POGNOIS data are and to support related
collected forthe research, specifically in
purposes of monitoring the areas of pediatric
the incidence and cancer care.
prevalence of childhood
cancer, the demand for
cancer care, the nature
and specifics of cancer
treatment, patient
outcomes and long-term
effects of childhood
cancer and cancer
treatment.
Ontario Inter- Files contain inter-censal | The data are required to e Contain inter-censal and MOHLTLC
censal and post-censal conduct analysis and post-censal estimates of the
Population estimates of the compile statistical Ontario population by sex,
Estimates and | Canadian population by information w ith respect age, and geographic areas
Projections sex and age for the to the evaluation, since 1981
(POP) purpose of producing planning and monitoring
statistics on population, of the health system,
resources, economy, and to support related
society and culture. research.
Canada Inter- Files contain inter-censal | The data are required to e Contain intercensal Statistics
censal and post-censal conduct analysis and estimates of the Canadian Canada
Estimates estimates of the compile statistical population by sex and age
(POPCAN) Canadian population by information w ith respect since 1971
sex and age for the to the evaluation,
purpose of producing planning and monitoring
statistics on population, of the health system,
resources, economy, and to support related
society and culture. research.
Resident RAICA is a short The data are required to e Demographic information HSSO
Assessment screening assessment conduct analysis and and reason for home care
Instrument completed for adults at compile statistical referral
(RAI) - the time of intake to information w ith respect e Home care screening items
Contact home and/or palliative to the evaluation, and modular assessments
Assessment care. RAICA records planning and monitoring
(RAICA) essential clinical of the health system,

information on the
urgency for home care
service, need for further
in-depth assessments,
and need for specialized
services.

and to support related
research, specifically in
the areas of home care.
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Data Holding Purpose of Data Need for Data in Description of Data Source
Holding Relation to the
Purpose
Inter-Resident | RAIHC informs and The data are required to | e Demographic information HSSO
Assessment guides comprehensive conduct analysis and and reason for home care
Instrument care and service compile statistical referral
(RAI) - Home planning in community- information w ith respect e Home care assessment
Care based settings. Data are | to the evaluation, information
Assessment collected forthe purpose | planning and monitoring
System of focusing on the of the health system,
(RAIHC) individuals functioning and to support related
and quality of life by research, specifically in
assessing needs, the area(s) of home
strengths, and care.
preferences, and
facilitates referrals and
determining formal
health care or supportive
services options.
Resident The RAIHCMOH The data are required to | e Demographic information MOHLTC
Assessment database is compiled for | conduct analysis and and reason for home care
Instrument the purpose of informing compile statistical referral.
(RAI) - Home and guiding information w ith respect e Home care assessment
Care comprehensive care to the evaluation, information
(MOHLTC) planning in the current planning and monitoring
(RAIHCMOH) home care environment. of the health system,
Data are used to and to support related
evaluate needs, research, specifically in
strengths, and the area of home care.
preferences of elderly
clients of home care
agencies.
Reference REF contains detailed The data are required to e Contains various geographic- | MOHLTC,
Files (Look-up | information on various conduct analysis and related look-up tables. (e.g. CHI
Tables) (REF) geographic variables compile statistical Dissemination Area can be
used in conducting information w ith respect linked w ith other geographic
population level analysis. | to the evaluation, variables such as income
planning and monitoring quintile)
of the health system,
and to support related
research, specifically by
identifying geographic
area information through
look-up tables.
Registered The RPDB database The data are required to e Basic demographic MOHLTC,
Persons provides demographic conduct analysis and information on every patient CHI
Database information on any compile statistical w ho has ever received an
(RPDB) individual w ho has ever information w ith respect Ontario health card number
received an Ontario to the evaluation,
health card number, for planning and monitoring
the purpose of reporting. | of the health system,
and to support related
research, specifically in
areas of measurement
of patient outcomes
such as death.
Same Day SDS contains patient- The data are required to | e Diagnosis and intervention MOHLTC,
Surgery level data for day conduct analysis and data CiHI
Database surgery institutions in compile statistical e Demographic data (e.g. age,
(Annual) Ontario. Every record information w ith respect sex, FSA)
(SDS) corresponds to one to the evaluation, e Provider (e.g. specialty) data

same-day surgery or
procedure stay. Each
individual data set

planning and monitoring
of the health system,
and to support related
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Data Holding Purpose of Data Need for Data in Description of Data Source

Holding Relation to the

Purpose

contains cases fromone | research, specifically in

fiscal year. Compiled to the areas of ambulatory

support management surgical care.

decision making at the

hospital, regional and

provincial/territorial

levels, facilitate

provincial and national

comparative reporting,

support related approved

analysis and research

and support the

development and use of

case-mix and resource

utilization grouping

methodologies.
Same Day SDSQ contains patient- The data are required to e Diagnosis and intervention MOHLTC,
Surgery level data for day conduct analysis and data CHI
Database surgery institutions in compile statistical e Demographic data (e.g. age,
(Quarterly) Ontario. Every record information w ith respect sex, FSA)
(SDSQ) corresponds to one to the evaluation, e Provider (e.g. specialty) data

same-day surgery or planning and monitoring e Data received at ICES on a

procedure stay. Each of the health system, quarterly basis

individual data set and to support related

contains cases fromone | research, specifically in

fiscal year. Compiled to the areas of ambulatory

support management surgical care.

decision making at the

hospital, regional and

provincial/territorial

levels, facilitate

provincial and national

comparative reporting,

support related approved

analysis and research

and support the

development and use of

case-mix and resource

utilization grouping

methodologies.
The Applied A research study of The data are required to | e Health-related self- and Sick Kids
Research healthy children aged 0- | conduct analysis and parent-ratings (e.g., re: Hospital and
Group for Kids | 5 years. The aim of the compile statistical healthy behaviours, child St. Michael's
- TARGet TARGet Kids! registry is information w ith respect development), measures of Hospital
Kids! to link early life to the evaluation, child grow th, and nutrition-
(TARGET) exposures to health planning and monitoring related biomarkers

problems including
obesity, micronutrient
deficiencies, and
developmental
problems. Children are
enrolled in the TARGet
Kids! registry through
their pediatrician or
family doctor’s offices
during regularly
scheduled doctor’s
appointments.
Information collected
includes height, w eight,

of the health system,
and to support related
research, specifically in
the areas of child and
family health.
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Data Holding

Purpose of Data
Holding

Need for Data in
Relation to the
Purpose

Description of Data

Source

w aist circumference,
lifestyle factors (nutrition,
physical activity and
amount of screen time)
and a blood sample

Trillium Gift of
Life Netw ork
(Organ/Tissue
Donation
Ontario)
(TGLN)

TGLN contains donor
and transplant recipient
information that is used
by the provincial agency
responsible for
coordination of organ
and tissue donation and
transplantation in
Ontario.

The data are required to
conduct research,
specifically in the areas
of organ donation and
transplantation.

e Individual level recipient and
donor data

e TGLN links organ donor and
transplant recipient
information across Ontario
from the years 1991 to 2014

e Contains information on
deceased patients whow ere
referred for organ donation,
w hether their families' w ere
approached and w hether
consent w as given for organ
donation

TGLN

TeleLink
Mental Health
Program
(TLMHP)

TLMHP contains data on
children and adolescents
w ho received mental
health services through
Ontario’s Child and
Youth Tele-Link Mental
Health Program. The
data are collected for the
purpose of administering
the program.

The data are required to
conduct analysis and
compile statistical
information w ith respect
to the evaluation,
planning and monitoring
of the health system,
and to support related
research, specifically in
the areas of child and
youth mental health and
addictions in Ontario.

e Demographic information

e Referral characteristics
(reason for referral, family
structure, mental health
concerns) and clinical
assessment measures
(diagnosis, counseling and
medication
recommendations)

CHEO, CPR],
Sick Kids
Hospital
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Appendix C—Approved D
#

Project Title

ICES Data

1 |"At Home" Research Demorstration Projectin Mental Health and Homelessress

cpDB
CCRS
DAD
HCD
NACRS
NRS
obe
OHIP
OMHRS
RAIHC
sps
CENSUS
RPDB
ADP
CAPE
OHCAS
ONMARG

"At Home" Research Demonstration  Project inMental - Health and Homelessness

2 |"Place ofCare" - ANovel Quality Indicator for Assessing End-d-Life Care

cPDB
1PDB
DIN
LHIN
PCCF
INST
AVGPRE
STDPRIC
ECCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHMA
CHF
copD
HIV
HYPER
obD
OoMD.
CENSUS
RPDB
CAPE
ONMARG
ORGD

3 [5ARI association with cardiacfailure The Canadan perspecive

DIN
PCCF
REF
DAD
NACRS
obB
OHIP
sbs
HYPER
obD
OoMD.
CONTACT
RPDB

getacg
CHF

T |A Community Paramedicine Infiatve for Older AUIs Lving in Subsidized Housng: Expanding 1o oher commuries (CHAP-EMS)

CHAP-EMS Study Dataset ICES PIA Amendment

‘A comparison ofatrial fibrilation after early stage breastcancer with cancer-free women

PDB
DIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD
NACRS
ope
OHIP
sbs

CHF
coPD
HYPER

oMD.
CENSWS
CONTACT
RPDB
ous
ALR
NDFP
oBSP
OCR
ORGD

A comparison ofheartiallure afer early stage breastcancer wh

ith cancerfree women

PDB
DIN
PCCF

REF
AVGPRIGE
ESTSOB
DAD

CONTACT
RPDB
oLis
AR
NDFP
oBsP
OCR
ORGD

‘A comparison ofRevision Raes for artficial disc replacemertto standard fusion

LHIN
PCCF
REF
DAD
NACRS
OHIP
CHF
oMD
CENSWS
CONTACT
POP
RPDB
ORGD
getacg
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Project Title

ICES Data

A descripive analyss of gunshawound injuriesin Ontario

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM
ACHF
coPD
HIV
HYPER
MOMBABY
occe

oMD.
ORAD
CENSUS
CONTACT

RPIB
HCES
ADP
CAPE
CENSUSCA
EMRALD
CCHS
OCR
PCPCP
ORGD

‘A muli-jurisdictional study o determine the impactofrepeated immunizaton on influenza vaccine eflecivenessin young children

=

‘A Muli-Province Approach to Real World Evidence Developmertfor Cancer Drugs ACase Study of Melanoma

ccRs
DAD
HCD
NACRS
NRS
opB
oHIP
OMHRS
sDs
ADP

AR
NDFP
OcR

DIN

LHIN
PCCF
REF
INST
AVGPRIGE
ESTSOB
CENSUS
CONTACT
POP
RPDB

=

A Personalized Approachio he Epidemiology of HeartFallure in Diabetc Patents Undergang Camiac Procedures (Dabetc HeartFalure)

A Personalized Prediction Modelfor Disease-Related and All-Cause Hospital Readmissionfor Patients with Inflammatory BowelDisease

DAD
OHIP
ASTHM
A CHF
coPD
HYPER
obD
CENSIS
RPDB
ceN
INST
CCRS
NACRS
DIN
opB
OMHRS
ETHNIC
omMD.
POP
oLis

HCN GRS

OB
PCCF
DAD
NACRS
OHIP
sbs
occe
CONTACT
RPDB

TOH IBD Admissions

=

‘A population based study o compare netrosurgcal outcomesin Ontario hositals with and withouta residercyprogam

DIN
LHIN
PCCF
REF
DAD
NACRS
NRS
obB
OHIP
OMHRS
sps
CHF
coPD
HYPER
obD
RPDB
ceN

Survey Data

=

‘A Population Study ofthe Toxicity and Efiectiveness of High-Dose Interferon for High-RiskMelanoma

CPDB
POP

CAPE
ESAS
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Project Title

ICES Data

A Population-based Asses smentofOpioid Use Before and Afier Total JointArhroplasty

CONTACT
POP
RPDB
ADP

=

‘A POPULATION-BASED MATCHED COHORT STUDY OF HEALTHCARERESOURCEUTILIZATION IN PATIENTS WITH MYELOPROLIFERATIVE

NEOPLASMS

cPDB
IPDB

LHIN

OCR

getacg
96getchemocost
9%getradiationcost

sumgery for spinal metastases

PDB
DIN
LHIN
PCCF
REF
INST
CCRS
CORR
DAD
HCD
HOBIC
NACRS
obB
OHIP
RAICA
ASTHM
ACHF
copd
HYPER
obD
CENSS
RPDB
ORGD
ALR

e

A population-based studyofhealth outcomes of HIV-exposed uninfected children using Ontarids adminisrative databases

PDB
PCCF
DAD
NACRS
obs
OHIP

HIV
MOMBABY
CENSUS
CONTACT
RPDB
ADP
CAPE
GAPP
OHCAS
occl
ORGD
cic

=

‘A population-based studyofindividuals with schizophrenia and corredional involvement

.

/A Population-Based Study to Quantfy the Risks of Opioid Analgesics in Pregnarcy

ICES 2020 Report
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Project Title

ICES Data

e

A Prescribing Cascade Invohng Calqum Channd Blockersand DIURtc Agents

PDB
PCCF
ESTSOB
DAD

HCD
NACRS
ope

OHIP
CENSUS
RPDB
CENSUSOA
HCDMOH
OHCAS
ALR

OCR

ORGD
POGONIS
ASTHWMA
CHF
copPD
occe
opD
omD.
ORAD

~

‘A Prescribing Cascade nvohing Cholinesterase Inhibitors

copD
HYPER
obD
OoMD.
CENSS
RPDB
ADP
CcAPE
GAPP
occl
OHCAS
DEMENTA

=

A prescribing cascade voling gabapentinoidsand diuretc agents

=)

PDB
INST
CCRS
DAD
NACRS
NRS
obe
OHIP
OMHRS
sbs
CHF
copPD
HYPER
obD
CENSS
CONTACT
RPDB

A retospectve conosudy ofhealhcare Utlization following paraverebrl blocks for chonicaxial spine pan in Ontario , Canada

CPDB
1PDB
DIN
LHIN
PCCF
REF
CCRS

HCD
NACRS
NRS
opB
OHIP
OMHRS
sbs
CENSWS
CONTACT
POP
RPDB
ADP
CAPE
NMS

o)

A Retospecive Populaton-Based CohatSuidy offhe Use of Docetaxel-Based Chamoherapy for Me@s@ic Prostate Cancer (PHASE 1)

Symptom Management Repoting Database

o

A retospecive study on fhe clinical eflectveness ofradiofiequency ablation (RFA) for cironicaxial spinepain in Oniario

1PDB
DIN
LHIN
PCCF
REF
INST
DAD
NACRS
opB
OHIP
OMHRS
sbs
obD
CENSS
CONTACT
POP
RPDB
ONMARG
CCRS
HCD
NRS
ADP
CAPE
NDFP.

A sk predicion score for the developmertofincidentC KD Using administatvedat

PCCF
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
RAIHC

ASTHMA
CHF
copD
HYPER
obD
OMD.
RPDB
REF
HYPER
obD
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Project Title

ICES Data

el

A sub-projectof“Risk of Pediatric and Adoles centCancer Associded with Medical Imaging™

DAD
NACRS
OHIP
MOMBABY
RPDB

o

AIC Swdy:Monitoring rends in the prevalence ofHIVand associated factorsamong African CarbbeanPeople in Ontario

cPDB
DAD
NACRS
OHIP
OMHRS
ASTHM
AHIV
obD
omD.
RPDB
CAPE
ouis

AIC Study Data

e

Accelerated Canadian AppliCation of Evidence to Practice Thraugh Monitoringof Outcomes Research team Endeavour (ACCEPT-MORE)

=

cPDB
1PDB
DIN
LHIN
HCD
NRS
ope
OMHRS
ASTHM
AORAD
ORGD
PCCF
REF
ous
ONMARG
AR

cic

Access b Care Across he Transiion from Adolescence © Young AdUnood: Menial Heallh Service Use Among Transiion-Age Youth in Oniario

=

CPDB
1PDB

LHIN
PCCF
REF
INST
AVGPRIGE
ESTSOB
DAD

HCD
NACRS
NRS

OHIP
sps
ASTHMA
CHF
copD
HYPER
occe
obD
ORAD
CENSUS
RPDB
ONMARG
ORGD
CENSUS
cic

Access to Electronic Medical Record (EMR) data for CNODES studies ofdrug effects and as a platform for pragmatic trials

&

DI
ous
OCR
ORGD

Access o Kidney Transplan@aton: Ontario Renal Progmm Repors

PCCF
REF
CORR
RPDB
ORRS
TGLN

OHIP
sbs

w

Access to medical abortion care in Ontario

CPDB
1PDB
DIN
LHIN
REF
obB
OHIP
CENSIE
RPDB

&

Access to Optimal Treatmentfor Patients Diagnosed with the MostCommon Cancers in Ontario

PCCF

DAD
NACRS
OHIP

CONTACT
RPDB
ORGD
ALR
NDFP

OCR
getacg

@

Access © Outpatent Care for TransgenderindividualsAfter Discharge From P

or EmergencyD

isitin Ontario

Transgender ~ Clients Health Information
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Project Title

o

ICES Data

Access 1 he kidney ransplantwailistacross OniarioCKD programs

&)

CPDB
1PDB

DIN
PCCF
INST
CCRS
DAD

HCD
NACRS
obs
OHIP
OMHRS
RAIHC
sbs
CONTACT
RPDB
ADP
DEMENTA

getacg
OCR

ACCUmUIAtng Disabiiies Afler Penetating Trauma (ADAPT)

BAD
NACRS
ope
OHIP
RPDB

o

‘Accumulating multimorbidity: the role of depression, socioeconomic status, and other factors

DAD
NACRS
ope
OHIP
ASTHMA
CHF
copPD
HYPER
obD
OoMD.
RAD
CONTACT
RPDB
NPHS
CCHS

=

‘Accuracy ofOntario Health Administraive Databases in Identiying Patients with Obesity

1PDB
DIN

LHIN
PCCF
REF
CORR
DAD
NACRS
ope
OHIP
OMHRS
sbs
CENSS
CONTACT
POP
RPDB
ous

Cemer Height and Weight Values

-

‘Achieving Hepatiis C Elimination in Canada; Addressing hie Needs offhe Diverse Graups atRisk

ORGD
cic

OCR
getacg
SPHEPHV
PHOL
Hepaitis
19972014

PHO Laboratory ~ Hepatitis C (HCV) and Hepatitis B (HBV) data

-

ACHRU Community Parmership for Diabetes Self-ManagementSudy 1:High System Users

cPDB
IPDB

DIN
LHIN
PCCF
REF
INST
DAD
HCD
NACRS
opB
OHIP
sbs
CENSWS
CONTACT
RPDB
ERCLAM
HCDMOH
NPHS
OHS
ONMARG
NDFP
OCR
ORGD
ESAS

&

‘Acute and chronic kidney injuryin patients with cirrhosis

&

ACUte Kidney Injury as a Res UTtof Co-Administaton of Quetapine and Mac rolde AnGbiotcs.

cPoB
1PDB

DIN

LHIN

CORR

DAD

NACRS

ooB

OHIP

sDs

MOMBABY

CONTACT

RPDB

ous

ORGD

Cinhosis Cohort

PHO Hepatitis B and C lab data.

OVFR
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=

Acute Kidney Injury Follow-Up Clinic

Sunnybrook Acute Kidney Injury Registry
Acute Kidney Injury Follow-up Clinic Database and Controls

Sunnybrook Controls and UHN Clinic

Acute Kidney Injury Follow-up Clinic
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# Project Title ICES Data

=

Acute Kidney Injury in Patents with Cancer DIN
LHIN
PCCF
REF
CORR
DAD
NACRS
oDB
OHIP

RPDB
ALR
OCR
ORGD
NDFP

4 [Acute Pain Managementand Long-term Opioid Use after Surgery (POP Study) iPDB
PCCF

DAD

NACRS

OHIP
OMHRS
sbs
ASTHWA

copD
HYPER
MOMBABY
obD
RAD
CONTACT
RPDB
CAPE
ONMARG
CCRS
HCD

NRS
OMHRS
ADP
DEMENTA
getac

&)

Addressing Comorbidiies © mprove ndependence after SToKe in On@ro PDB
DIN
LHIN
PCCF
REF
INST
DAD
NACRS
oo
oHiP
sps
HYPER
CENSS
CONTACT
RPDB
ONMARG
ETHNIC
DEMENTA
OMHRS
sbs
ORGD
CHF

-

‘Addressing the health and economic burcen of Lyme disease Amulidisciplinaryapprach
IPDB
CCRS
DAD
HCD
NACRS

obe
OHIP
OMHRS
sps
CHF
coPD
HYPER
obD
omD.
RPDB
ADP
CAPE
Loc
OHCAS
PHO
Lyme
Disease
Data
OCR

Dataset #1: Integrated Public Health Information  System (PHIS)Lyme disease dataset

Dataset #2: Public_Health Ontario Laboratory (PHOL) Lyme disease dataset

T TECEpIoT MATDTOTSTN aduUTs Over G5WIh acute coranar
REF
DAD
NACRS
ope
OHIP
sbs
ASTHWA
CHF
copPD
HYPER
opD
CENSUS
CONTACT
POP
RPDB
ORGD

=

AdenowonsTleciomy oUTomes MAUENCEs ofpatent hospialand phyScian Retors P8
1PoB
o
PCCF
INST
oAD
NACRS
oos
onip
SDs
ASTHM
A
CONTACT
PoP
RPDB
v
crec
ONVARG
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Project Title ICES Data

ol

Adnerence 0 Risk Reducton afler Stoke/TIA The Role ofCogniive Impairmentand Mood Sy mptoms PDB
PCCF
REF
INST
ccrs
0AD
HCD
NACRS
oDB
o
OMHRS
HYPER
obD
CENSWS
RPDE
ous

Doc tility

@

‘Advanced Statistical Methods for Understanding the Impactofa Provincial Program o Screen for Symptoms on Hedlth Service Use cors
HCD
NACRS
NRS
oos
OHIP
OMHRS
CENSU
RPDB
AR
NDFP
OCR
ISAAC
cic

|

Advanced s@usicalmodels using informaton on funconal s&ius andsympiom burden for predicing mortaly among patents with cancer CPoB
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CAHO Member Hospital Usage HeatMap
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Can early palliaive care for non-small celllung cancer improve end-of-life outcomes andreduce costin the realworld? Apopulation-based study’
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Can primary care p outcomes in with

B
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PDB
DIN

LHIN
PCCF
REF
CORR
DAD
NACRS
ope
OHIP
sbs
HYPER
opD
CONTACT

155



ICES 2020 Report

Project Title

ICES Data

|

Cancer risk and sa eering among mmigrants in Ontaro

Zesa
DAD
OHIP
CENSS
RPDB

oBSP
OCR

=
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Cancer screenirg rates (breas, colorectal, cervicd) for Central LHIN regon (Update 2016)
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Cancer screenirg rates (breas, colorectal, cervica) for Central LHIN regon (Update 2017)
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Cancer screenirg rates (breas, colorectal, cervica) for Central LHIN regon (Update 2018)
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Cardiac monitoring in HER2 posiive breasicancer: lfe-savingpreventon or hindrnce o cancer care?

1PDB
AVGPRE
STDPRIC
ECCRS
DAD
HCD
NACRS
NRS
obe
OHIP
OMHRS
sbs
CHF
opD
oMD.
RPDB
ADP
CAPE
GAPP
HCDMOH
OHCAS
occl
NDFP
OCR
ESTSOB
ORGD
AR

156



ICES 2020 Report

Project Title ICES Data

=

Cardiologistbiling patierns and heir assocation with healh care utlizaton and qualty ofcardiovas Qular cae PDB
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CardiovascularComplicationsof Young-Onset Type 2 Diabetesin Chinese, South Asian,and Other Canadians Z:FP
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Cardiovascularrisk factors and events in adults with chronic obstructive pulmonaly disease the CANBREATHEICANHEART study CPDB
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CCSNational TAVI Quality Indicators Report
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Libin Cardiovascular Institute of AlberalFoothills Medical Centre - Approach Database
University of Alberta Hospital TAV local database

Cartiac Sewices BC TAVI Registy

StBoniface General Hospial (Maritoba) local TAVI database

New Brunswick Heart Centre local TAVI Database

Nova Scotia's QE Il Health Sciences Centre TAVI Data

INESSS (nstitut national drexcellence en santé et en sewvices sociaux) (Quebec) TAVI
data

Regina General Hospital TAVIlocal database
Cardiac Senices BC TAVIRegisty (patial)
Health Sciences Centre (Newfoundiand) ~local TAV! database

Nova Scoiia's QE Il Health Sciences Centre TAVI Data

auiac Sevices BCTAVI Registy (garial)
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CerebralLaterality of lschemia and Potential Perilous Events in Drivers(CLUPPED)
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‘Changes in hospializations priorto versts after TAVI
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Changes in Lab TestOrdering Ratesor Diagnosing Diabetesin Ontario, Canada - A nterrupted Time Series fom 2005 © 2015
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Changing paterns ofsynhetc cannaBnoid useamong older On@mans
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Characteristics and Pradice Patterns of Ontario Geriatric Psychiatrisis
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Characteristics ofOntario Residents cared for by Nurse Praditioners
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Characteristics ofhose with moderate o severe TBIdischarged o rehab (Update 2016)
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Characteristics of Youth who Died by Suicide in Ontario
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Characterizaton ol Endometios’s Surgely Paterns in Ontario
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Characterization oflonization Radiation and CumuLaive Exposure in IBD (CIRCLE-IBD)
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Characterization ofsurgicd outcomes in intravenousdrug userswith infective endocardts
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Characterizing caretransiions for camplex populatons using person cerred episadesofcare
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Characterizing fragility and traumatic upperextremity fractures in Ontario
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Characterizing health careutiization in Northern Ontario (Update 2018)
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Characterizing Populaton-Level Lab Trgectoriesin Healhy andChroric Co-Mabid Populatons

TOE
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LHIN

CCRS

EMRALD
Word Embeddings:

1 Building the graph of medicine from millions of clinical naratives
Cooccurence — statistics for medical tems extacted fom 14 million clinical notes and
260,000 paients

Paper

2 Leaming Low-Dimensional ~ Representations  of Medical Concept
Low-dimensional _embeddings of medical concepts constructed  using claims data Note
that this paper uiilizes data flom Buildingthe graph of medicine fiom millions of clinical
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Characterizing primarycareuse dufing acive breastcancerreamentand waiimes (o receiving chemaherapy
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CanMPACT
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Characterizing RenalandCar O Overtand
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Characterizing users ofhealih care in Oxford Countyby health care expenditure caegories
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CONTACT

B |CHC- Feasibilty Sudy o inform Retinopathy Screening Project
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CHC-ICES Data Working Group
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CONTACT
RPDB
ONMARG
CHC
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Child health in Northwestern Health Unit
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Childbirth afier bariatic surgery in Ontario
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Childhood i a in Ontario
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Chlamydia testing rates in public health STiclinics
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Choosing Wisely Canada: Prescribing in Primary Care
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Choosing Wisely Canada: Primary cafe physcianscorcad
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Choosig Wisely nernatonal Compargus e oflow-value sewices betwesn Ontario andMichigan

CPDB
1PDB
DIN
LHIN
PCCF
REF
DAD
HCD
NACRS

OHIP
sbs

ASTHM
A CHF
coPD
HIV

HYPER
obD

RPDB
CAPE

E

Choosing Wisely: Descibing Ant-Psy dhotic Medicaton Use in Ontario
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Chronic Disease andOrganizatonal Al butes
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Chronic Disease Developmentand Mulimorbidiy among Immigrants in Ontario
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Chronic disease in the Havelock-Belmont-Methuen Township

CPDB
1PDB
PCCF
DAD
NACRS
OHIP
ASTHM
ACHF
copD
HYPER
occ
obD
OoMD.
ORAD
CENSS
RPDB
CcAPE
CCHs
cic
OCR

PCCF
DAD
NACRS
OHIP
sps
ASTHMA
CHF
copD
HYPER
obD
omD.
CENSUS
CONTACT
RPDB

]

Chronic Disease Prevalence, Health Care,and Health Behavioural Community Profiles in ThunderBay District
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Chronic Kidney DiseasePrognosis Consofium
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Chronic Medical Conditions and Perinaal Mental liness
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Chronic medical conditons andperinatal mental ilness: Evaluating the role of neighbotrhocd income quintle
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Chronic TomlOcclusion Canadian Regsty
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Sunnybrook CTO Registyy Data
StMichasl's Hospital CTO Registry Data
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Classilying And DescribingRetirement Home Residents In Ontario: Creaing The First Population-Leve RetrementHome Cohart
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CTmcalimpactand cost efectvenes sofan merstallung disease Numse on palent wih idiopamic pulmonary Torosts
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ILD nurse research
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Clinical impactofrespiratory syncytial virusand human metapnetumovirts in hospialized adults
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Clinical Outcomes and Cos's following Barialic Surgery : An Analysis offhe Oniario Baratic Registy Linked 0 Administatve Dambases
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Clinical outcomes
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apy using popuaton-level dai
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Clinical outcomes offaling o dose-reduce allopuinolin Chrorc Kidney diséase A populaton-based conatstudy
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Clinical outcomes offailing to dose-reduce oral Baclofen in chr DA

based cchortstudy

DIN
PCCF
INST
CCRS
DAD
NACRS

OHIP
RPDB
oLis

5

Clinical outcomes offailing (o dose-reduce oral DDP4 inhibitors in chronic kdneydisease: Apopulation-based cotortstudy
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Clinical predictors for peri-pracedural stcke dufing TAVI External validation ofthe TASKscore
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Clostridium dificile colonization in Ontario (COLON): Acute Care Hospital Pilot Feas bility Study’
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Clostridium Diffcile Infection in Solid Organ TransplantRecipients
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Cluster randomized cont olledtial ofan early pallalve care eam interventon for patents with advanced cancer. efects on economiccost CPRO
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Zimmemmann_Palliative RCT
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Cluster randomized tial ofhome sleep s ing in Ontaro TET

Registyy
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CNODESCDM Pilot Sudy 2: Gastrointestinal and inracerebral hemoragefollowing new use of OAC among patients with atrial fibrillation DIN
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CNODES CDM Pilot Study 3:Rhabdomyolysis and AKlevents following new use ofstatins DN
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CNODES Common Data Model Pilot Project CPDB
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CNODES Common Data Model Pilot Study 1:Incidence and prevalence ofuse of New MolecularEnties (NME) approved by Hedth Canada in 2015
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Coached, Coon Transtion (CCENT): Amul Smixed Zgmat Convdled Tl P8
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CCENT
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Collaborative New York State and Ontario TAVR Evaluation CCRS
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Colorecml Cancer Diagrostic Pahways: How do heyvaryand are hose variions assoGated wih he diagnostc ntervalleng h7 PDOB
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Combining Machine Learning and CatsalInference Methods for Analy ang he Efectof TreatmentOptons on Survivalodds PDB
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COMMON: Complications, Outcomes, Morbidity,and Mortality ofONtario Hip Fractures cPoB
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Communty Busiess teligence Project (CBI): Collaboration between ICES and ReconnectCommuntty Healh Services - Second report TN
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Community Paramedicine Remote PatientMonitoring IPDB
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‘Comorbid cancer In muliple scleross (CCIMS): Diagnosisand outcomes
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Webber  thesis dataset: P rojdatpatient
Webber thesis dataset: Projdatindex
Groome Breast project dataset
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Comorbidites in Immigrants with Muliple Sclerosis
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Comparative eflectiveness ofhemiarthroplasty and total hip replacementfor femoral neck fraciure: propersity Score matched cohartstudy
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Comparative eflectiveness ofneweroral diabetes inp g advanced diabeic r
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Comparatve risk and riskpredidion ofres prrator T patents teawd win opioids for nor malgnartpam

Comparatve Risk of Falls and FracturesAmong Older AdUls wilhh Dementa in Long-Tem Care Recenmng 17

Aypical Antpsychotcs
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Comparatve Safely and Eficacy of Anipsychotc Medicatons in Late-Lile Psychotc Disaders: A Populaton-Based Stdy fom Ontrio
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Comparatve sakely oftermientvs contnuous benzodiazene prescibing, populaton based conortsudy Using e Ontaro Drug Benel Dambase
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Compariaive eflectveness ofhemiarhroplasly and ial hip replacamentfor femoral neck fracure: propersiy -scae mamhcedcohortstudy
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‘Comparing accessto community -based specialistcare for patients with schizophrenia and congestive heartfailure
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Comparing clinicaland

testing and notesting strategies in patients being evaluated for stable caronaly artery disease
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Comparison of PC-API Between Patients Referred to the PCAP and Patients NotReferred to the PCAP
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Comparison ofthe outcomes and late effects ofosteosarcoma andEwing sarcoma in AYA, treated in Ontario pediatric versusadu ltcentres
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Complex Care for Kids Oniario
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Complex Care for Kids Ontario: A province-widemntegrated care interverton for chiidren with medica complexty
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Complex Care for Kids ONGario: Aprovince-widemtegrated car merverion for chidren with medicd complexty
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Complications after Gunshot-asscciated Fracure Fixaion in a Large Population Cohort
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Comprehensive Family Physidansby LHIN in Ontario
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Comprehensive Ontario Micrbiology LaBoratory Administrative daTa for AntiMicrobial Resistance (COMBAT-AMR)
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Concomiantuse ofdabigatan and proton pump Nhibors
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Consultation and ransfers of care from midwives to physidans in Ontario
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Consumer AcCess (o Personal Health Informaton for Asthma Self-Management
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Contextdriven de-identiicaton of fee-textmedical da atICES (Mask)

RPDB

ous
EMRALD

E

Contrasting pneumonic incidence and severity of pneumonia in patients on clozapine with those presaibed other common atypicalanipsychotics
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CorHeallh 2018 Cardiac Surgery Report
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INST
DAD
NACRS
opB
OHIP
sbs
CHF
copD
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obD
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RPDB
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E

CorHealth Ablation Outcomes Report
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LHIN
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CHF
copD
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obD
RPDB
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coN

CorHealh HeartFailire EMRALD project

EWRALD

E]

CorHealth Miral Valve Clip Report
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DEMENTIA
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CorHealth Ontario/ICES 2019-20 Cardiac Surgery Risk AdjustmentModels andRepott
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=

CorHealth Percutaneous Comnaly Intervention Report2018
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obD
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con
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CorHealth TAVIOutcomes Report
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RPDB
DEMENTA
coN

B |C i phylaci
'women athigh risk for breastcancer

dermalmatr
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Costeflectiveness ofRIvaroxaban and Apixaban Compared with WarlarinTherapyamong Patents Diagnosed with Aliial Fibrilaton in Oniario

PDB
DIN
LHIN
PCCF

=

Costs and ConsequercesofRheumatoid Arthrits on Ontario’s Healthcare System: Clinical and Economicmpacts

cPDB
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LHIN
PCCF
REF
INST
CCRS
CPRO
DAD
HCD
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NRS
obe
OHIP
OMHRS

ASTHM
A CHF
CoPD
HIV
HYPER
occ
opD
oMD.
ORAD
CENSUS
CONTACT
POP
RPDB

AVGPRIGE
ESTSOB
CONTACT
ERCLAM
ONMARG

Costs ofcare per patientover ime for each ofthe models of primary care in Ontario

sDS
CENSUS
CONTACT
POP
RPDB
ADP
CAPE
GAPP
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]

Cough Assistuser education needs, health service utiization,and outcomes
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Cough assist cohort

B

Creatng a platorm for prediction ofreal world health and costconsequencesof COPD!
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obD
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RPDB
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By

Creaing a valdaed algorthm for e [dentic aton ofimmigrant Children with hemoglobinopaties i On&ro

TONTACT.

]

Critcal care utlization in adultpatients undergoing major non-cardac surgery acossOnario

CCRS

RAIHC
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Cross-Provingal Primary Care Study

&

CTAUtlizaton In Patients Presenting with Blunt CervicalHead injury ARetospectve Sidy of CurentClinical Pracice and s Impacton Outcome
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Dataset#1: Commonwealth Fund Survey
Dataset #2: Canadian Survey of Experiences with Primay Health Care

TAD
NACRS

HYPER

obp

RPDB

DIN

ooB

ORGD

OHIP.

1) Clinical data from a retospective.  cohort identiied from the Ontario Trauma ~ Registry
OTR

2) Dataextracted from images from PACS (ospital diagnostic imaging repository
senvices)

Date_Stioke_First_Noted

=

Currentand prospeciveutizaton ofblosimiars

OB
DIN
REF
DAD
NACRS
obB
OHIP
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ORAD
CENSS
RPDB

C]

Currentbaseline costs andmodifiable driversofutilization assodated with Aortic Stenosis acrosshospitals and ambulatory secors in Ontario

)

DIN
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DEMENTIA
CceN

CurrentOntario Survellance Practices Following ExTemily Sarcoma Surgery
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OHIP
RPDB
ALR
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Cytobase
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‘CurrentState of Acute Kidney Injury in Ontario

)

Currentvends i hip arfros copy ullizaton and fong term cost eficacy
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DAVINCI HealthCare Utlization

R

Dat Inkage for evaluating maternal menial healh on chldhood outcomesollowing preterm birth

o
PCCF
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
RPDB

CAMH DA VINCI Database; ICP Participants from UNH Tillium and Willian Osler

PCCF
DAD
NACRS
OHIP
ASTHWA
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MOMBABY
opD
CENSUS
POP
RPDB
ONMARG
cic

ORGD

]

Data quality assessmentof FirstNatons identfied data atICES

2

2

Da © supportihe PUDIC Healh On@ro Urinary Tradinfecton Program
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OCR

CPDB
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LHIN
ous

Days athome (DAH) in the last6 months oflfe - a novelqualty indicator for end of e (EOL) cancer carein Ontario
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LHIN
REF
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NACRS
NRS
obB
OHIP
CENSE
RPDB
ERCLAM
cic

I
ETHNIC
OCR

£l

Deep Learning Frameworkand SupervisedLearning Challenges for Mulimorbidity in the Populaton

DI
PCCF
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CCRS
CPRO

OCR
AVGPRIGE
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ADP
CAPE
GAPP
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OHCAS
LHIN

ADP
ERCLAM

Loc
occl
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Deep Learning Frameworkfor Diabetes SubC lassicaton

=

Defining Catchment Areas for Chronic Kidney DiseasePrograms

CENSUS

GDML

]

atory -tased patients p

o ahospitalincluded in the OLIS

PCCF
INST
DAD
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CENSS
RPDB
ous

E]

Deliberate self-harmand mental health serviceutlization surraundingthe release ofthe Netfix TVseries 13 ReasonsWhy
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DAD
NACRS
OHIP
OMHRS
CENSS
RPDB

]

Denosumab in chronic kidrey disease:is there a role?
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DIN
CORR
DAD
NACRS
opB
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HYPER
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obD
ORAD
RPDB
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ous

ONMARG
DEMENTA
ORGD
cPDB

]

Depression and Diabees Incidence in a Population Sample followed using Administatve Daa

DD
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NPHS
cPDB
1PDB

NACRS
OHIP
OMHRS
CONTACT
RPDB
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Derivation and validation ofan electronic medical record text-based toolfor identification ofhigh costusers
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DIN
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Derivation and Validation of Risk Scores for Predicting Poor Dischame Outcomesand Stroke Recurence in Patients with Minor Ischemic Stroke or Tl
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REF
DAD
NACRS
opB
OHIP
RPDB
RCSN

&

Derivaton of risk prediction models and a canputer microsmulation modelin type 2 diabetes
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obB
OHIP
OMHRS

CHF
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RPDB
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£

Deriving and validating a prediction tool for advanced cancer patients o suppatearly integraion of palliative care
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ORAD
Symplom _Management _Database

E

Derving stoke severly fom administatve da@

DAD
NACRS
OHIP
sps
CHF
HYPER
obD
CCRS
opB

&

Dermatologic Follow-up After Primary Cutaneou Al hort Swd

PDB
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ORGD

&

Describing buprenarphire use andreatmentretention among individualswho undergo routine surgery
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LHIN
PCCF
REF
INST
DAD
NACRS
obe
OMHRS
sbs
CHF
coPD
HIV
HYPER
occe
opD
OMD.
CENSS
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Describing managementpaterns in community -aweling older aduts with new preseniaton ofa sleep disorder

TN
PCCF
REF
INST

NACRS
OHIP
sbS
RPDB
AR
OCR

B

Describing primary care physidans thatrefer o telepsychiatry

CPDB
1PDB
LHIN
DAD
NACRS
OHIP
OMHRS
CENSWS
POP
RPDB
CAPE
PCPOP

]

Detection, reatment, outtomes and costs ofductal carcdnoma in situ of the breast

LHIN
PCCF
REF
DAD
NACRS
OHIP

CONTACT
RPDB
cic

&

Determinants of Emergency DepartmentUse amongHome CareClients
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obe
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CENSWS
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CAPE
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Determinants ofre-operation for ransvagnalsurgeriesin Ontario, Canada
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DIN
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CONTACT
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ONMARG
ORGD

Determine the impactof ASPs on antimicrobial utilization in acute care hospitals in Ontario

TNST
DAD
Antimicro

Ontario Antimicrobial Stewardship Program Landscape  Suvey

&

Determining optmal, equitable and flectve stategies © p

ravel-relaed infections in VFRs and other ravellersatrisk
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PCCF
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DAD
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NRS
obB
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CENSS
RPDB
CAPE
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getacg
Measuring burden of imported infectious diseases (PHISACES linkage)

P

Determining Preventable Acute Care Spending among High-CostPatients

REF.
CAPE
cic

-]

Determining sex disparites In Sroke Care andOutcomes to optimize recoVERy (DISCOVER) — Healthcare cost
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PCCF
INST
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ONMARG
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Determining site volume and cardiac outcames for Ontario sfes enflled in CODE-MIUsingbig data DIN
pPCCF
REF
INST
DAD
NACRS
oo
OHIP
SDS

CONTACT
RPDB
ouis
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Develop a novel quasi-expeiimental study design to evaluate the public health benefis of extreme cold alertprogramin Toronto, Oniario DAD
NACRS

ASTHMA

CHF

copD
HYPER

oMD.
RPDB
ORGD
OPHEQW
OHIP

2

Developing a case-inding algathm o Idently patents with spinal Cord injuryin ONtario primarycare eledronichealh recors EVRALD
PDB

DAD
NACRS
ope
OHIP
OMHRS
sbs
ASTHNA
CHF
copD
HYPER
obD
RPDB
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Developing a mult-source suveillance system for Fetal Alcohol Spectrum Disorderand prendal alcohol exposure (SSFASD/PAE) in Canada gigs
HCD
HOBIC
NACRS
NRS
OHIP
OMHRS
RPDB

=

Developing an ATicial NeUral NGWorK for predciing fie sk ofloCal recurence among wamen Wi DUCTI Cacnoma in St offhe breast 3
o
L
PCCF
REF
INST
ceRs
CORR
AD
HCD
NACRS
obs
onip
RAICA
RAIHC
SDS
HYPER
oop
CONTACT
RPDB
ous
ORGD
ORRS

&

Developing an Artiicial Neural Network usng ESAS for predicting ED visitrisk among patients with cancer cPoB
1PDB
DIN
LHIN
PCCF

CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
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ASTHM

A CHF
coPD
HIV
HYPER
MOMBABY
occe
opD
OMD.
ORAD
CENSUS
RPDB
CAPE
CENSUSCA
ONMARG
POPCAN
cic

2

Developing New Pallatve Care Qually ndicatorsand Benc hmarks In Cancer acoss Carada DAD

NACRS
obB

OHIP
RAICA
RAIHC
RPDB
RAIHCMOH
cic
ETHNIC

PCCF
ORGD

&

Developing risk predicion algorithms for CVD in individuals treated for mood/anxiety disorders ERCLAIM

=

Developmentand valdaton ofa predicton model for severe (Nospralized) RSV hrough he developmentofan ICES based RSV p latorm FCCF

&

Developmentand validaton of clinical prediction modelsfor skin cancer after solid organtransplartation CAPE
cic
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Developmentofa modelto minimize misclassification bias in the identification ofthoracic aortic surgery in Ontario rom ad ministrative database

BAD
obB
OHI
I

CONTACT
RPDB

=]

Developmentofa prediction model for cardiovascular-felated death usingthe CANHEART cohott
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DIN

LHIN
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STDPRIC
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DAD
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obB
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OMHRS
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CHF
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HIV
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obD
ORAD
CENSUS
CONTACT
POP
RPDB
CAPE
CCHs
cic
ETHNIC
OCR
ORGD
PHYSNET
GDML
oLis
EMRALD

=

Developmentofan Imformaton system fom EMR &healh administatve dat for assess mentofsurvellance and qually ofcare ofpsoratc dsease

AVGPRGE
ESTSOB
CCRS
HCD
NRS
OMHRS
ASTHWMA
copPD
HYPER
obD
ORAD
ADP
CAPE
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OHs

i

DevelopmentolDiagnos ic Agorihms for Predicing Disease Phenoty pes In AJURONS etUC Patents Using Ontario Healfh AdminTs tatve Dam

TAD
NACRS

OHIP
CONTACT
RPDB

Mot Sinai Hospital UC Cohort

&

DevelopmentofNeurodegenertve Diseases from Exposre to Outdoor Air Pollution

OPHAECE

=

Developmentofnovel methods for meas uring clinical outcomes i Cinical tials usingbig dai

CPDB
1PDB

DIN

LHIN
PCCF
REF
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DAD
NACRS
opB
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CONTACT
POP
RPDB
ous.
OcR
ORGD

]

Developmental disabiliies in Ontario's criminal justice system: Usingdata (o tell the story:

CONTACT
RPDB
EMRALD
PCPOP
INST
ONMARG
CHC
ACG macr

&

Developmental disabiliies in Ontario's criminaljustice system: telling the story with federal correcional data

Conectional Senvice Canada Data
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Developmental disabiliies in ONario’s criminaljustce sy sem: eling he story with forens i inpatientdata PDB
DIN
LHIN
PCCF
REF
INST
DAD
NACRS
oDB
o
OMHRS
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conTACT
POP
RPDB
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ONMARG
INST
CHC
ACG

E

Diabetes Education Centre Resourcesand Quality of Diabetes Care Within Netwarks ICPDEDBE
DIN
PCCF
INST
CCRS
DAD
NACRS
opB
OHIP
OMHRS
sbs
obD
CENSIS
POP
RPDB
CAPE
ous
PHYSNET
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Diabetes HbA1C control, health system utlization and cost(Diabetes control, health careuse and cost) LHIN
PCCF
AVGPRGE
STOPRIC
ECCRS
DAD
HCD
NACRS
NRS
obe
OHIP
OMHRS

ASTHMA
CHF
copD
HYPER
obD
oMD.
RPDB
EMRALD
oLis

=

Diabetes prevalence SLFNH. ove 5years PCCE
CORR
DAD
NACRS
oHiP
SDS
opp
coNTACT
RPDB

=

Diabetes Prevalence by GTACensts Trads LHIN
PCCF
REF
DAD
NACRS
OHIP
sbs
obD
CENSE
RPDB

)

Diabetes Prevalence by GTACeNns(s Tracs - Updae 3
DI
PCCF
REF
INST
AVGPRCE
ESTSOB
cers
DAD
HCD
NACRS
NRS
oHP
OMHRS
sbs
cHF
CoPD
HY
HYPER
MOMBABY
occe

oMD.
ORAD
RPDB
ADP
CAPE
GAPP
occl
OHCAS

B

Diabetic Ontarians unscreened for retinopahy - Updae PDB
PCCF
OHIP
opp
coNTACT
RPDB
PCPOP
cpoB
EsTSOB
DAD
NACRS
OMHRS
ASTHMA
cHF
copD
HYPER
oMD
PCPOP
getacg.

geofile
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Diagnoss oflunch cancerand ime (o infiate @rgeted herapy in metas aic NSCLC in Ontario

NACRS
sbs
obB

OHCAS /HD
RPDB

OCR

OCRIS
NDFP.

Diagnosis ofpsychotc disaderafier chidhoodand adolescerpsy ciatic disorder

LHIN
PCCF
DAD
NACRS
OHIP
OMHRS
sps
MOMBABY
CENSUS
RPDB
ONMARG
cic

E

Diagnosic care

br patients
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LHIN
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obB
OHIP
OMHRS
sps
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CONTACT
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CAPE
ONMARG
ALR
NDFP
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OCR
PHYSNET

Ontario Breast Screening Program
Breast Assessment Sites

=

DIBI at ICES: DOACs In Bioprosthesis

E]

Did the election of Trump break fhe hearts of people in Oniario, Canada? Apopulaton-level reros pectve cahortstudy
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1PDB

LHIN
PCCF
REF
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NACRS
opB
OHIP
sbs
HYPER

oMD.
CONTACT
RPDB

=

Diflerences in outcomes in Kidney transplantredpients with optmal versts stboptimal dialysisstarts atthe time of graftfailure

]

Difierences in the

Parkinson’s Disease: ing Useand O

Deep Brain
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RPDB
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2

DirectAlbutable Costs of Children with Infammatory Bowel Disease in Canada: Predicing High-CostUsers offhe Health System
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Dataset #1: CIHRICHILD Foundation Canadian Chilcren 1BD Network (CIDSCaNN)
(PIBD_Costs_all)

Dataset #2: CIHRICHILD Foundation Canadian Children IBD Network (CIDSCaNN)
(PIBD_Costs_therapy)

Dataset #3: CIHRICHILD Foundation Canadian Children 18D Network (CIDSCaNN)
(PIBD_IMP3)

Dataset#4: CIHRICHILD Foundation Canadian Children 1D Network (CIDSCaNN)
(PIBD_PQL

=]

Directheallhcare costs for vancomycin-fesstantenterococcal (VRE) infections in Ontario, Canada: population-tased matched cchortstudy’

LH
N
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T
AVGPRE
CCRS
DAD
HCD
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NRS
obe
OHIP
OMHRS
sbs
RPDB
ADP
CAPE
GAPP
HCDMOH
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VRE
patient
cohott

VRE Positive Blood Culture

E

Directoral anticoagulants and the risk ofacute kidrey injury
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PCCF
REF
DAD
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obB
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CONTACT
RPDB
GDML
ous
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CORR

@

Disparities in access to endometial cancer sugeryin Ontario and the influence ofmorbid obesity on wait imes

£
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ONMARG
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CCHS

Cancer Care_Ontario (CCO) W ait Time data

Dispariies in Colorectaland Lung Carcersage ofDiagnosts

CPDB
1PDB
LHIN
PCCF
DAD
OHIP
CENSS
RPDB
CAPE
cic
OCR
getacg

E

Distibuton ofKidney Function Laboratory Values amongPatients Screened in Primary Care

o

Distribution ofKidney Function Laboratory Values amongPatients Screened in Primary Care usng OLIS

]

DMAB: Denosumab for Osteoporosis- Use, Safety and Effectiveness

E

Do cimate factors influence he geographic distibuon ofRSV hos plalizations among Childien in Ontaro?

ORGD
GEMSURF
AQHI

Ecological Land Classification: _E coregions
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Do common Urologic proceduresincrease e riskofan infected jointproshess?

PDB
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CENSS
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RPDB
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Do physician-patentrelationships or highvisitrequency afflectthe link between daily patientvolume and quality of primary care?

DAD
OHIP
OMHRS
sbs
ALR
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B

DOC Utlity: screening Depression, Obstrudive sleep apnea andCognitve impairmentto identfy stoke clinic patients atris k ofadverseoutcomes
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1PDB
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DOC Utilty Data
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Does Proton-Pump Inhibitor Use Increase ImplantFailure in Arthroplasly Patients over the Age 0f65?
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E

Does the use ofbrachial plexus block reduce ED visits and unplamed hospial admissiors following ambulory sfoulder surgeryin ON?
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Drivers and consequencesofvariaton in aoric stenoss herapy in Ontario
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Drug nsurance and heahcarecoss
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Drug safety in patients with low eGFR - feasibility
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B |Ear\y detection ofHealth Problems
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Early D frument(EDI) Data
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| @ [Early healhcare use patierns among resetied refugeesin Ontario
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Early hospial discharge of Ontario midwifery clients: Trends over ime
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Early Psychosis and Help-Seekingin Primary Care
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REF
INST
DAD
NACRS
OHIP
OMHRS
sDS
HYPER
MOMBABY
obp
CENSUS
CONTACT
POP
RPDB
cpoB
1PDB
LHIN
PCCF
sDS
ASTHWA
CHF
copp
HIV
HYPER
MOMBABY
occe
obp
oMD
ORAD
PCPOP
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Project Title

ICES Data

_l_m Eating disorders in Oniario

E]

EchocardiographicPredictorsof Outcomes in Patients with and withoutHeart Failure

1PDB
DIN

REF
DAD
NACRS
obB
OHIP
sbs
ASTHWA
CHF
copD
HYPER
MOMBABY
obD
RPDB
ORGD

Echo Data

T |Economic burden ofinftal melanoma reamentin Ont@rio

CPDB
1PDB
DIN
INST
CCRS
DAD
HCD
NACRS

Wholesale Cancer Drug Costs

E]

Economic Burden of Low Vision Population in Ontario

1PDB
DIN

LHIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS

» burden of

Syncital Virus (R

hospital

and young children

PDB
DIN

LHIN
PCCF
INST
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS

obB
OHIP
OMHRS
sbs
ASTHWA
CHF
MOMBABY
CENSUS
CONTACT
RPDB
ADP
CAPE
GAPP
occl
OHCAS
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ICES Data

| Project Title
W |Economic Burden of Thoracic Aortic Dissections andThoradic Aortic Aneurysms: A Population Based CostAnalysis

PDB
DIN

LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
sbs
ASTHWA
CHF
copPD
HYPER
obD
omD.
CONTACT

@ [Economn 7 APyversisComb ST mab-Tmotecan ThempynThiTd-Line TreatmentoMe@s &ic Color egal

Cancer in Ontario: aPopulation-Based
Analysis

NACRS
opB

OHIP
OHCASH®D
CCRS

NRS

RPDB

OCR

NDFP

E |ED Visits over tme atkHSC

s
PCCF
REF
INST
NACRS
CENSUS
CONTACT
POP
RPDB

]

ED visits, Repeal ED visits, and hospital admissions refated o falls among seniorsin Ontario

THIN
PCCF
DAD
NACRS
CENSS
POP
RPDB

Symptom ale in newly’ patients with muliiple myeloma: symptom burden and health care utiization

LHIN
PCCF
REF
INST
DAD
HCD
HOBIC
NACRS

RPDB
ONMARG
AR
NDFP

OCR
ESAS

@

[ % [Efect of commonly prescribel medicatonsand comorbidiies on paients witi newly diagros edDLECL in e riuximab era. a large popdaton Cono

Effect of chronic comorbidities on time to diagnostc testing and cdoredal cancer mortality

cPDB
1PDB

DIN
PCCF
REF
CORR
DAD
NACRS
ope
OHIP
OMHRS
sbs
CHF
copD
HYPER
occe
obD
oMD.
CENSS
CONTACT
RPDB
CAPE
DEMENTIA
ORGD
cic

OCR

Laboratory  Reporting Tool (LRT)

Dataset #2: Colonoscopy Inteiim Reporting Tool (CIRT)

LHIN

o

Effect of continuity ofcare and patent-levelfactors on the develgmentof mulimorbidity

1PDB
DAD
obs
OHIP
sbs
ASTHMA
CHF
copD
HYPER
obD
OoMD.
ORAD
RPDB
CAPE
cPDB
1PDB
CENSUS

CONTACT
ONMARG
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|Eﬁecl of continuity ofcare and patient-levelfactors on the develgpmentof mulimorbidity

Project Title

ICES Data

TPOB
1PDB
CENSUS
CONTACT
ONMARG

]

Effect of e ofd ing antiviral ic hepatitis C on the risk ofhepatocdlular carcinama in Ontario, Canada

PDB
PCCF
INST
CCRS
DAD
NACRS
obB
OHIP
sbs
RPDB

oLis
cic
ORGD
co

&

Eflect of Trazodone on Neurodegererative Disease Inciderce andMortality

Loc
CHF

and safety inetherap: ap omentreated with breastcancerin Ontario, Canada

e

Effectiveness and safety oforalanticoagulants in the transiton period from hospial o home

PDB

DAD
NACRS

OHIP
CHF
HYPER
obD
RPDB

]

Effectiveness of Confidental Reports Desciibing Prescriptionsfor Antipsy chaic Medicationsin Long-Tem Care Homes

PDB
DIN
INST
CCRS
DAD
NACRS
obe
OHIP
OMHRS
RAICA
RAIHC
RPDB
NRS

El

Effects of Ambient Air Pollution on IncidentArial Fibrillation and Stroke

DAD
NACRS

OHIP
sbs
ASTHWMA
CHF
copD
HYPER
obD
omD.
CENSUS
CONTACT
POP
RPDB
ONMARG
OPHECE
NPHS
CCHS

[ & |Efect ofhospialunding reforms in Oniario on patents diagnosed wilh localized prosiate cancer:a populaton -based ret ospecive cononstidy

PDB

LHIN
PCCF
REF
INST
DAD
NACRS
ope
OHIP
sps
CHF
copD
HYPER

oMD.
CENSS
POP
RPDB

ORGD
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B |Eﬁecrs ofnon-medication adherenceon COPD related health care utilization

Project Title

ICES Data

DEMENTA
NRS

ONMARG

T |EGS & Transplants

INST
CORR

NACRS
OHIP
ASTHMA

coPD
HIV
HYPER
CENSUS

RPDB
ORGD

B

EHMRG-ML: Using Machine Learning to Identify Previously Unrecognized Prediciors of Mortality to Improve the EHMRG mortality models

DAD
NACRS
ope
OHIP
sbs
RPDB
EDHF
EFFECT
2

1PDB
PCCF
ASTHMA
CHF
copD
HYPER
MOMBABY
obD
ORGD
EFFECT

ISCHEMIC
CCRS
HCD
NRS
OMHRS
INST

]

Eiligibilty criteria for seniors' dental programin the city of Hamilton

PCCF
obB
CENSS
RPDB

£

Elective surgery practicepaterns and outcomes in end of ife populations

CENSS
CONTACT
POP
RPDB
ORGD

OCR

|Elements of High-Qualiy Colorectal Cancer Care in Onario

PDB
LHIN
PCCF
REF
INST
DAD
NACRS
OHIP

ASTHMA
CHF
copD

HYPER
obD
OMD.
CENSLS
RPDB

ORGD
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—

Elevated cardiac troponin levels andriskofadverse outcomesin patients with cardiovascularand non-cardiovascular conditions

Project Title

ICES Data

HSTroponin

T |Emergency DepartmentOUcomes for patents with Cancer

PDB
PCCF
INST
CCRS
DAD
HCD
NACRS
OHIP
RAICA
RAIHC
ASTHMA
CHF
coPD
HYPER
obD
oMD.
RPDB
ALR
NDFP
OCR
sbs

&

Emergency DepartmentSelf-Harmand Suicide among Immigrants and Nor+-Immigrants to Ontario

LHIN
PCCF

DAD
NACRS
obe
OHIP
OMHRS
CENSUS
CONTACT
RPDB
ONMARG
cic
ETHNIC
ORGD

£

Emergency DepartmentUfiization by PregnantWomen in Ontario

LHIN
PCCF
REF
DAD
NACRS
OHIP

MOMBABY
CENSUS
RPDB
BORN
cic
getacg

&

Endometrial ablation: morbidity, outcomes, and cancer

cPDB
1PDB
LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
sbs
HYPER
obD
CENSUS
POP

RPDB
OCR

Endometriosis, Infertlity and Obstetrical Outcomes in Ontario

PDB
PCCF
REF
DAD
NACRS
OHIP

MOMBABY
CENSUS
CONTACT
RPDB
BORN

experience and

based sudy

1PDB
LHIN
INST
DAD
NACRS
ope
OHIP
sbs
ASTHWA

copD
HYPER
occe
obD
OMD.
ORAD
CENSUS
RPDB
ONMARG
DEMENTA
OCR

&

Endovascular thrombectomy (EVT) ICESanalytics support

CPDB
1PDB
LHIN
PCCF
REF

DAD
NACRS
OHIP
spS
MOMBABY
CONTACT
RPDB
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[] |End Stage Renal Disease Related Deathsin Ontario

Project Title

ICES Data

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM
ACHF
coPD
HIV
HYPER
MOMBABY
occe

oMD.
ORAD
CENSUS
CONTACT

RPIB
HCES
ADP
CAPE
CENSUSCA
EMRALD
CCHS
OCR
PCPOP

ar Tiskp and impr

Using coronary arterycaldumscoiing

cPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CORR
DAD
NACRS
ope
OHIP
sbs
ASTHM
ACHF
copPD
HYPER
obD
CENSS
CONTACT
POP
RPDB
oLis
EMRPC
ETHNIC
ORGD
GDML
OCR

CAC Scores

&

Enhancing the Collaboration with Primary Care Teams Whose Patients are Treaed atSunnybrock Heath SciencesCentre - an OHT Project

CPDB
IPDB
INST
DAD
NACRS
OMHRS
sbs
RPDB
CcAPE

]

Enriching Word Embeddings with Clinical Notes

cPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS

ooB
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM
ACHF
copp
HIV
HYPER
MOMBABY
occe
obp
omMD
ORAD
CENSUS
CONTACT
POP
RPB
HCES
ADP
CAPE
CENSUSA
EMRALD
CcCHs.
ocR
PCPOP

&

Environmental Burden of Disease Sudy (EBD) by the Environmentaland Occupaional Health (EOH) Team atPublic Health Ontario (PHO)

PDB
AVGPRIGE
ESTSOB
DAD
OHIP
sbs
ASTHMA
copD
HYPER
obD
CENSUS
CONTACT
POP
RPDB
CAPE
oBSP
OCR
ORGD
PCPOP
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ICES Data

# | Project Title
1 |Environmental Sensitivites, Chronic Fatgue Syndrome and Fibromyalgia in Ontario

DIN
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
Si

CONTACT
RPDB
CAPE
CCHS

&

Epidemiology and healtn care utlizaton of patents with sarcoidosisin Ontario, Canada

CPDB
1PDB

DIN

LHIN
PCCF
REF
CORR
DAD

opB

OHIP
CENSLS
CONTACT
RPDB
CENSUSGA
ERCLAM
CERNER

and Outcomes ofpregi incirthasis:

cPDB
1PDB

DIN

LHIN

CORR

DAD

NACRS

obe

OHIP

sbs

MOMBABY

CONTACT

RPDB

ouis

ORGD

Cinhosis Cohort

PHO Hepatitis B and C lab data

[~ @ [Epidemiology of Pediatiic CIIThosTs in Ontario: A populaton-bas edsidy

PDB
DIN

LHIN

REF
CORR
DAD
NACRS
obe
OHIP
sbs
MOMBABY
obD
CENSUS
CONTACT

RPDB
ous
ORGD
cPDB
INST
HYPER
OCR
ETHNIC

&

Epidemiology of Prenatal Opioid Use and Associated Maternal Chamctefisics in Ontario

LHIN
PCCF
DAD
NACRS
ope
OHIP
OMHRS
sps
HIV
MOMBABY
CENSUS
RPDB
NMS
cic
getacg
CORR
HCD
NRS
RAICA
sps
ORGD

&

Epidemiology of Prosthetc Hip and Knee Jointinfectons in Ontario

cPDB
1PDB

LHIN
PCCF
INST
ccrs
DAD
HCD
NACRS
NRS
opB
oHIP
OMHRS
sDS
HYPER
opp
CENSS
POP
RPDB
ous
ONMARG
POPCAN
ORAD
DEMENTIA
OMHRS

=]

Epidemiology, Natural History and Healthcare Utiization of Young Adults with Cirrhosis (ENHAN CE)

DIN
REF
INST
CCRS
HCD
ASTHMA
CHF
copD
HIV
HYPER
occe
obD

ETHNIC
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Project Title

ICES Data

_l_u Epidemiology, Natural History, and Healhcare Utiizaton of Young Adulis with Cirrhosis (ENFANCe) A Populaton -based Stidy

MOMBABY
CONTACT
RPDB
HCES
oLis
ORGD
DIN

REF
INST
CCRS
HCD
ASTHMA
CHF
copPD
HIV
HYPER
occe
obD
POP
ETHNIC

1ECHOand IHCC Database
2Public_Health Ontario Hepaitis B and C Data

)

Epilepsy risk following ICU hos pitalization for Sepsis

PDB
LHIN
CORR
DAD
NACRS
OHIP
sbs
RPDB
ous
ORRS

T |Equity In immuniy © measles and rubella in Ont@ro

BAD
NACRS
OHIP
RPDB
cic

PHO LabW are - measles and ubella immunity data (quantitative)

®

Equity in the utlizaton of psychiatic npatientcare amongpatients with severe mentaliiness (SMJ) in Onfario, Canada

LHIN
PCCF
REF
CCRS
CPRO
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sps
CHF
obD
CENSS
CONTACT
POP
RPDB
ONMARG
ORGD

&

Estimating Albumin-to-Creatinine Ratio TestValues for Patients without Tests

ERCLAM

NPHS

&

Estimating HIVincidence and the undiagnosed fracion ofpeople iving with HIVin Ontario

DAD
NACRS
obB
OHIP

HIV
CENSS
CONTACT
RPDB
cic
ORGD

)

Estimating the completeness of physician billing claimsfor diabetes case ascerainmertusing populaion-based presaription drugdata

cPDB
IPDB

DIN
LHIN
PCCF

DAD
ooB
OHIP
obp
CENSS
POP
RPDB

&

Ethnic variations in the ime trends ofthe incidence and p and p

DAD
NACRS
opB
OHIP
sbs
ASTHWA
CHF
coPD
HYPER
opD
omD.
CENSUS
CONTACT
POP
RPDB
NPHS
ONMARG

ETHNIC
CCHS
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Project Title

ICES Data

] |Evaluahng Access Patlerns ofhe Ontario Naloxone Program for Pharmacies

DIN
LHIN
PCCF
REF
DAD
NACRS
ope
OHIP
OMHRS
sbs
ASTHM
ACOPD
CENSS
CONTACT
POP
RPDB
ONMARG
NMS
cPDB
1PDB

Interactive Opicid Tool

e

Evaluating ADP-Funded Insulin Pump Centres in Ontario

cPoB
1PDB
LHIN
PCCF
REF
INST
DAD
NACRS
ooB
OHIP
RAIHC
CENSWS
RPDB
CAPE
PCPOP

&

Evaluaing appropriateness ofuse andclinical outcames of Ezetimibe in Ontario

CPDB
1PDB

DIN
LHIN
PCCF
INST
DAD
NACRS
opB
OHIP
sbs
CHF
copD
HYPER
obD
oMD.
CENSS
CONTACT
POP

RPDB

&

[T [Evaluaing healh resource uizaton paterns I sicKe celdiseae I emergendy depamments In Ontario, Canada

LHIN
PCCF
REF
INST
AVGPRIGE
ESTSOB

NACRS
OHIP
OMHRS
sps
ASTHMA
occe
CONTACT
RPDB
MOMBABY
PIBD.

] g outcomes and fons afler

mitralvalverepair in Ontario

1PDB
DIN
LHIN
REF
CORR
DAD

OHIP
sbs
CENSIS
RPDB
ous
ORRS

@

Evaluating Palliatve Care and Healthcare Uilization

1PDB
DIN

LHIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRS
CORR
CPRO
DAD
HCD
NACRS
NRS

obe
OHIP
OMHRS
RAICA
RAIHC
sps
ASTHWA

copD
HIV
HYPER

OMD.
CENSUS
CONTACT
POP
RPDB

ORGD
NMS
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Project Title

ICES Data

& |Evaluanng Palliaive Care in Non-Cancerous Disease

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
CORR
CPRO
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHWMA
CHF
copD
HIV
HYPER
occe
obD
omD.
CENSUS
CONTACT
POP
RPDB
ADP
ORGD

g Qualty Impr ntions in Colorectal Cancer Surgeryin Ontario

LHIN
CCRS

NACRS

a5

B E

Evaluatng he associaton between maternaland early lle xpos Uresto ambientarr pollton, and he rsk of pediatic inflammatory bowel disease

&)

Evaluating the appropriateness of community antibiotic use: An OPTIMISE study

CHIN
PCCF

INST

CCRS

CPRO

DAD

HCD

NACRS

ope

OHIP

RAIHC

ASTHMA

CHF

copPD

HYPER

occe

obD

omD.

ORAD

CONTACT

RPDB

CENSUS

Nomualized Difference Vegetation Index (NDVI) -MODIS dataset
Residential_greeness _measures _from the Landsat _satellte

]

Evaluating the costand effectiveness ofthe SAFE Unit

LHIN
PCCF
INST
AVGPRE
CCRS
CPRO
DAD
HCD
NACRS
NRS

obB
OHIP
OMHRS
RAICA
RAIHC
sps
ASTHMA
CHF
copD
HIV
HYPER
occe
obD
oMD.
ORAD
CONTACT
RPDB
DEMENTA
ORGD
ADP
SAFE Unit

&

Evaluating the Effect of Sentinel Lymph Node Procedures on Goin NodeDissection Ratesin Women with InvasiveVulvar Cancerin Ontario

PDB
DAD
NACRS
OHIP
RPDB
OCR
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Project Title

ICES Data

[ |Evaluahng the impactof Onfario's new PSA(estng policy

LHIN
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
sbs
RPDB
ADP
OCR
ouis

&

Evaluating the impactof primary care reforms in Ontario on the quality ofcare andhealth service use ofpersors with dementia

cPDB
1PDB

&

Evaluating the impactof selected antibiotic stewardship interventionson Cdificile infection incidence in Ontario long term carefacilite s

PDB
DIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD
NACRS
obe
OHIP
sps

CHF
copD
HYPER
obD
omMD.
CENSUS
CONTACT
RPDB

ouis

S

Evaluating the Impactof the Healthy Kids Community Challenge (HKCC) on Healthy Weights Using the EMRALD

1PDB
DAD
NACRS
OHIP
OMHRS
sDS.
ASTHMA
oop
CENSLS
RPDB
cic
EMRALD
ETHNIC
Healthy
Kids
Community
Challenge
postal
codes
MOMBABY
occ
CONTACT
CAPE

Healing with principals of Seeking safety for reatmentof Indigenous patients with subsance use d isorder

IN
AD
NACRS
obe

DI
Dy

OHIP
CHF
HYPER
obD
omD.
CONTACT
RPDB
AR

OCR
ORGD

Benbowopka Data Records
Benbowopka IHSS Dataset

T |Evaluaton of ‘real-world” clinical and economical oulComes of caheter -based atial ibrilaton ablaton

DIN
LHIN
PCCF
REF
AVGPRGE
CCRS
DAD

[Evaluaton 0f2017/18 Surge Bed Stategy

|

OHIP
sbs
RPIB

DCIS_original
DCIS_genormic
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Project Title

ICES Data

3 |Evaluahon ofa rapid assessmentoupatentheartfailure cinic and ts IMpacton Nos pial admis Sons and emergency roomvis ts

OHIP
sbs
RPDB
NACRS
1PDB
CHF
HYPER
obD
ous
ORGD
Rapid HF

|~ @ [Evaluaton ofarr qualty polcies

ofgeriatric raumain Ontario

cPDB

&

Evaluaton of Health Links in the Southeastern Local Integration Network (LHIN)

PCCF
INST
AVGPRGE
ESTSOB
CCRS
CORR
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
sbs
CONTACT
RPDB
ADP
CAPE
GAPP
occl
OHCAS

Data from thvee Health Links: Rideau Tay, Quinte, Kingston

L]

Evaluation of patient reported outcomes in Glcancer: Apopulation-levd analysis of patent-repored sy mpiom burdens

LHIN
INST
CCRS
DAD
HCD
NACRS
obB
sbs
CENSUS
RPDB
ONMARG
ALR
OCR
symp
PCCF
NRS
ONMARG

o

Evaluaton of Quantiy and Quality of Services under DiflerentPhysidan PaymentModels

cPDB
1PDB
LHIN
PCCF
AVGPRIGE
DAD
NACRS
OHIP
sbs
ASTHWA
CHF
copPD
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_liu Evaluaton of robotc surgery in Ontario

Project Title

ICES Data

CPDB
1PDB
LHIN
INST
DAD

HCD
NACRS
NRS

opB
OHIP
sbs
RPDB
ONMARG
ALR

ocR
ORGD
AVGPRIGE

OMHRS
ADP
CAPE
GAP

IS
occl

CHF
copD
HYPER
obD
omD.
oLis
ESAS

@

Evaluation ofthe benefitof stress testing after pr o the emer partment

ith chestpain

cPDB
1PDB

DIN

LHIN
INST
DAD
HCD
NACRS
obs
OHIP
sbs
ASTHM
ACHF
copp
HYPER
obD
CONTACT
POP

RPDB

Ll

Evaluation ofthe Generic Valsartan Recallin Ontario

cPDB
1PDB
DIN
LHIN
PCCF

AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
sbs

HIV
CENSS

RPDB

ADP

CAPE

GAPP

occl

OHCAS

ALR

NDFP

OCR

ORGD

Public Health Ontario Laboratory HCV Records

L]

Evaluation ofthe Impactof Primary Care HeartFailure Billing codes on Clinical Outcomes

1PDB
PCCF
CCRS
DAD
HCD
NACRS
OHIP
RAICA
RAIHC
sps
CHF
copD
HYPER
obD
RPDB
CAPE
OCR
DIN
LHIN
REF
AVGPRCE
ESTSOB
CORR
NRS
ope
OMHRS

@

Evaluation ofthe Modernization ofthe Homes for Special Care in London, Ontario

LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
OMHRS
CENSUS
CONTACT
RPDB

1) 20190208 CHO forICES
2) 20100208 HSClor ICES
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Project Title

ICES Data

] |Evaluanon of

aon ofservices before, during,and afer oupatentrenab using data fom NACRS Clinic Lie

CPDB
1PDB
AVGPRE
STDPRIC
ECCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC
sbs
ORAD
CONTACT
RPDB
ADP
CAPE
GAPP
OHCAS
occl
NACRS
Clinic Lite

E

Evaluaton to Acton - Integrating the voices ofAboriginal children

CPDB
1PDB
LHIN
DAD
NACRS
obB
OHIP
OMHRS
CENSS
RPDB

CAPE
MOMBABY

L]

Evaluations, interventons and outcomes of patents with syncope ard chranic kidrey disease (CKD)

PDB

PCCF
REF
CORR

NACRS
opB
OHIP

sbs
CONTACT
RPDB
GDML

L]

Examinatons ofgeospatal factors on health care use andaccessby older Ontarians (GISand aging)

cPDB
1PDB
DIN
LHIN
PCCF
INST
AVGPRGE
STOPRIC
E CCRS
CPRO
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAHC
ASTHMA
CHF
copp
HIV
HYPER
obp
omD
ORAD
POP
RPDB
CAPE

Environment Canada - Daily Weather
Physician Travel Time

&

[~ & [Examining careg

Examining advanced maternal age and severe maternal morbidity: Whatis the role ofsocioeconamic context?

1PDB
DIN

LHIN
REF
INST
DAD
NACRS
opB
OHIP
sbs
opD
CENSUS
CONTACT
POP
RPDB
ONMARG

Ver distess and oUlomes ofSeniors In home care - a populaton based stdy

TN

NACRS
OHIP
OMHRS
RPDB
cB
cic

&

Examining hormone usage prior (o lastfollow up as a surragate for prosiate cancer reatmentailure/success

DIN
LHIN
PCCF
AVGPRIGE
ESTSOB
DAD
NACRS
opB
OHIP
sbs.
CENSUS
CONTACT
POP
RPDB
POPCAN
ORGD
AR
NDFP
ocrR
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Project Title

ICES Data

_l_m Examining places ofcare atte end offfle among Immigrants and non-immigrants: a populaton-based study

LHIN
PCCF
INST
AVGPRGE
ESTSOB

T |Examining sex-based diferences ofdepression before acute myoca dialnfarcion

& |Examining he associaton beween Mhium Ievels and poor renal oUcomes i older hium Users, PHASE

[~ @ |Examining he effects of low back pain and mental healh sympioms on heallh careutlizaton and costs

CPDB
1PDB
LHIN
PCCF

INST

CPDB
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
ope
OHIP
OMHRS
sbs
ASTHMA
CHF
copD
HYPER
obD
oMD.
ORAD
CENSUS
POP

RPDB
ADP
CAPE
GAPP
occl
ONMARG
ORGD
CCHS

] he impactof

liestyle and

dions on lipid

g he CANHEART cofort

ORGD
GDML
ous

HIV
PHYSNET
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@ |Exam|mng Which creatinine-based equaions Shauld be Us ed in routne carepracice © betier predicthy pefkalemia

PDB
DIN

LHIN
PCCF
REF
CORR
DAD
NACRS
opB
OHIP
OMHRS
sbs
CENSS
CONTACT
POP

CERNER

Cemer Height and Weight Values

I~ @ [Exploring all cause and catse speciic mortalty tends amongrirstNatons i Ontrio - OPTIVISE project

PCCF
REF
DAD
NACRS
OHIP
ASTHM
ACHF
coPD
HYPER
occ
obD
oMD.
ORAD
CENSB
RPDB
OHCAS
ONMARG
oR
OCR
ORGD
RS

CONTACT

| Exploring CausalModels in Healhcare Daa

E

cPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM
ACHF
copPD

HYPER
MOMBABY
occe
obp

omD
ORAD
CENSUS
CONTACT
POP
RPIB
HCES
ADP
CAPE
CENSUSA
EMRALD
CCHs.
ocR
PCPOP

E

Exploring he healtn profies of populatons in Oniario Works (OW)and Ontario Disabiliy SupportProgram (ODSP) using inkage ofMCSS data

1PDB

PCCF
CCRS
DAD
HCD
NACRS
NRS

ope
OHIP
OMHRS
sbs
ASTHM

A CHF
coPD
HIV
HYPER
occ
obD
OMD.
ORAD
CENSS
CONTACT
RPDB

MCSS

E

|Exernalvaldaton ofa postsurgery AKI prediction model using Ontariodat

TORR
DAD
NACRS
OHIP
sbs
RPDB
ouis

El

EXTERNAL VALIDATION OF GILBERT'S HOSPITAL FRAILTY RISK SCORE (HFRS)

DIN
REF
NS
T
AVGPRGE
ESTSOB
CCRS
DAD
NACRS
NRS
ope
OHIP
OMHRS
sps
CHF
HYPER
obD
RPDB
ADP
CAPE
GAPP
HCDMOH
ccl
OHCAS
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Project Title

ICES Data

A
i1 |External validation of HOMR-now!

TAD
NACRS
obB
OHIP
sbs
RPDB

UHNData

T |Exteme amblentemperature and hypogly cema

DIN
LHIN

DAD
NACRS
oos

OHIP

CHF
copp
HYPER
obp

POP
RPDB
ONMARG
GEMSURF
AQHI

T |Ezetmibe use after myocardialinfarcton in older aduis.

oS

)

Factors associated with early physician follow-tp of patients with COPD afer hospital discharge

PDB
PCCF
OHIP
DIN
obe
PCPOP

=

Factors influencing newborn oucomes amorg women with schizophreria

DIN

NACRS
obe
OHIP
OMHRS
ASTHM

A CHF
copD
HIV
HYPER
MOMBABY
obD
RPDB
BORN

)

Factors refaied 1o declining healh wih Cystc fbrosis (CF)

Canadian Cystic Fibrosis Registry

&

Falls among LTC residents with dementia

rate cortrol agents

cPDB
1PDB
DIN
PCCF

CONTACT
RPDB

&)

Feasibilly Study: Determining ENgibiiy for he ECAD tial using EMRALD

PDB

LHIN
PCCF
REF
INST

NACRS
ope
OHIP
sps

ORAD
CENSWS
CONTACT

RPDB
ONMARG

&

Feedback to Improve Rational Strategies of Antibiotic Initiation and Duration in Long Term Care (FIRST AID - LTC)

LHIN
PCCF
REF
INST
CCRS

NACRS
NRS
OMHRS

CONTACT
RPDB

FARSTAID LTC CPSO Numbers and Additional Physician Information

E]

FERTILITIY CONSULTATION PATTERNSIN PATIENTS AND SURVIVORSOF CANCER IN ADOLESCENCEAND YOUNG ADULT LIFE

PDB
LHIN
PCCF
REF
DAD
OHIP
RPDB
ALR
OCR

CPSO physician number
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Project Title

ICES Data

|

Fibrate Use in Diabetic Retnopathy in Ontario

sps
CHF
HYPER
opD
CENSS
CONTACT
RPDB

ouis

&

Field implementation ofthe autoRIC device in STEMI (the FIRST study) - Costeflectiveness

DIN

REF
AVGPRGE
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
sps
HYPER
opD
CONTACT
RPDB
ADP
CAPE
GAPP
OHCAS
occl
ARST

@

Firearminjuries among children and yauth in Ontario

)

Firstconiactin ED as evidence ofpoor access o ambulatory mental health care in a universal health care system

Getacg

)

FirstNatons Aging Sudy

PCCF
REF
DAD
NACRS
obe
OHIP
RAIHC
ASTHM
ACHF
copPD
HIV
HYPER
obD
OoMD.
ORAD
RPDB
OHCAS
oR
OCR
RS

CPRO
HCD

®

Five year mortaliy rates and causesamong adults dischaged from Ontario Shores Centrefor Mental Health Sciences

LHIN
PCCF

INST
DAD
OHIP
CENSUS
CONTACT
POP
RPDB
ONMARG
ORGD

cic
OMHRS

&

Flexible modeling ofthe eflect ofime- dependentglucocoricoid expesure on fracturerisk

DIN
REF
DAD
NACRS

OHIP
ASTHWA
coPD
occe
RPDB
DIN
REF
CCRS

NACRS
ope
OHIP
opD

@

Follow up paterns of pediatric mental health Emegency Departmentvisits:a retrospective cchortstudy

PDB
LHIN
PCCF
INST
DAD
NACRS
obB
OHIP
OMHRS
CENSUS
RPDB
CAPE
ONMARG
cic
ORGD
getacg
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# Project Title ICES Data

|

Forensic Mental Health Care:Health outcomes, ServiceUtilization and cost IPDB
LHIN
PCCF
AVGPRE
ESTSOB
CCRS
CORR
DAD
HCD
NACRS
NRS

&)

Forensic Mental Heallh Care: Heallh oucomes following frstiorensichos pianzaton P8
LHIN
PCCF
AVGPRGE
ESTSOB
cers
CORR
DAD
HCD
NACRS
NRS

Frallly, Dementa and Health OUIComes n Communty -Based Older AQUTS CPoB

OHCAS
ONMARG
occl

@

Frequency and rends ofacquired bran injury (indudingconcussion)occurrerce across LHNs ( Updae 2016) iPDB

|

Frequency of ANAESIng in Ontario - Are we choosing wisely? EVRATD

=

Frequency offollow-up ser and after elimi afinancial chronc disease internal medicine: CPDB
1PDB

LHIN
PCCF
REF
INST
OHIP
CENSWS
POP
RPDB
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)

Frequency of psychiaticoupatentiollow-up and andtotl health care Sysiem cosis in Ontrio THIN
pPCCF
REF
INST
DAD
NACRS
oHP
SDS
ASTHMA
MOMBABY
cENsUS
CONTACT
POP
RPDB
ONMARG
coHs

El

From Patient to Policy:Using data to drive TB elimination in Canada’s foreign born population 1PDB
LHIN
INST

NACRS
OHIP

sDbs.

occe

RPDB

ERCLAIM

CENSUSA

ONMARG

cic

CENSUS

CONTACT

ONMARG

ALR

cic

NDFP

ocR

ORGD

%getacg

ORRS.

Positive T8 cases fiom PHO Lab Data years 20142016
TB data_from iPHIS years 19982016

B data fiom iPHIS years 19982016
Dataset 1: Country_BCG_Policy
Dataset 2: WHO CIC Crosswalk

WHO_TB_Burden_countiies

el

Funding Equity for Persons with Mental liness under Primary Care Reformin Ontario cPoB
1PDB
LHIN
pCCF
AVGPRCE
STDPRIC
E CCRS
DAD
NACRS
NRS
oDB
oHiP
OMHRS
sos
ASTHMA
copPD
HYPER
opo
CENSUS
CONTACT
POP
RPDB
cAPE
caPP
ONMARG

)

Fungallnfecton in Sold Organ Transplantand Hematopoieic Stem Cell Transplart Recipients i Oniario PDB
DIN
LHIN
pCCF
REF
INST
CORR
DAD
NACRS
oo
oHP
OMHRS
HYPER
opo
coNTACT
RPDB

ORRS

=

GANs for NaturalLanguage cPoB
IPDB
DIN
LHIN
PCCF
REF
INST
CccRs
DAD
HCD
HOBIC
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC
sps
ASTHM
A CHF
COPD
HV
HYPER
MOMBABY
occe
oD
OMID
ORAD
CENSUS
CONTACT
PoP
RPCB
HCES

CAPE
CENSUSCA
EMRALD
CCHS

PCPOP

205



ICES 2020 Report

ICES Data

&)

| Project Title
Gastric Adenocarcinoma: Study of Trends in Ontario (GASTRO)

. Epidemiology and End Results (SEER) registry

o

Gastic Cancer 15k ad screenmgamong mmigrants

E]

Gender discrepandes in astfima diagrosis, management morbidity and mortaliy outcomes.

1PDB

DAD
NACRS
opB
OHIP
OMHRS
sbs
ASTHM
ACHF
coPD
HYPER
occ
obD
OMD.
ORAD
CENSUS
CONTACT
POP
RPDB
ONMARG
CCHS

ORGD

]

Gender disparites in early childhood health and health care bymaternal courtry oforigin

|

Geographic dispariies in he survvalofhead and neckcancer patents

|

Geographic distbution ofunatached patents in Ontario

TN
PCCF
CONTACT
RPDB

PCPOP

B

Geographic variation in the treatmentofpancreas cancerin Ontario

LHIN
PCCF
INST
CCRS
DAD
HCD
NACRS
obB
OHIP
sps
CENSS
RPDB

cic
NDFP
OCR
ESAS

]

Geriatric-Focused Care in Ontario: WhatBiling Codes Tellus aboutPhysidan PracticePatierns

CPDB
1PDB
DIN
LHIN
PCCF
REF
HCD
OHIP
RPDB
CAPE
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=

|G|\Oblasloma treatment,resource utilization and outcomes in Ontario

Project Title

ICES Data

PDB
DIN

LHIN
PCCF
REF
INST
DAD
HCD
NACRS
NRS
obB
OHIP
sps
CENSS
CONTACT

RPDB
HCDMOH
OHCAS
ONMARG
ORGD
HYPER

ticoid i and in adults with

|

Specive cofortstudy

DAD
NACRS
opB
OHIP
obD
RPDB
ONMARG
ALR
OCR
getacg
cpDB
1PDB

Glycemic contolin Ontario patents wih diabetes

]

Gonorrhea TestofCure Compliance in Otawa

OHIP
RPDB

Ottawa Public Health Gononhea Case List

-]

Hamilton low acuity emergency depatmentuse study AHRQ

CPDB
1PDB
PCCF
NACRS
OHIP
CONTACT
RPDB
CAPE
ESTSOB
PCPOP

=

Harnessing fon-based data on HIV pre-exp P T o mprove

‘€adh © at risk youth in On@ario

=]

Health and health care of Francophonesin Ontario: does language matier?

PCCF
INST
DAD
NACRS
sbs
RPDB
occe
ORAD
ONMARG
ORGD
DEMENTIA

=]

Health Care Expenditures of Psychosis (HCEP) in Ontario: An Analysis overTime

HIV
HYPER
obD
ORAD
CENSUS
CONTACT
POP
RPDB
CAPE
ouis
ETHNIC
CORR
9%getacg
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)

Health Care ResourceUtlizaton in Intersiital Lung Disease CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CORR
DAD
HCD
NACRS
NRS
opB
OHIP
sbs
ASTHM
A COPD
obD
RPDB

Interstitial Lung Disease Database

&

Feallh care utizaton among Nomeless aduls:paterns and predictos oTRgh CostusersoThe healt care sysem o

LN
PCCF
REF
AVGPRGE
ESTSOB
CCRS
CORR
cPro
oAD
HCD
HoBIC
NACRS
NRS
obs
onip
OMHRS
RAICA
RAIHC
sos
RPOB
ADP
CAPE
caPP
occl
oHCAS
CENSUS
contacT
poP
ONMARG
oRGD
ock
Health and Housing in Transition At Home Chez

)

Healh care utizaton and costior Cas ey Holse patents campared o ohers ving wih HIV CroB
IPDB
AVGPRCE
cers
DAD
HCD
NACRS
NRS
oDB
oHiP
OMHRS
SDS
ASTHMA
CHF
COPD
HYPER
opp
conTACT
RPDB
ADP
cAPE
GAPP
OHCAS
occl
ORGD
DIN

HY

&)

Healh care uizaton and Cos's assodaled wih azadtdine herapy for igher 115 kmyelodys Fastc syndomes.
1) Cancer Care Ontario registry of patients with myelodysplastic - syndromes treated with
azaciidine

]

Health care utlizaton in adolescents and young adulis before firstdiagnosisofpsy dhotc disomer P8
PDB
o
AN
pecF
REF
INST
coRs
5AD
HeD
HOBIC
NACRS
NRS
oos
onp
OMHRS
RAICA
RAIHC
sos
ASTHM
ACHF
corp
HIV
HYPER
MOMBABY
occe
obo
oMID
ORAD
CENSUS
ContacT
PoP
RPEB
HCES
ADP
cape
CENSUSRA
EMRALD
CCHS
OCR
PCPOP
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ICES Data

]

Health care ullizaton paterns of Clinical Teaching UnftPatents

CPDB
1PDB
DIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
sbs
ASTHWMA
CHF
copPD
HYPER
obD
omD.
ORAD
CONTACT
RPDB
CAPE
GAPP
occl
OHCAS
ONMARG
NMS
ASTHMA
CHF
copPD
HYPER
obD
OoMD.
CHC
ONMARG
CTU visits

&

Tiealih dis parfies among chidren and y it with mentalhealih and complex cae need i ChamplainLAIN - OH T Support

PDB
LHIN
PCCF
REF
INST

2

Tealh mequity Teporing ity e: an update ofthe Omario Marginalzaton ndex

PCer
CENSUS
POP
RPDB

cic
ETHNIC

@

Health Measures and Preventon Indicators by Otawa Neighbomood

PDB
LHIN
PCCF
DAD
NACRS
OHIP
OMHRS
sbs
ASTHMA
CHF
copPD
HYPER
obD
oMD.
CENSUS
CONTACT
RPDB
CAPE
oBSP
OCR
ORGD

Ottawa_Neighbourhood_stu dy_weig ht file_clean & ONS Neighbourhood Name & ID wit
pop

Champlain subsub region census denominators

Otiawa neight census denominators

E

Healh oucomes m cniaren o

OETS Who recaved miuenza TG

PCCF
DAD
NACRS
OHIP
RPDB
BORN

&

Heallh Outcomes in he Pre-Eclampsia New Emerging Team (PE-NET) Cohort8-14vears afler Index Pregnancy

PDB
PCCF

REF

DAD

NACRS

OHIP

sDs

CHF

HYPER

MOMBABY

obb

oMID

CONTACT

RPDB

ONMARG

ORGD

Pre€clampsia New Emerging Team (PE-NET) Cohot

&

Heallh outcomes ofa cardiovascUar refabiliaion and secandaty preverton servcesprogam (CRSP) in the Cental EastLHIN

BAD
NACRS
OHIP
sbs
CHF
RPDB
RV-CVIS

% |Health Qualty Ontario (HQO) Hospital based peformance reporing

CPDB
1PDB

LHIN
PCCF
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Project Title

ICES Data

Healh Qually Ontario (HQO) Implementaton Laboratory - Opimizing Auditand Feedbackby Tesing Approaches for DesgningPractice Reprs

PDB
DIN

INST
CCRS
DAD
NACRS
NRS

ooB
OHIP
OMHRS
RAICA
RAHC
RPDB
LHIN
PCCF
AVGPRIGE
STDPRICE
HCD
CENSUS
POP

ADP
CAPE

]

Health Qualty Ontario (HQO): Anxiety Disorder Quality Siandard

&

PCCF
INST
DAD
HCD
NACRS
OHIP
OMHRS
sbs
CENSS
POP
RPDB
CCHs

Healh Qually Ontario (HQO): Chronic Pain Qualty Sandard

DIN
LHIN
PCCF
AVGPRGE
STDPRIC
ECCRS
DAD
HCD
NACRS
ope
OHIP
RAIHC
sbs
CENSS
POP

RPDB
CCHs

]

Health Qualiy Ontario (HQO): HeartFailure Care in the Community Qualiy Standard

DIN
LHIN
PCCF
AVGPRE
STDPRIC
ECCRS
DAD
NACRS
obB
OHIP
sbs
CHF
RPDB
PHYSNET
CENSUS
POP
HCD
RAIHC

@

Health Quality Ontario (HQO): Low Back Pain (LBP) Quality Standards

|

DIN
LHIN
PCCF
DAD
NACRS
ope
OHIP
sbs
RPDB
PHYSNET

Heallh Qualiy Ontario (HQO): ACCess © Specialists in Onario

CPDB
1PDB

DIN
PCCF
REF
INST
DAD
NACRS
opB
OHIP
OMHRS
sps
CENSUS
CONTACT
RPDB

=)

Heallh Quality Ontario (HQO): As hma Qualily Sandard

CPDB
1PDB
DIN
LHIN
PCCF
INST
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
sbs
ASTHM
ACOPD
CENSIE
POP
RPDB
ouis
ONMARG
POPCAN

&

Health Qualiy Ontario (HQO): COPD Qualiy Siandard

PHYSNET
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ICES Data

|

‘Heallh Quality Ontario (HQO): COPD Quality Standard

LHIN
PCCF
CCRS
DAD

HCD
NACRS
NRS

opB
OHIP
RAICA
RAIHC
sbs
coPD
RPDB
ADP
PHYSNET

Heallh Qualiy Ontario (HQO): Diabetes Qually Sandard

CPDB
1PDB
DIN
LHIN
PCCF
INST
CCRS
DAD
H
NACRS
NRS

ope
OHIP
OMHRS
sbs
HYPER
obD
CENSIS
POP
RPDB
ouis
ONMARG
POPCAN
MOMBABY

®

Health Qualiy Ontario (HQO): Early Pregnancy Compications andLossQuality Sandard

MOMBABY
CENSUS
POP
RPDB
ONMARG
POPCAN

E

Health Qualiy Ontario (HQO): General surgeonrepors

cPDB
IPDB

DIN

LHIN
PCCF
REF
INST
DAD
NACRS
obe
OHIP
OMHRS
sbs
CONTACT
POP
RPDB
NMS

=

Health Qualty Ontario (HQO): Glaucoma Qualiy Sandard

|

cPDB
IPDB
DIN
LHIN
PCCF
DAD
NACRS
obB
OHIP
OMHRS
sbs
CENSE
POP
RPDB
ONMARG
POPCAN

Healh Qually Ontario (HQO): Hospial based performarce reporing

REF
INST
DAD
NACRS
ooB
OHIP
sDS.
POP
RPDB
cpoB
1PDB
DIN
LHIN
PCCF

Fealh Qualty Onario (HQO): Hyperension Qualy Sandard

ONMARG
POPCAN
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ICES Data

)

Heallh Qualiy Ontario (HQO): Opioid prescribers report

CPDB
1PDB
DIN
PCCF
CCRS
DAD

NACRS
opB
OHIP
OMHRS
RAIHC
RPDB

]

Health Qualiy Ontario (HQO): Orthopaedic surgeon reports

CcPDB
1PDB

DIN

LHIN
PCCF
REF
INST
DAD
NACRS
opB
OHIP
OMHRS
sbs
CONTACT
POP
RPDB
NMS
MyPractice

&

Heallh Qualty Ontario (HQO): Qualty Sandards Program

CPDB
1PDB
DIN
LHIN
PCCF
INST
CCRS
DAD
HCD
NACRS
NRS

OHIP
OMHRS
sps
ASTHM
ACHF
copD
HYPER

CENSS
POP
RPDB
ous
ONMARG
POPCAN
NMS

]

Health Qualiy Ontario (HQO): Transitons in Care Quality Sandard

cPDB
1PDB
DIN
LHIN
PCCF
INST
CCRs
DAD
HCD
NACRS
NRS
ooB
OHIP
OMHRS
sbs
ASTHM
ACHF
coPD
HYPER
MOMBABY
oD
CENSUS
POP
RPDB
ous
ONMARG
POPCAN

@

Health Qualty Ontario (HQO): Yearly Report

MOMBABY
obD

POP
RPDB
CCHs
NMS

cic
AVGPRIGE
ESTSOB
ORGD

]

Health Service Needs and Usefor NELHIN Residents

1PDB
PCCF
REF
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS

sbs
CONTACT
RPDB
ADP
GAPP
occl

E

Health Service Outcomes of SelfHarming Children and Youth Presenting to Emergency Deparments

ORGD
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&)

Heallh Service Use and Cosis ofPeople UsNgASSistive Devices

PDB
PCCF
AVGPRE
CCRS

HCD
NACRS
NRS
opB
OHIP
OMHRS
sbs
ASTHWA

copD
HYPER
obD
omD.
RPDB
ADP
ONMARG
OCR

]

Health service utlizaton among people who hadundergone osiomy refated sugeties

cpoB
1PDB
LHIN
PCCF
REF
INST
DAD
HCD
NRS
OHIP
sbs
CONTACT
POP
RPDB
CAPE

]

Health service utlizaton among social hotsing residerts in Ontario: a feasibilly analysisfor a community progmming tia

LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
sps
CHF
copPD
HYPER
obD
CENSS
CONTACT
POP
RPDB
ONMARG
DIN

obB

]

Health Services Use and Multmorbidity - Self-reportvs Admin Data

CENSUS|
CONTACT
occ
RAICA
RAIHC

]

Health status and behaviours ofresidents ofthe Simcoe MuskokaDistrictHealth Unit

1PDB

PCCF
DAD
NACRS
NRS
obe
OHIP
OMHRS

ASTHM
ACHF
copPD
HYPER

RPDB
oBSP

ESTSO

B
CENS
POP
CAPE
NMS.
PCPOP

2016CensusRel 20 SM Cusiom G

]

Health stats profile in Northwestern Health Unit

1PDB
LHIN

DAD
HCD
NACRS

ope
OHIP
OMHRS

ASTHMA
CHF
copD
HYPER
MOMBABY
obD
oMD.
RPDB
PCCF
REF

Band Classification Manual

£

Healh system evaluation offhe gap in teamentfor hie delivery ofopiold agonistreatments in Ontario

DIN
LHIN
PCCF
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sbs
CENSUS
CONTACT

PROUD cohort
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)

ICES Data

Health utilization and economics of melanoma care in Ontario

E

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC
sbs
CENSUS
CONTACT
POP
RPDB
ADP
CAPE
GAPP
MS
occl
OHCAS
ALR
NDFP
OCR

ESAS
Melanoma. Platform

Healhcare patways for patents with end stage Kidney disease

OHIP
sDS
ASTHWA
CHF
copp
HYPER
obp
CENSLS
RPDB
CAPE
POPCAN
EMRALD
PCPOP

E

Healthcare serviceutiizaton and barfiers 1o careamong Parkinson Disease patents in Ontario

cPDB
1PDB
LHIN
PCCF
INST
DAD
NACRS

OHIP

sbs
CENSUS
POP
RPDB
ONMARG

; utilization and

‘dominantpolycystc kidrey disease in Ontario

CPDB
AVGPRE
CCRS
HCD
NRS
OMHRS
ADP
CAPE
GAPP
OHCAS
occl

Utlizaton and cost dominantpolycystc kidrey disease in Oniario basedon mutaton ype

cPDB
1PDB

DIN

REF
CCRS
CORR
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
sbs
CONTACT
RPDB
ADP
CAPE
GDML

ADPKD registry

@

Healthcare Utilization and Costs After an Acute Care Hospitalization for Nursing Home Residents

CCRS
CPRO
DAD
NACRS
obB
OHIP
HCD
NRS
OMHRS
ADP

e

Healihcare utlizaton and costs associatedwith currertand future teatmentstategies for childnood acute lymphablasc le ukemia

REF
DAD
RPDB

Cost and Uiilization in Acute Lymphoblastic  Leukemia

El

Healthcare utiization for mental health concerns amongsurvivors oftesticular cancer:a population-basedstudy

1PDB
DIN

LHIN
PCCF
REF

INST

DAD
NACRS
opB

OHIP
OMHRS
spbs.
CONTACT
RPDB

AR

ocR
ESAS
testes_full
testis_chemo
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)

Heallhy mothers, healthy famiies  Evaluating integrated reatmentior pregnantand parenting women with addicions

TAD
NACRS
obB
OHIP
OMHRS
MOMBABY
RPDB
data_bom

Drug and Alcohol Treatment  Information System (DATIS)

e

HeartFailure Definiion Comparison

CPDB
1PDB

DIN
PCCF
AVGPRIGE
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Identifying Comorbid Conditions as Risk Factors of WestNile Virus Neuroinvasive Diseasein the Ontario Population,2002-2012

220



ICES 2020 Report

# Project Title

ICES Data

E

Tdentlying delfum risk and outcomes athe end of ife in continuing care: Apopulation-based administatvedata swidy

PDB

PCCF
REF
INST
CCRS
DAD
HCD
NACRS
NRS
obs
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM
A CHF
coPD
HYPER
occe
opD
omD.
ORAD
CENSWS
CONTACT
RPDB

DEMENTA
ORGD

]

Identfying delirium risk factors and outcomes usingadministrative data

cPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
NACRS
obB
OHIP
RAIHC
sbs
CONTACT
RPDB
ADP
occe
ORAD
NMS

e

identlying ethnicity from administatve data

sbs
HYPER

RPDB
ouis
ETHNI

ORGD
coN
CCHs
Sumame

=

Tdentlying Help-Seeking Patierns in Primary Care by Young People wilh FITSt Episade Psy choss

CPDB
1PDB
DIN
LHIN
PCCF
REF
CCRS
DAD
HCD
HOBIC
NACRS
NRS
obe
OHIP
OMHRS
RAICA
RAIHC

CENSUS
CONTACT
RPDB
CAPE
ONMARG

=]

identfying high-risk patients through deep learring and naturd languageprocessing

cPDB
1PDB

LHIN
PCCF
REF
INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS
ooB
OHIP
OMHRS
RAICA
RAIHC
sDS
ASTHM
ACHF
copp
HIV
HYPER
MOMBABY
occe
obp
oMD
ORAD
CENSUS
CONTACT
POP
RPIB
HCES
ADP
CAPE
CENSUSTA
EMRALD
ccHs.
ocR
PCPOP

221



ICES 2020 Report

Project Title

ICES Data

=

[dentlying non-raumatc spinal cord dysuncton (NTSCD) in administatvenealth data in Ontario: Advancing he NTSCD algofhm

CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS

CENSS
RPDB
ALR
NDFP
OCR
ESAS

NTSCD_ChartReviewOttawa

&)

Tdentlying OA patents, st speciic OAand disease severlly In EMRALD usigarticialnieligence methods

OB
DAD
NACRS
ope
OHIP
EMRALD

L

Tdentlying potental eficiencies in radiaton reatmentdelvery in Onario

&

CPDB
LHIN
PCCF
INST
DAD
NACRS
obB
OHIP
sbs
RPDB
AR
NDFP
OCR

Tdentlying Predictors ofCumulatve Heallh Care Costs Asscciated with Trans- Cateter aoric vave mplanalon in Severe aofic senoss

LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
obe
OHIP
OMHRS
sps
CHF
HYPER

RPDB
ADP
CAPE
GAPP
occl
OHCAS
CceN

&

Tdentlying risk factors for reoperaton afier femoralneck fadure in Oniario

P8
1PDB
INST
AVGPRGE
STDPRIC
ECCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS

=

ldentfying he COPD phenotype using realwordevidence

cPDB
1PDB
DIN
LHIN
PCCF

INST
CCRs
DAD
HCD
NACRS
opB
OHIP
OMHRS
sbs
ASTHM
ACHF
copp
HYPER
oD
omp
ORAD
CENSUS
CONTACT
POP
RPDB
ADP
cAPE
ONMARG
ORGD
CCHS
cic
ocr
ous

222



ICES 2020 Report

&

identfying Type 1 Diabetes in EMR and administatve health data in Ontario: A Validation Stidy

cPDB
1PDB
DIN
REF
DAD
NACRS
opB
OHIP

MOMBABY

obD
CONTACT
RPDB
ADP
ERCLAM
EMRALD
oLis
CFDR

LMC Diabetes Data

223



ICES 2020 Report

Project Title

ICES Data

&)

Tdentlying Upsteam facors of violentdeats: a populaton-based sudy i ONario

LAIN
PCCF
REF

DAD
NACRS
OHIP
CENSUS
CONTACT
POP
RPDB
ONMARG
POPCAN
ORGD
cic
OMHRS
MOMBABY

=

Tness and he sk ofsell-harmn young peopie

]

Immigration and the Risk of Multiple Sclerosis

1PDB
DAD
NACRS
opB
OHIP
OMHRS
sbs
ASTHMA
CHF
copD
HYPER
obD
CENSUS
RPDB
ccHs

ci
ETHNIC
CCRS
HCD

]

Immunization coverage among newcomersto Ontario

PDB
LHIN
PCCF
DAD
NACRS

OHIP

MOMBABY
CENSUS

el
PCPOP

Data extract fom Panorama containing select data elements

School Board data

=

Tpactof a hospral 3

programon pl

F0me seres andysis

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
DAD
NACRS
opB
OHIP
OMHRS
sbs
ASTHM
ACHF
coPD
HYPER
occe
obD
oMD.
ORAD
CENSS
RPDB
CAPE
ONMARG
DEMENTA
ORGD

eNolification Partcipants

E

Impactof a Regional Asthma Care Network on Health Services Utlization: Adata linkage analysis

CPDB
1PDB

DIN

LHIN
PCCF
REF
DAD
NACRS
obB
OHIP
OMHRS
sbs
ASTHM

A
CONTACT
RPDB
CAPE
getacg

Asthma Management _and Outcomes _Monitoring _System (AMOMS) data.

=]

b,

impactof anesthesiologistand surgeon sexon

d, retrospective cohottstudy

PDB
INST
CPRO
DAD
NACRS
OHIP
sbs
ASTHMA
CHF
copD
HYPER
obD
OMD.
CENSUS
POP
RPDB

224



ICES 2020 Report

Project Title

ICES Data

&)

Tmpactof caregiver distesson healih cale utlizalon and psycharopic medicaton use amongcommuntty -aveling older adults with dementa

CPDB
1PDB
DIN
LHIN
PCCF
REF
DAD
HCD
NACRS
obs
OHIP
sbs
ASTHM
ACHF
coPD
HIV
HYPER
obD
RPDB
CAPE

E]

Impactof CCRT Programs on the Outcomes of Surgical Patients in Oniario

PDB
PCCF
INST
CCRS
DAD
NACRS
OHIP
sbs
RPDB
OCR

&)

Tmpactof CFPC vaining standards on health care pracice outcames

=

Tmpactof CNS DepressantBurden on he Relatons hp Between NewOpioid Use and Fracture RISKAmong Older Aduls

PDB

DAD
NACRS

OHIP
OMHRS
sbs
ASTHM
ACHF
coPD
HYPER
obD
omD.
ORAD
RPDB

=

Impactof electronic

on

priate discharge pr

ibing atLondon hospitals

CPDB
1PDB

DIN
LHIN
INST
DAD
NACRS
obe
OHIP
OMHRS
sbs
HYPER
obD
CONTACT
RPDB
NMS

Medication Reconciliation

Tmpactof high Sensiivity Toponin on heallh care sewice Ulizaton and cardovascular outcames

PDB
DIN
LHIN

&

Impactof Hospice Centres on Deah in Acute Care Among Cancer Patients: An Interrupted Time Series Analysis

REF

RPDB
OCR
PCCF

E

Impactof immigration status and etnicity on stoke care and outcanes

225



ICES 2020 Report

Project Title

|
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|

Improving he managementof pain in cancer patents in Ontaro

NDFP
DIN
OMHRS
sps
obD

E

Incidence and predictorsoflong-term upper tract after radical urinary diversion for bladder cancer

cPDB
1PDB
LHIN
PCCF
INST
DAD
NACRS
OHIP
sbs
CHF
HYPER
obD
omD.
RPDB
ALR
NDFP
OCR

L]

Incidence and prevalence ofdiabetes for Peel Public Health

LHIN
PCCF
DAD
OHIP
obD
POP
RPDB

L

Incidence and prevalence ,COPD, tdisease andcerelrovasaulardisease for Peel Public Health

TN
PCCF
DAD
OHIP
coPD
obD
POP
RPDB

]

Incidence and risk factors of Renal Vein Thrombasis in Neanates in Ontario

£

Tncidence and severfly ofadverseevents fom reamentwith adjuvant Tased MHER2+ patents

PCCF
AVGPRIGE
STDPRICE
DAD
NACRS
ope
OHIP
sbs

CHF
copD
HYPER
obD
omD.
ALR
NDFP
OCR

EBP Trastuzumah

E]

Incidence ofcancer among immigrants in Ontario

CENSS
RPDB
cic
OCR

E]

Incidence of cardiovas cular diseases in pediaticsolid orgen tansfantrecipierts

cPDB
1PDB

LHIN
PCCF
REF
CORR
DAD
NACRS
obs
OHIP
sps
ASTHM
ACHF
obD
omD.
CENSS
POP
RPDB
ETHNIC
ORGD
PTD

Incidence ofEmergency DepartmentVisits and ofa Risk Prediction Model- ML

(ED+H) duing C D)

|

1PDB
DIN

LHIN

REF

INST

DAD

HCD

NACRS

ooB

OHIP

CENSWS

CONTACT

RPDB

ous.

AR

NDFP

ocR

getacg

Ontario

Symptom Management  Collaboraiive Database

Tncidence ofemergency roomvists and hos pialreadmis Sons followingambulalory surgery i Onario

getacy

]

Incidence of heartfailure in immigrants
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ICES Data

|

Tncidence ofsell-harmleading  Emergency Depamentuse, hospializaion of death in people exposed (o Incarceraton

CPDB
1PDB

DIN

LHIN
PCCF
REF
CCRS
DAD

cD
ACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
CONTACT
CAPE

H
N

]

Incidence of Traumatc Brain Injury among Ontarian adults with and withoutIntellectual and Developmental Disakiliies and 30-Day Readmissions

cPDB
1PDB
DIN
PCCF
REF
INST
DAD
NACRS
ope
OHIP
OMHRS

CENSS
CONTACT
RPDB

POPCAN
ONMARG
cPDB
1PDB
INST
ESTSOB
CAPE

L]

Incidence ofurologicalintervention for upperurinarytractstone removal in autosomal dominantpoly cystc kidrey disease

1PDB
PCCF

REF
INST
CORR

NACRS
NRS
OHIP

CONTACT
RPDB
ous
cPDB

1PDB
INST

]

Incidence, Prevalence and Burdenof Dementa and Cognitive Impairmentin the Population

@)

1PDB
DIN
LHIN
PCCF
REF
INST
AVGPRGE
CCRS
CPRO
DAD
HCD
NACRS
NRS
ooB
OHIP
OMHRS
RAICA
RAIHC
sDS
ASTHMA
CHF
copp
HYPER
obp
omMD
CONTACT
POP
RPDB
ADP
CAPE
ERCLAIM
GAPP
OHCAS
occl
ccHs
ORGD

Incidence, Prevalence and Hedth Care Costs associatedwith Multiple Sclerosis acrossLHINS

LHIN
PCCF
CCRS
DAD
NACRS
NRS
obB
OHIP
OMHRS
CENSUS
POP
RPDB
CAPE
HCDMOH

&

Incidence, prevalence,and castof HPV-related diseases in Ontario

CCRS
DAD

HCD
NACRS
NRS
ope
OHIP
OMHRS

HIV
RPDB

CAPE
HCDMOH
OHCAS

PCCF
CENSUS
POP
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ICES Data

)

Tncidentdementa in an elderly populaton using antcholinergc medicaions for overacivebladder (OAB)

|

Including Selected Cancers in the CanadianChrornic DiseaseSurveillance System (CCDSS) for Mulimorbidity and Economic Surweillancein Canada

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST

NACRS
obB
OHIP
sps
obD
oMD.
RPDB
OMHRS

PDB
DIN
PCCF

REF
AVGPRIGE
ESTSOB
DAD
NACRS
ooB
OHIP
OMHRS
sbs
CENSUS
POP
RPDB
OcR

®

Indicators for Durham Region Health Neighaurhcods- Update

DAD
OHIP

RPIB

CcoN

cic

Toronto
Cardiac
Rehabilitation
dataset

from
19962010
CANUE
walkability
data

NACRS
CANUE Canadian Active Living Ervironments (Can-ALE)

s

Indicators for HKPRD Health UnitNeighbhourhoads

cPDB
1PDB

DIN

LHIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS

opB
OHIP
OMHRS
sps
CHF
coPD
HYPER
obD
omD.
ORAD
CENSUS
CONTACT
RPDB
ADP
CcAPE
GAPP
occl
OCR
NMS

HKPRDHU Neighbouthood  Geography Crosswalk File

B

Indicators for Regional Municipality of Halton

PCCF
REF
OHIP
ASTHMA
corp
HYPER
oop
CENSUS
CONTACT
POP
RPDB
NACRS
ORGD
Halton DACharacteristics
CANUE Walkability Data

E

Tequites M access © care n On@no by Immigrantcass

CPDB
1PDB
DAD
NACRS
OHIP
OMHRS
ASTHMA
CHF
copp
HYPER
opD
omD
CENSUS
CONTACT
FOP
RPDB
CAPE
cic

cHe

]

Inequities in uptake and qualiy of primary care in diferentmodels ofhealth services for children -a a0ss-courlry comparisan

PDB
PCCF
DAD
NACRS

OHIP
sbs
ASTHWA
MOMBABY

CENSUS
RPDB
CAPE
ONMARG
cic
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E

Inequites of Access to Advanced Prostate CancerTreatmenis:AProvincial-Wide Assessmert

TOE
1PDB

LHIN
PCCF
REF
INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS
ooB
oHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM
ACHF
copp
HIV
HYPER
MOVBABY
occe
obp
oMD
ORAD
CENSUS
CONTACT
POP
RPCB
HCES
ADP
CAPE
CENSUSA

Infants born to women with disabilites: Health and health care

POGONIS

E]

Infectious complications among childhood acute ly mphoblastic leukemia (ALL) and acute myeloid leukemia (AML) in Ontario

POGONIS

E]

Inflammatory bowel disease and first-onsetpsychatic disomersin pregrancyand posparum

DAD
NACRS
OHIP
OMHRS
MOMBABY

=

Influence ofcannabis in preganancyon offspring pefinatal and childhood hedlth outcomes:a population based birth cohart

E

MOMBABY
CENSUS
RPDB
BORN
DIN

obB
RPIB
ope

Tnfuence ofchronic disease and camorbidity on cdoredal cancer sareening duing 2010 2016 Ontario

CPDB
1PDB
CCRS
CORR
DAD
NACRS
OHIP
OMHRS
CHF
copD
HYPER
occ
obD
CENSUS
RPDB
CAPE
OCR
opB

E

Influence ofdiabetes on colorectalcancerstage atdiagnosis and suvival

FCCF
REF
INST
CCRS

NACRS
OHIP
CENSS
RPDB

E]

INFLUENCE OF GERIATRIC CONSULTATION FOR SENIORSWITH TRAUMA

CCRS
DAD

HCD
NACRS
opB
OHIP
CHF
HYPER
obD
OMD.
CONTACT
RPDB

TOH_Gau_Consult
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ICES Data

=

Influenza vaccine effecty

cardiovascular

older aduts in Ontario

DIN
PCCF
CCRS
CORR
DAD
HCD
NACRS
ope
OHIP
OMHRS
sbs
ASTHM

A CHF
coPD
HIV

obp
CONTACT
RPDB
DEMENTA
ORGD
OCR
FLUSHOT
ORRS

E]

Influenza vaccines, statins, and laboratory-confirmed influenza

older adults:can

statins redwce the burden ofinfluenza?

DIN
PCCF
CCRS
CORR
DAD
HCD
NACRS
opB
OHIP
sbs
ASTHM
ACHF
copD
HIV

opD
CONTACT
RPDB
DEMENTA
OCR
ORRS
FALUSHOT
data_flushot
ous

Informing the developmentofrevised stagiesfor cervcal sareening in Ontario

LHIN
PCCF
CCRS

HCD
NACRS
obe
OHIP
OMHRS

sps
CENSUS
CONTACT
RPDB
M

occl
ONMARG
ORGD
ALR

cic
NDFP
OCR
getacg

E]

Inital experience with p.

in Ontario, Canada

DIN
PCCF
REF

DAD
NACRS
opB
OHIP
sbs

CHF
copD
HYPER
obD
RPDB
DEMENTA
con

Inifation of prescription opioid treatmentfor non-cancerpain and time to opioid-related addicion in Ontario: A population-bas ed study

cpDB
1PDB

DIN

LHIN
PCCF
REF
INST
AVGPRIGE
ESTSOB
DAD

HCD
NACRS

obB
OHIP
sbs
ASTHWMA

copD
HYPER
occe
oop
ORAD
CENSUS
RPDB
ONMARG
NDFP
OCR
ORGD

cPDB
1PDB
DIN
LHIN
PCCF

OMHRS
ASTHM
A CHF
copD
HYPER

E]

Injuries from Motor-vehicles and Prior AdjuvantChemotherapy Terminaton

DAD
NACRS
ope
OHIP
sbs
RPDB
OCR
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ICES Data

=

Tstonal, provider, and patientiaciors related 1o overtiage ofhe rauma patent

PDB
LHIN
INST
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
RPDB
ONMARG
oR
AVGPRIGE
OMHRS
sbs
ADP
CAPE
GAPP
OHCAS
ONMARG
occl
ESTSOB
NMS

INTEGRATE Model of Palliaive Care - Value Assessment

cPDB
1PDB

DIN

LHIN
PCCF
INST
AVGPRE
STDPRIC
ECCRS
CPRO
DAD
HCD
NACRS
NRS
obe
OHIP
RAICA
RAIHC

sbs
CENSUS
RPDB
CAPE
ms
ONMARG
occl
ALR
NDFP
oBSP
OCR
ORGD
ESAS

CCOINTEGRATE palliative data

El

Intentional Injuries: Prevalence, Patterns and Prevention Strategies

1PDB
DIN

LHIN
PCCF
REF
CCRS
DAD
HCD
NACRS
NRS

obB
OHIP
OMHRS
RAIHC
sbs
ASTHM

A CHF
copPD
HYPER
occe
obD
OMD.
ORAD
CONTACT
RPDB
OCR
MOMBABY
ONMARG
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ICES Data

Tterdiscipinary Glaucoma Care

CCRS
CORR
DAD
NACRS
ope
OHIP

HYPER
obD
OMID.
CONTACT
RPDB
ASTHWA
coPD
HYPER
oMD.

Thier-facility TransportolCritcally MChidren in ONario

AP
ASTHMA

]

International approaches to high-costpatients

LHIN
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
sbs
ASTHMA
CHF
copD
HYPER
obD
oMD.
RPDB
ADP
OCR

Drg Product Database_(DPD)

International comparisons of CV outcomes

cPDB
1PDB
DIN
LHIN
PCCF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
HOBIC
NACRS
NRS
opB
OHIP
sDs
CENSUS
RPDB
ERCLAIM
ocel
ONMARG
ETHNIC
AR

cic
NDFP
ocr
ESAS
gepath

Interpr teamservice deliverywithin Ontario Community Health Certres (CHCs)

cPDB
1PDB
LHIN
PCCF

data_che
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&

Interprofessional team-based primary health care for patients with complexhealth and sodal needs: impacton health servicesutlizaton CPDB

Teams Care croB
IPDB
LHIN
PCCF
0AD
NACRS
oDB
OHIP
OMHRS
SDS
ASTHMA
CHF
COPD
HIY
HYPER

MOMBABY
obD

CENSUS
CONTACT
POP
RPDB
HCES.
CAPE
GAPP
cic
oBSP
ocrR
PHYSNET
cHC

cBl

NMS
Neighbouthoo

ADP
occl
OHCAS

Toonto Neighbourhood  Postal Code Crosswalk File

o

Interprofessional Teams in the ContextofPaymentReform: Selection Factors and Assodaton with Accessto Care and Hedth Care Utilizaton CPDB
PDB

Interrupted time series analysis of the eflects of hos pital funding reforms in Ontario: a population-based retrospecive cohortstudy croB
1PDB
oIN
LHIN
pCCF
REF
INST
CCRS
CORR
DAD
HCD
NACRS
NRS
oo
oHP
OMHRS
sbs
ASTHM
A CHF
corD
HYPER
opp
omp
ORAD
CENSS
CONTACT
POP
RPDB
HCDMOH
ONMARG
OCR
ORGD

Interventions to SupportLong-Term Adherence ard Decrease Camiovascular EvenisPost-Myocardial Infarction 1PDE.
PCCF

CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sbs
ASTHWA
coPD

RPDB
ADP
CAPE
ONMARG
CceN
cic

ISLAND
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ICES Data

|

Tntestinal ischenia and abdominal emergencies afier cardiacs Urgeryin Ontario — prevaence severty, and clinical oucomes

PDB
LHIN
PCCF
REF
INST
DAD
NACRS
NRS
OHIP
sbs
obD
RPDB

Tnracranial mewas @ic disease in he era ofargeted herapies

RPDB
ALR
OCR
NDFP
DAD

=

mwanng vacine

PCCF
CCRS
CORR
DAD
HCD
NACRS
obB
OHIP
sbs
ASTHM
ACHF
copD
HIV

obp
CONTACT
RPDB

OCR
FLUSHOT
ORRS

Travenous drug Use and tends in fectious endocamits

PDB
LHIN
PCCF
REF
INST
CORR
DAD
NACRS
obB
OHIP
OMHRS
sbs
CENSUS
CONTACT
POP

RPDB

el

Investgaing adverse outcomesin childrenfrom Sarnia, Ontario's chemicd valley

E]

Investigaing antbiotic use and anibiotc resistantrates in Spinal Cord Injury Populations

DIN
REF
DAD
NACRS
NRS
obB
OHIP
RPDB
ous
EMRPC

Investgatng health care utiization and health outcomes among transgender individtals in Ontario

Transgender clients' health information

239



ICES 2020 Report

Project Title

Tvestgatng healh service utlizaton among retrementhome resdents in Oniario, Canada

ICES Data

El

Investigatng survival, mortaliy, and avoidable death due © high mortalty cancersin Oniario

PCCF

NACRS
OHIP

sbs
CONTACT
RPDB

health service utilisaton outcomes ofpatients with breastdiseasein Ontario

Tvestgaton of newborn screening markers andoher birh chamcterisics for e predicion ofneonatalsepsis, birh asphyxia anddeat

ORGD

ORGD

=

TV estgaton ofhe Efect ofMawmalWeighton Pediatic Heallh Service Utizaton

s Caesarean Secton During he Second Siage of Labor Asscciated with Increased RISkofPreterm Birh in SubsequentPregnancy?

PDB
DIN
LHIN
PCCF
REF
CCRS
DAD
HCD
NACRS
obB
OHIP
RAICA
RAIHC
CHF
coPD
HYPER
obD
CENSWS
CONTACT
RPDB
CAPE
HSU
AVGPRIGE

ESTSOB
CONTACT

TPB
1PDB

OHIP
sps
MOMBABY
ETHNIC

BORN
HYPER

&

Is epidural use during labor associated with a reduced risk of post-partum depression?

S EXpos UrebAntenamiC oricos eroids DUNNGPregnanc yAs s odaledwihAdverseN eu e velpmental OUTC omesninfants BornDuringheLate-

Pretermand Term Period?

PDB
DIN

LHIN
PCCF
REF
INST
DAD
NACRS
oos
oHIP
OMHRS
sDs
MOMBABY
oD
CENSUS
CONTACT
POP
RPDB
ONMARG

ORGD
BORN
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s hospitalty pe

with

of

for children'swristfractures treated in Ontario EDs?

cPDB
IPDB
LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
sps
CENSUS
RPDB
OCR

ONMARG
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s he receiptolnpatentpalialve care associated with corinuity © communty paliatve care afer discharge?

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
CPRO
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM
ACHF
copD
HYPER
occe
obD
OMD.
ORAD
CENSS
CONTACT
POP
RPDB
DEMENTA
ORGD

OCR

John Howard Poverty Reduction Project

PCCF
INST
DAD
NACRS
obs
OHIP
OMHRS
ASTHMA
CHF
copD
HIV
HYPER
occ
obD
OMD.
ORAD
RPDB
ONMARG
NMS

RGD
Reintegration Centre Client Data

=

Jointstatistical models for simultaneously predicting functiond status and symptom burden amongpatents with cancer

cPDB
LHIN
PCCF

REF
AVGPRIGE
ESTSOB
DAD
HCD
NACRS
obe
OHIP
RAICA
RAIHC
ASTHM
A CHF
coPD
HYPER
obp
oMD.
ORAD
CENSIS
RPDB
CAPE
ORGD
ALR
OCR
ESAS
No
official
name

|Rawasakidisease and he riskofchronicimmune -mediated infammatory condiions (IMIDS)in children

PDB
DIN

LHIN
PCCF
INST
DAD
NACRS
OHIP
sbs
ASTHM

A CHF
occe
obD
oMD.
ORAD
CENSWS
CONTACT
POP

RPDB
MOMBABY

[~ @ [Keppra (evetrace@m) Use i Onario

e

0B
DAD
NACRS
OHIP
OMHRS
RPDB
ONMARG

Kidney function and the eflectiveness and safety of directoral anticoagulanttherapyin atral fibrillation

1PDB
DIN
LHIN
PCCF
REF

Kidney graftioss in female recipients ofmale kidneys:

he eflectofpre-ransplantpregnancy (HYAD02)

HYPER
obD
TGLN
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B | ney graftioss in female recipients of male kidneys The eflectof pre-ransplantpregiancy (HYADO2)

El

Kidney health after a hypertensive disorder of pregnancy

PDB
CORR
DAD
NACRS
OHIP
sps
MOMBABY
CENSUS
CONTACT
RPDB

[ % [Kidney tansplantreferralrates amongstONt@ro reral progmms

|~ % [Knowledge © Acton:mproving localherapy for young women with breastcancer

% |Kdney ransplantreferralindicators for On@rio crronickidney disease programs

PCCF
REF
CORR
DAD
NACRS
OHIP

sbs
CONTACT
RPDB
ORRS
TGLN
GDML
ous

PCCF
REF
CCRS
CORR
DAD
NACRS
OHIP
sbs
CONTACT
RPDB
ORRS
TGLN
1PDB
GDML
CCRS
obs
ous
OCR

Alberta Heath Sewices Health Information

El

Labetaloland Risk of Postpartum Depression

DAD
obB
OHIl

P
MOMBABY
RPDB

]

Laboratory monitoring following new renin-angidensin-aldosterone sysiem blockace prescfiptions and assodations with adverse outcomes

CONTACT
RPDB
ADP
CAPE
GAPP
occl
ORGD
GDML
ous

El

Late life depression in Ontario

E

Tengh ofnital Prescripton atHos pial Discharge andLong-lem Medicaton Adhererce Slidy for Elderly Patents Post-Myocardal nfarcton

sDS
CENSUS
CONTACT
PoP
RPDB
CAPE
GAPP
ONMARG
NS
ORGD
CccHs
PCPOP
getacg

TNST
MCSS
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|

Leveraging EMRs and Heallh Adminis taive Daia o Evaluale PatentCare and Outcomes in OA (EMRALD -OAbridge grant2 - patierns ofcare) CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
AVGPRIE
STDPRICE
DAD
NACRS
ope
OHIP
OMHRS
SDS
ASTHMA
CHF
copp
HYPER
occ
0obD
omp
ORAD
CENSUS
PoOP
RPDB
EMRALD
PCPOP

E]

LeveRaging routinly collected heAlth data o enhanCe veteran andfamily Health (REACH) [
o
LN
PCCF
INST
CCRS
5AD
HeD
NACRS
NRS
oDB
oHP
OMHRS
sos
ASTHM
A CHF
coro
v
HYPER
oDbD
oMID
ORAD
cEnss
RPDB
onvARG
ORGD
ALR
OCR

getacg
Cohort

Miltary identiier (fom OHIP):
Leffective_date (date joined militay);
2end date  (date left military)

3other cln_cd  (veteranvfamily  idenifier)

E]

Levetiracetamand the risk ofacute kidney injury and other adverse outcames IPDB
DIN
LHIN
PCCF
REF
INST
CORR
DAD
NACRS
opB
OHIP
sDsS
CENSUS
CONTACT
POP
RPDB
GDML
ous
AVGPRE
ESTSOB
CCRS
HCD
NRS
OMHRS
ADP
CAPE
GAPP
ocel
OHCAS

E

Tife expectancy and healh behavioursfor PUbTC Healh Units PDB
LHIN
PCCF
AVGPRCE
EsTSOB
ccrs
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Limb Loss in Peripheral Artery Disease

AVGPRE
ESTSOB
CCRS
HCD

ADP
CAPE
GAPP
occl
OHCAS
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=i

Linkage ofhe Rick Hansen Spinal Cord InjuryRegisty (RHSCIR) (o Heallh Administratve Data in Ontario

ICES Data

TN
PCCF
CCRS
DAD

NACRS
NRS
opB
OHIP
OMHRS
RPDB
ADP

Rick Hansen_Spinal Cord Injury Registy (RHSCIR)

£l

Linkage ofwhole genome sequendng and administative health data for the stidy ofausmspectundisorde - Clinicd and genomicsdata

cPDB
1PDB
PCCF
REF
INST
DAD
HCD
NACRS
ope
OHIP
OMHRS
sbs
ASTHMA
occ
obp
CENSUS
CONTACT
RPDB
CHF
copD
HYPER
omD.

POND Clinical Data
POND Clinical Data - OBI Idenifier

£

Linkage ofwhole genome sequendng and administatve health data for the study of autism spectrum disorder

cPDB
IPDB
PCCF
REF
INST
DAD
HCD
NACRS
ope
OHIP
OMHRS
sbs
ASTHMA
occ
opD
CENSUS
CONTACT
RPDB
EMRALD

=

Linking EMR with Administrative data: The Impact of Interprofessional Primary Care teams on Diabetes and Health Care Utlization

CPDB
1PDB
REF
DAD
NACRS
OHIP
OMHRS
CHF
obD
RPDB
CAPE

CPCSSN (Canadian Primary Care Sentinel Suvellance Network

=

Linking Laboratory and Administrative Daa to Evaluate Influenza Vaccine Effeciveness in Elderly Adults

ORGD

Bl

Linking laboratory and administaivedata o evaluate influenza vaccne effectiveness in pregiantwomen

DAD
NACRS
obB
OHIP
sps
ASTHWA

copD
HIV
MOMBABY
RPDB
OCR

flushot
ONMARG

Linking Laboratory and Administrative Daa to Sudy Influenza and Influenza Vaccine Epidemiology’

oLIS

=

Liver disease after gestatonal diabetes

DAD
OHIP
HYPER
MOMBABY
obD
RPDB
ETHNIC

Tiving Kidney donor coniads aciossOnt@ro Chionic Kidney Diseas e Programs

CPDB
1PDB

DIN
PCCF
INST
CCRS
DAD
HCD
NACRS
obe
OHIP
OMHRS
CHF
HYPER
obD
ORAD
CONTACT
RPDB
getacg
ADP
DEMENTA
OCR
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=i

Long Term Outcomes Among Adulis Undergoing TranscaheterPatent Foramen Closure

LHIN
PCCF

AVGPRGE
CCRS
DAD
HCD
NACRS
NRS
obs
OHIP
OMHRS
sbs
ASTHWA
CHF
copD
HYPER
MOMBABY
obD
OMD.
CONTACT
RPDB
ADP
CAPE
GAPP
occl
OHCAS
ORGD

Transcatheter  PFO Cohort

4

Long Term outcomes and Postoperatve complicaions for patients with persistentor recurrertsquamouscellcatcinoma

cPDB
IPDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
NACRS
opB
OHIP
sbs
HIV
CONTACT
RPDB
OCR
ORGD
ALR
NDFP

El

Long term outcomes ofcongenttal heartdefects

oL

El

Long Term Outcomes PostTranscatheter Versts Surgical Arrial Septal DefectClosure In Comparisan To Generd Population

E

Tongiudinal healhcare resource Use and Costs of pediatic eplepsyand epliepsy Suigely

The Hospital for Sick Children database

CPDB
IPDB
DIN
LHIN
PCCF
REF
INST
DAD
HCD
NACRS
NRS

obB
OHIP
RAIHC
sps
ASTHM
ACHF
copD
HYPER
obD
omD.
CENSUS
CONTACT
POP
RPDB
ADP
CCHS
cic

Pediatic_dg_resistant_epilepsy

=

Long-term cardi surgcal reament

PDB
REF
INST
DAD
NACRS
OHIP
sps
RPDB
ORGD

The Hospital for Sick Children Congenital Cardiac Surgery Database (CCSb)

Ll

Long-term cardiovas cularoutcomesin chidren with Kawasaki dis ease Apopulaton-based cohartsudy

PCCF
REF
AVGPRE
ESTSOB
CORR
DAD
NACRS
OHIP
sbs
HYPER
MOMBABY
obD
oMD.
CENSUS
CONTACT
POP
RPDB
ETHNIC
ORGD

Long-term care facility antbiotic use, inter-insitutonal patientmovement,urine culturing pracices, and C dificile infection rates
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Long-termexposure to fine particulate matier components and common chronicdiseases

DEMENTA
cic

E]

Long-termhealth care costs and utilization atributable to hand trauma in Ontario

cPDB
1PDB

DIN

LHIN
PCCF
REF
INST
AVGPRE
STDPRIC
EDAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sps
CENSUS
CONTACT
RPDB
oR
ESTSOB
CCRS
ADP
CAPE
GAPP
occl
OHCAS

E

Tong-ermhealhcare resourceuse, coss, and mortally assogated with Sepss:a fon based

retrospecive conatstudy

PDB
DIN
LHIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHWA
CHF
copD
HYPER
obD
omD.
CENSUS
CONTACT
RPDB
ADP
CAPE
GAPP
occl
OHCAS
ORGD
OCR

T |Long-ter

OPD on

morbidity and mortality:a

based historic

INST
CHC

=l

Long-term Metabolic

after Liver Tr

E

New OnsetD Transplart

Tong-Term Morbidity and Mortaly Among Mohers and Sbings of Children with Cancer: A Populaton -Based Study Using Healh Services Daa

DIN
PCCF
REF
CORR
DAD
NACRS
ope
OHIP
sbs
HYPER
obD
CONTACT
RPDB
OCR

ORGD
TGLN

Tong-Term Non-Oncologe Outcomes of Minimally Vasive versus Opensurgery for Inta-Abdominal Malignandes

RPDB

OCR
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|

Long-term Oulcomes after Pregnancy in Women with HeartDisease CPDB
1PDB
LHIN
PCCF
INST
DAD
NACRS
opB
OHIP
OMHRS
sDs
ASTHWA
CHF
COPD
HYPER
obD
ORAD
CENSUS
CONTACT
POP
RPDB
CAPE
POPCAN

Pregnancy inW omen with Heart Disease (PregHD)

=]

Long-Term Outcomes and Health Resource Utiization in Childrenwith Multicystic Dysplastic Kidney: APopulation -Based Sudy PDE
PCCF
REF
CORR
DAD
NACRS
OHIP
SDS
MOMBABY
CENSUS
CONTACT
RPDB
GDML
CPDB
AVGPRCE
STOPRIC
ECCRS
NRS
OMHRS
occ

ADP
CcAPE
GAPP
OHCAS
occl

El

Long-term outcomes following emergency general sugery in the elderly CPDB
PDB
LHIN
INST
ESTSOB
CCRs
CcPRO
DAD
HCD
HOBIC
NACRS
NRS
opB
oHIP
OMHRS
RAICA
RAIHC
CENSUS
CONTACT
POP
RPDB
ADP
ERCLAIM
HCDMOH
Loc
ONMARG

E]

Long-term outcomes of chronic opioid usersatter surgery DAD
NACRS
oo
OHIP
RPDB
AVGPRGE
STOPRIC
£ CCRS

E]

Long-termoutcomes of endovascular versus open surgcal repair of abdominal aoric aneurysms a population basedapprozch POB
LHN
INST
0AD
NACRS
oDB
onp
SDs
ASTHMA

copD
HYPER
obD
oMD.

RPDB
ORGD
obe
ORAD
INST
DAD
NACRS
obe
OHIP

copD
HYPER

POP
RPDB

El

Long-Term Outcomes of FirstEpisode Psy 10-Years After toan Early Psy ntion Progmm LHIN
PCCF
0AD
NACRS
oos
OHIP
OMHRS

ASTHWA
CHF

Prevention & Early Intervention in Psychosis Progam (PEPP)
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=i

Tong-termoutcomes of older adulls undergang Major Cancersurgery THIN

E]

Long-term Outcomes of Pulmonary Hy pertersion After Transcatheter Closureof Arrial Septal Defectin Adults DIN

oMD.

ORGD
Transcatheter

cohott

E

Tong-termOutcomes of Transcaheter Closureof Alial Sepial Defectin AJUT and Elderly Patents BIN
REF
DAD
NACRS
oo
oHp

CHF
copD
HYPER
opD
oMD.
CENSS

Transcatheter

E

Tong-termOutcomes of Transcameter Closureof Arial Sepial Defectin Patents wih Moderate o Severe Functonal Tricuspid Regurg@aton BIN
REF
DAD
NACRS
oDB
oHiP
SDs
cHF
copD
HYPER
opp
oMID
CENSWS
RPDB
ORGD
Transcatheter ASD cohort

]

Looking beyond administrative health care data: the role of SESn predicting future mental health and addiction high-costpatents LHIN

]

Low Risk Birth in Ontario LHIN

E]

Low-emetogenic chemotherapy regmens CPDB
PDB
LHIN
PCCF
REF
INST
DAD
NACRS
oDB
OHIP
MOMBABY
CENSUS
CONTACT
RPDB
CAPE
ONMARG
ETHNIC
AR
NDFP
ocR
ORGD
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Tung Cancer Screening Pilotior People atHigh RISk (HRLC SP)

CPDB
1PDB

DIN
PCCF
REF
INST
AVGPRE
STOPRIC
ECCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
sbs
CONTACT
RPDB
ADP

ALR
NDFP
OCR
ORGD
webpe

E

Machine Learning for Population Health Risk Predicaion

AVGPRE
CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sbs
obD
CONTACT
RPDB
ADP
CAPE
GAPP
NPHS
occl
OHCAS
ccHs

]

Machine Learning Model Developmentfor Prediction of Long Term Mortality and Functional Outcomesin the Rapid Res ponse Activations

LHIN
PCCF
REF
CCRS
DAD
HCD
NACRS
NRS
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHMA
CHF
copPD
HYPER
occe
obD
OMD.
ORAD
CENSUS
CONTACT
RPDB
CENSUSGA
RGD

RACE Machine Leaming Long Temn Outcomes

Machine learning models for diseaseclassification based on sympoms

cPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC

ASTHM
ACHF
coPD
HIV
HYPER
MOMBABY
cc

oMID
ORAD
CENSUS
CONTACT
POP
RPB
HCES
ADP
CAPE
CENSUSCA
EMRALD
CcCHS
OcR
PCPOP

E]

Machine Learning Techniques o PredictReadmissionsafter Acute Coronary Syndome Hospitalization

1PDB
DIN
LHIN
PCCF
REF
INST
DAD
NACRS
obs
OHIP
OMHRS
sbs
ASTHM
ACHF
copPD
HIV
HYPER
occ
opD
omD.
CENSWS
CONTACT
RPDB
EFFECT
EFFECT2
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Machine Learning Techniques to PredictReadmissonsafier Acute Coronaly Syndrome Hospitalization- Random forest IPDB
oI
L
PCCF
REF
INST
0AD
NACRS
oDB
OHIP
OMHRS
sps

=

ASTHM
ACHF
coPD
HIV
HYPER
occ
obD
OMD.
CENSUS
CONTACT
RPDB
EFFECT
EFFECT2

=]

Machine Learning to PredictCompensated Cirhosis croB
1PDB

LHIN
PCCF

INST
CCRS
DAD
HCD
HOBIC
NACRS
NRS
obe
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHM

A CHF
CoPD
HIV
HYPER
MOMBABY
occe

oMD.
ORAD
CENSUS
CONTACT
POP
RPIB
HCES
ADP
CAPE
CENSUSCA
EMRALD
CCHS
OCR
PCPOP

=

Macrolide prophylaxisfor COPD in Ontario oIN
REF
DAD
NACRS
oo
oHP

ASTHMA
CHF
coPD
HYPER
occe
obD
OMD.
ORAD
RPDB

]

Major complicatons following surgery.a validaton stidy oI
LHIN
PCCF
REF
0AD
NACRS
ooe
OHIP
OMHRS
sos
ASTHM
A
cENst
CONTACT
poP
RPDB
ONMARG
ETHNIC
CFDR
cic
ocR
oRGD

Major complications _following surgery

[~ © [Making betier Use ofrandomized tials: assessng applicabilty and tansporing causal eflects (PCORD
B2
REF
INST
DAD
NACRS
NRS

obB
OHIP
sbs
CENSS
RPDB
ORGD
RCSN

ational Insiite_of Newdlogical _Disorders and Siroke (NINDS) -PA Stroke Tial 1and

-]

‘Managed Alcohol Programs: Implementation and Effectveness

MAP data
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&

Managementand oulComes ofcancer palients wih immune-rdated adve seevents (AES) admiied © hos pialwhile on immunomerapy PDB

E

ManagementofAdvanced Prostate Cancer IPDB
LHIN
PCCF
INST

NACRS

=

‘Managing High-Need, High-CostPatients: An nternatonal Perspecive sudy TPOB

-]

Managing multi-morbidity in primary care: Examining integration efforts within and acrossorganizational boundaries %PDDBB
i

LHIN
REF
DAD
NACRS
opB
OHIP
ASTHM
ACHF
copPD
HYPER
obD
OMD.
ORAD
CONTACT
RPDB
CAPE
CHC
ONMARG

Primayy care Collaboration Survey

post-tr i in Ontario athome IPDEB.
PCCF
REF
ESTSOB
CORR
DAD
NACRS
NRS

opB
OHIP
OMHRS

Maternaland in preg and i IPDB
DIN

LHIN
PCCF
REF
CORR
DAD
NACRS
opB
OHIP
sDS
MOMBABY
RPDB
data_bom
data_gdml
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Maternaland neonatal outcomes by GDM diagnosiic criteria CPDB
PD8
o
LHIv
PCCF
REF
NST
cers
bAD
HCD
HOBIC
NACRS
NRS
ope
OHIP
owHRS
RAICA
RAIHC
sos
ASTHM
AcHF
COPD
v
HYPER
MOMBABY
occe

|

oMD.
RAD

CENSUS

CONTACT

RPIB
HCES
ADP
CAPE
CENSUSCA
EMRALD
CCHS
OCR
PCPOP

5]

Maternaland perinatal outcomes in women experiencingincarceraion in Ontario, Canada:a retrospectvecohottstudy’ PCCF
DAD

NACRS
OHIP
OMHRS
HIV
HYPER
MOMBABY
obD

cHC
MCSCS.
RPDB
sbs

Maternal opioid use and the risk of gastroschisis:a population-based case cortrol study DIN
PCCF
REF
DAD
oHiP
MOMBABY
opo
RPDB
HYPER
MOMBABY
oDbD
RPDB
NMS

|~ @ [Maternal-child primary care provide corcomance: a population-basedcohoistidy exporing heah oucomes CroB

MOMBABY
CENSUS
RPDB
CAPE
cic
ORGD

&

Maximizing staiin eficacy in prosiate cancer byinterrogating andatacking feedbackmechanisms (MSEPC) Emic
AS SrapShox

&)

MCSS-ICES Daia Working Group PDB
DIN
LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
SDS
ASTHWA
CHE
copp
HYPER
obD
omD
CONTACT
RPDB
HCDMOH
ORGD

5

Measuring Reated D Interprovingal C ofHealth Impact(Oniario componen DAD
oHiP
OMHRS
RPDB
oRGD
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&)

Measuring the cost-effectivenessofpalliative care

PDB

LHIN
PCCF
REF
INST
AVGPRGE
STDPRIC
E CCRS
CPRO
DAD
HCD
NACRS
NRS
oos
OHIP
OMHRS
RAICA
RAHC
sDS.
ASTHWA
CHF
copp
HIV
HYPER
obp
oMD
CONTACT
POP
RPDB
ORGD
occe
ORAD
DEMENTA
CAPE

PCPOP

|~ © [Mediaton analysis in he Canadian Community Health Survey: A populaton-based stidy offhe associdion between SHwork and diabetes

[
PCCF
REF
DAD
NACRS
OHIP
HYPER
oD
CENSUS
CONTACT
POP
RPDB
CcCcHs

=

Medical Ad nvolving Dying and Equity Norms

[MedicalCare Cos® and Healhcare EConamic OUcomesof Direct-Acting Oral Anicoaguants and Wararin

|

LHIN
PCCF
INST

DAD
NACRS
obe

OHIP
OMHRS
MOMBABY
CENSUS
CONTACT

RPDB
cic
ORGD

]

Medical grade cocaine and periopertive morbidity -a population based analysis

DAD
NACRS
OHIP
sbs
CHF
HYPER
obD
oMD.
RPDB
1PDB

8 icati ion following in adults with COPD

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
NACRS
obB
OHIP
OMHRS
sbs
ASTHM
ACHF
copD
HYPER
obD
omD.
ORAD
CONTACT
RPDB
CAPE
ONMARG
cic
OCR
ORGD

=

MedsCheck Afler Hosplal Discha ge

CPDB
1PDB
DIN
LHIN
INST
DAD
HCD
HOBIC
NACRS
opB
OHIP
OMHRS
CHF
coPD
CENSS
RPDB
CAPE
CENSUSOA
HCDMOH
OHCAS
ONMARG
cic
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&)

MedsCheck Use in Ontario: An Updated Analysis

N
obB
OHIP
obD
RPDB

&

Mental Health and Addictions Acute Care Alliance (MHAACA) AHRQ

PDB
LHIN
PCCF
INST
DAD
NACRS
obB
OHIP
CHF
HYPER

OMD.
RPDB
ETHNIC
ALR
NDFP
OCR
ORGD

L]

Mental health and addictions bed capacity in Ontario (MHA Bed Capadity)

cPoB
1PDB
DIN
LHIN
PCCF
REF
INST
CCRs
DAD
HCD
HOBIC
NACRS
NRS
ooB
OHIP
OMHRS
RAICA
RAIHC
sDs.
ASTHM
ACHF
corp
HIV
HYPER
MOMBABY
cce
obp
OMID
ORAD
CENSUS
CONTACT
POP
RPB
HCES
ADP
CAPE
CENSUSTA
EMRALD
ccHs.

PCPOP

s

Mental Health and Addictions Scorecard and Evaluation Framework (MHASEF) - Child and Youth Scorecard 2019

DAD
OHIP
MOMBABY
RPDB
IMPACT

s

Mental Health and Addictions System Performance among Ontario’s FirstNations

LHIN
PCCF
INST
DAD
NACRS
opB
OHIP
OMHRS
sDS
MOMBABY
CENSUS
CONTACT
POP
RPDB
OHCAS
oR
ORGD
ocR

RS

NMS
TP
cHe
oop

=

Mental Health and Addictions-related Quality Standards Indicatorsfor Ontario ShoresCentre for Mental Health Sciences

DAD
NACRS
OHIP
RPDB

=

Mental Health and Suicide in Cancer Patients

DAD
NACRS
OHIP

OMHRS

RPDB
OCR
ORGD

B

Mental Health Outcomes in Mothers and Siblings of Children with Cancer

PDB
REF
DAD
NACRS
OHIP
OMHRS
MOMBABY
RPDB
OCR
ORGD
POGONIS
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|

Mentl health outcomes in vicims of physical assaultduring diidnood A populaton-based stidy

ERCLAM
ONMARG
ORGD
cic

E

Mentl health service use and oUlComesofpospartum women following mental health emer gercy depar mentvisits

LHIN
PCCF
REF
INST

NACRS
NRS
OHIP
sps
CHF
copD
HYPER
obD
CENSWS
CONTACT
POP
RPDB
ope
PCPOP
1PDB
sbs
ETHNIC
ORGD

[~ % [MenialHealh Satus Reportng fom DiferentSources: s here agreement?

LHIN
PCCF
DAD
NACRS
OHIP
OMHRS
CHF
HYPER
opD
omD.
RPDB
CCHS
cic

=

Mental health utilization and mortality ofolder adults with suicide ideation

DAD
NACRS
OHIP
OMHRS
ORGD
ccHs

=

Mental health wellness surveillanceframeworkfor NishrawbeAskiNation communities

PDB.
DAD

NACRS

OHIP

sbs

occe

RPDB
smurhy_ibd_main_enc_20171026
smurthy_ofip_final_ikn 20171026
getacg

[VMen@aiheaih wellness surveilancer ameworkior Weeneebayko Area Health Authority (WAHA) Communiies

D

B
DAD
OHIl

P
MOMBABY
RPDB
BORN
ORGD

E

Metabolites and characteristics atbirth for prediction ofinlammatory bowel disease

VOVBAEY
occ
RPDB
BORN

NSO
DAD

E]

Metabolomics ofBBirth: Assessing the influence ofenvironmertal and physiologicd factors on infant metabolic profiles

PCCF
REF

DAD
NACRS
OHIP
MOMBABY
RPDB
data_bom
data_nso

2

Methodological Consideralonsofregisty based clusier-mndomized cortolled rials in hemodialysis

CPDB
1PDB
DIN
LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
CORR
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sps
CHF
coPD
HIV
HYPER
obD
oMD.
ORAD
CENSS
CONTACT
POP
RPDB
ORGD
ORRS
ouis
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|

Methods (0 Alenuate Glaucoma by Inhibiing Carbonic -amyd ase (MAGIC)

]

Méts Household Survey descripivedata analysis

@

Métis Mental Health Indicators Project

CHIN

NACRS
OHIP
OMHRS
RPDB
data_mno

]

Metonidazole neurotoxicity among elderly Ontarians

DIN
LHIN
PCCF
REF
DAD
obB
OHIP
OMHRS
RPDB
NMS

]

Michael Garron Hospital Prolonged-ventlation Wearing Centre (PWC) Evaluaton

REF.
INST
DAD
HCD
NACRS

OHIP
sbs
CHF
copD
HYPER
obD
OMD.
CENSIS
RPDB
ceN

PWC cohort

T om200062016:
An International Comparative Study ofCanada andChina

OMHRS
CONTACT
RPDB
CCHS

&)

Mining EMRALD for clinicaldecision SUppart

OB

NACRS
ope
OHIP

CENSWS
RPDB
EMRALD

]

Mining of based r ly data to determine risk factors

PCCF
INST
DAD
NACRS
OHIP
sbs
ASTHWA
MOMBABY
occ

opD
RPDB
cic
BORN

AQHI
PM25, NO2 and O3 exposures by postal code

E

Minor proceduralacivity in ambulatory dinics aspotentally qualiying for QBPunding

TPOB
1PDB
INST
DAD
NACRS
OHIP
sbs
RPDB

sihe clinics

E]

Modernizaton of Record Linkage

RPLB
ous

E

Molecular characterizaion and behaviourofumours arising in patents @akings -alpha reducase MhibTors

DB
OHIP
RPDB
OCR
1PDB
DIN
LHIN
INST
DAD
NACRS
sbs
ouis
ETHNIC
ALR
NDFP
opB
OHIP
OCR
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Morbidity and Moriality of Genetc Hemochromalos’s: Populaton Based Swidy

CCRS
DAD

HCD

NACRS

ope

OHIP

sbs

CENSUS
RPDB

occl

OHCAS

ALR

NDFP

OCR

CORR

obD

ORGD

HEIRS database

@

Mortalty and health care utlization among CAMH outpatients

& |Moralty and Revision Rates ofMorbidly Obese Total Knee ReplacementPatent

E

PDB
LHIN

DAD

NACRS

OHIP

OMHRS

CENSUS

RPDB

ORGD

INST

AVGPRE

ccrs

CORR

HCD

NRS

ADP

PCPOP

CAMH outpatient  data

Mortalty rates across geographic regionsand populatonsresding wihin fhe North Bay ParrySound DistictHealh Unit

OB

PCCF
REF
CENSUS

RPDB
ONMARG
ORGD

Mortalty Trends among FirstNatons C. ities Served

occ
obD
oMD.
ORAD
CENSS
CONTACT
RPDB
OHCAS
ONMARG
oR

OCR
ORGD
RS

s

Mortalty rends following firstepisode psychosis

PDB
LHIN
PCCF
DAD
NACRS
obB
OHIP
OMHRS
RPDB
ORGD

]

Muli-Care Kidney Clinic visits for patients with chronic kidrey disease who meetcriteria for referral

cPDB
1PDB
DIN
LHIN
PCCF
REF
CCRS
DAD
HCD
HOBIC
NACRS
NRS
obB
OHIP
OMHRS
RAICA
RAIHC
sbs
CONTACT
RPDB
CAPE
ONMARG
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Mulimorbidity Characterization and Opimal Healhcare Design with Machne Leaming

DIN
PCCF
REF
CCRS
CPRO
DAD
HCD
HOBIC
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC
sbs
ASTHMA

copPD
HIV
HYPER
occe
opD
oMD.
ORAD
CENSUS
CONTACT
RPDB
ouis
ONMARG
NMS

DEMENTA
ORGD
cic

OCR

LHIN
MOMBABY
ERCLAM
AVGPRIGE
ESTSOB
CAPE
GAPP
OHCAS

E

Mult-natonal meta-analysis ofall-cause mor@liy afer prison rdease

OB
LHIN
DAD
NACRS
OHIP
CENSS
RPDB
EMRALD

Persons incarcerated

in provincial_facilities in 2000

]

Mulivariate profiing of hos pital performance on an array of qualiy indicators for stoke patients

CCRS
DAD
NACRS
NRS
obe
OHIP
RAIHC
ORGD
DIN
LHIN
PCCF
REF
INST
HCD
OMHRS
sbs
CENSS
POP
RPDB

|Narcotc prescripton patiernsfollowing elecive oumpatentsurgery

ESAS

El

Narcotic use in patients with kidney stonesand long4erm outcomes

1PDB
DIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS

obB
OHIP
OMHRS
sbs
CHF
copPD
HIV
HYPER
MOMBABY
occe
obD
oMD.
ORAD
RPDB
ADP
cAPE
GAPP
occl
OHCAS
NMS
DEMENTA

E]

Neighbourhood driveability, car dependency,and heath

PCCF
DAD

OHIP
ASTHWA

CHF

copp
HYPER

obb

OMID
CENSUS

POP

RPDB

DAdevel
walkability
index,

20069

ORAD
OPHECE
ETHNIC

cic

PCPOP
DAdevel diving data
Walkability Data
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Neighbourhood sodoecanomic status, residential mobility and health

E

LAIN
PCCF
DAD
NACRS
OHIP
ASTHMA
CHF
copp
HYPER
oD
omp
CENSUS
CONTACT
POP
RPDB
ONMARG
ORGD
ccHs
cic

|Neghbourhood and Diabetes Raated C

PCCF
DAD

NACRS
OHIP

sDS

HYPER

obp
CENSUS
POP

RPDB
ONMARG
cic

ETHNIC
data_walkability
ous
EMRALD
CCHS
OPHECE
OPHECW

@ |Neoadjuvantversusadjuvantin cystecomy patents

PDB
LHIN

NACRS
ope
OHIP

ASTHMA
CHF
copPD
HYPER
occe
obD
oMD.
RPDB
ALR
NDFP
OCR

E]

Nephology and Muli-Care Kidney Clinicvisits for patients with chranic kidney disease who meetcriteria for referral

1PDB
PCCF

CORR

OHIP
sbs
RPDB
ORRS
GDML
ous
cPDB
LHIN
NACRS
CAPE

=]

NephrologistFollow-up versusUsua Care after Acute Kidney Injury: Follow up ofa Randomized ControlledTrial

1PDB
DIN
LHIN
PCCF
REF
CORR
DAD
NACRS
ope
OHIP
sbs
RPDB
GDML

Nephrologist Follow-up versus Usual Care after an Acute Kidney Injury Hospitalization

(FUSION)

[ & [Nephrology visTs for patents with chronc Kidney diseasewno meetcriieria for referral

CPDB
1PDB
DIN
LHIN
PCCF
INST
CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sbs
ASTHM
A CHF
copD
HYPER
obp
CENSS
POP
RPDB
ouis
ONMARG
POPCAN
NMS

5

Neuroprogression in patients with mood disorders: Apopulation-based cohortstudy’

PCCF
CCRS
DAD
HCD
NACRS
obe
OHIP
OMHRS
ASTHMA
CHF
copD
HIV
HYPER
obD
omD.
CONTACT
RPDB

ONMARG
cic

261



ICES 2020 Report

—

&)

Project Title

ICES Data

Guropsychiaticefiects ofMonielukastin asthma management Aprospecive conortsudy of administatvehealh data in Ontario, Canada
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|Newvisual analylics system for Acute Kidney Injury - PartA
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Novelclinical, molecular and -omicsapprozches to prediction ofheartfalure readmission-Phase |

PDB
PCCF
ASTHWA
obD
EHMRG

®
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Oasis Senior Supportve Living: AModel for Actve Aging-In-Place
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ODPRN Narcofcs Monftoring System (NMS): Drug Utlizaton Review(DUR) Waming Response
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Ontario Os(eoporosis Strategy Evaluaton- Update 2017 PDB
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Opioid and non-opiod analgesicuse in patents with CKD: rates, tends andadverse outcames
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Optimizing integrated care for adulis with COPD: The influence ofhe primary and specialilnework ofcareon patientand s ysiem outcomes
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Gralanicoagulant related major bleeding definitons: compars o and assessmentof signiicance
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Patierns of Mortaliy among Adulls with Intellec ual and Developmental Dis abilies
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Personalized Medicine and Drug Response in Pediatiic Oncology
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Perussis Vaccine Effectiveness in Ontario - Analysis of Administrative Data
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Population Based Study ofMaternal and Perinatal Outcomes in Women with Prosthetic HeartValves
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Populaton health indicalors 1 supportpublic heallh and health sysem survellance and planningin Ontario
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Post-surgical use of low-molecula weightheparins (LMWH) in Ontario

OHIP

1008

Post surgical Use of Low-MolecularWeightHepaiins (LMWH) in Ontario
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1PDB
DIN

LHIN
PCCF
REF
CORR
DAD
NACRS
obe
OHIP
HYPER
obD
CONTACT
RPDB
ous
ORRS

1010

Pracice patiorns among early-cacerp| Py WoKTorGe planmig mplcatons: Amixed-methodss udy

PDB
DIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD
NACRS
obB
OHIP
sbs
CHF
copp
HYPER
obD
OoMD.
CENSS
CONTACT
RPDB
oLis
PCCF
ORGD
PCPOP
CcHC

279



ICES 2020 Report

Project Title

ICES Data

1011

Pracice Patierns and Long- Term Heallh Ouicomes of Bilateral Oophoreciomy atHysierectomy’
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1PDB
PCCF
REF
INST
DAD
NACRS
OHIP
sbs
copPD
obD
CENSUS
CONTACT
RPDB
ous
OCR

1014

Practice patierns ofOntario physicians warkirg in ‘boutique’ medica clinics (Part1)
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Predicing resource utlizaton and costs in fraland non-rall patients undergoingcardac suigely i Oniario

DIN
PCCF
ESTSG

1019

1020
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Prediction Modelling Using Articial Intelligence Acollaboratve program between ICESand Vector Institute
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Prediction of Risk of CardiovascularDisease in Women Diagnosed with Early Siage Breast Cancer
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Predictors ofadverse respratoryeverts asscciated with incident opioid use amongolder adults with COPD
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Predictors ofstoke and bleeding in elderlyOniario patents with Newly-recognzed Aial Fibrilaton
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Predictors of Wait-Times for Patients with Severe Aortic Stenosis Undergoing Transcaheter Aortic Valve Implantaton: APan-Canadian Sudy
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Predictors, Patterns, and Outcomes of Opioid Use in Patients with Inlammatory Bowel Disease
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Pregnancy in Women with Disabilties: Using Novel Methods to Characterize Risk
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Pregnancy Oucomes in Paents with Psoriasis
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Pregnancy outcomes in women with chionic Kdney dis ease
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Premature mortality among children and youth in Ontario
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Premature mortliy and mulimorbidily among persons ving wih diabetes

PCCF

REF
AVGPRE
CCRS
DAD
HCD
NACRS
NRS

oos
OHIP
OMHRS
sDs.
ASTHMA
CHF
copp
HYPER
occe
obb
OMID
ORAD
CENSUS
CONTACT
RPDB
ADP
CAPE
GAPP
occl
OHCAS
ONMARG
cic
OCcR
getacy

1040

Prenatal biochemical screeningand the long-termriskofcardiovas culardisease, cancer and all-cause mortality

ORGD

1041
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Prescribing Cascades
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Prescribing ofhigh strength opioid formulations in Ontario: Policy Evaluation
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Prescribing tends ofdirectacting antvirals (DAAS) for the teatmentofhepatts C in Oniario
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Prescription Opioid Use afier Back Surgeryin Ontario
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Prescription Opioid Use afier Back Surgeryin Ontario
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Prescripion opioid Use after major surgery
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Prevalence ofblood borne viralinfections (HIV, HBV, HCV) among people seeking fertity servicesin Ontario
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Prevalence ofDirectOral Anicoagulant (DOAC) Use in Kidney Transplant Patients

Prevalence ofemergency departmentand family physidan visis hatpotentally could be managedby pharmacists
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Prevalence of heterozygous familial hy per cholesierolemia in Ontario
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Prevalence ofParkinson's byage and gender

PDB

LHIN
PCCF
AVGPRCE
CCRS
CPRO
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
RPDB

1059
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Prevalence, risk faclors and managementof exteme hy perrigly ceridemia in Ontario
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Primary care reformand medication appropriateness for seriors Acomparative study oftwo provinces
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Primary Health Care as he Foundaton for Heallh System Performance, Integration and Sus @inabiity
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Profiing long-term care residents in terms ofdemographics and costs
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Program of Integrated Care for Patients with Chronic Obstructive Pulmonary Disease and Muliiple Comortidities (PIC-COPD-+}ARandomized Trial
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Progressive degeneration from onsetin pediatric muliple sclerosis
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Promoiing Access and Care hrough Centres ol Excellence in Inlammatory Bowel Disease (PACE-BD)

TAD
RPDB

1074
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Prostate Cancer in Ontario: APopi based PSATesting
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Qualty of Care and Mortality Following Stoke In Individuals With Schizophrenia
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Quality of Care for Thyroid Surgery in Onfario: Impactofthe CCO Quality Based Procedtre Implementaton
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QUILT: Patierns ofcare following rehabiliaton hos pial dis Char ge for hip fracture
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QUILT-LTC Trajectory: Longitudinal tajectoriesofhealth & healih care service use in men and women waling for long term care
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Rates and r1sk factors for deah by suiGde duringinpatentpsy diiatic hosplalizaton in Ontario, Canaca
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OMHRS
RPDB
ORGD

1097

Rates ofmnimally Invaswe Surgeryfor vas e Cevixcancer:a populaton based swdy

05
LHIN
INST
DAD
NACRS
OHIP
sbs
RPDB
OCR

1098

Realworld health servicesuilization and outcomesafter BRCAL/2 testing in Ontario

1PDB
LHIN

INST
DAD
NACRS
obB
OHIP
sbs
CENSUS
CONTACT
RPDB
NDFP
oBSP
OCR
ORGD

getacg
Geretic testing data

1099

i ive care and r

therapy in Ontario'sLTC homes and its

with reduced r

DIN
LHIN
PCCF
AVGPRE
STDPRIC
ECCRS
CPRO
DAD
NACRS
NRS
obB
OHIP
OMHRS
RAICA
ASTHWA
CHF
copPD
HYPER
obD
oMD.
ORAD
RPDB

1100

ReceiptofSurgery and its Associated Outcomes in Ontario Long-Tem Care Residerts

cPDB
1PDB

DIN

LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
CPRO

HCD
NACRS
OHIP
OMHRS
RAICA
RAIHC
sps

CHF
coPD
HIV
occe
obD
oMD.
ORAD
CENSS
CONTACT
POP
RPDB
DEMENTA
ORGD

1101

PSaTatc artits with mood and psydiotc disader

CPDB
1PDB
DIN
PCCF
REF
INST

NACRS
oos
OHIP
SDS
CENSWS
CONTACT
POP
RPDB
Sgetacg

1102

Recovery Afier AKIRequIrnng Dialysis

1103

Recru retention of pl

inrura ies:a inal analyss

senvcesdata

CAPE
GAPP
DEMENTIA
AVGPRIGE
POP
ONMARG
PCPOP

292



ICES 2020 Report

Project Title

ICES Data

1104

Red Blood Cell Transfusion in Palliatve Care: ARetrospectve Observational CohatStudy

LHIN
PCCF

INST

AVGPRGE

ESTSOB

CCRS

DAD

NACRS

NRS

OHIP

RAIHC

ASTHM

A CHF

coPD

HYPER

obD

oMD.

ORAD

CENSIS

RPDB

ORGD

HCD

ope

OMHRS

sps

ADP

CAPE

GAPP

occl

OHCAS

OPCPD (The Ottawa Hospital Palliative Care Patient Dataset)
Dataset #2: Transfusions
Dataset #1: Patient data

1105

Reducing hospraland long rm care ety Camclle mfecton ras by undersanding saurces ofinfecton

1106

Reducing low value cardac tesing

DIN
REF

DAD
NACRS

opB

OHIP

HYPER

obp

RPDB

PCCF

CcoN

1PDB

sps

copPD

AHRC -Echo WISELY REDCap data base

Cardiac Care Network Echocardiography ~Registty (CCN-ER)

Echo WISELY mastelist - physician idenifiers

1107

1108

1109

Reducing Readmissionafier Acute Coronaty Syndrome Hospitalizaton by Identiying ImportantDeterminants and Eflective Stategies to Improve Cart

1PDB
DIN

LHIN
PCCF
REF
INST
DAD
NACRS
obe
OHIP
OMHRS
sbs
ASTHM

A CHF
copD
HYPER
MOMBABY
obD
oMD.
CENSUS
CONTACT
RPDB
EFFECT
EFFECT2

Reglonalaneshesia and oulcomes a population-basedcompamive eflectveness andvaldaton stidy

ASTHMA
CHF

copp

HYPER

oop

oMD

CENSLS

RPDB

CAPE

NMS.

Ottawa Hospital Periop validation data set

Reglonal Variaton and Determinants of Organ Donation Registation S@ts i Ontaro

T

1110

Regional variation in TAVR capacity, wait-tmes and outcomes

DIN
LHIN
PCCF
REF

DAD
NACRS
NRS

opB
OHIP
OMHRS
sbs

CHF
copD
HYPER
obD
RPDB
ceN
DEMENTA
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Project Title

ICES Data

1111

Representaton Learning on EHR Daa

CPDB
1PDB

DIN

LHIN
PCCF
REF
DAD
NACRS
opB
OHIP
OMHRS
sbs
MOMBABY
occe
CENSUS
CONTACT
POP
RPDB
HCES
CENSUSCA
NLSCY
ouis
EMRALD
ETHNIC
NMS
obD
BORN
ASTHM
AHV
obD
ERCLAM

1112

Representation of Black personsin the Ontario provincial corredional sysem

PCCF
REF
RPDB
Mescs
ONMARG

1113

Reproductve healh needsofyoung adultiemales wih cancer

CPDB
1PDB
PCCF
REF

DAD
NACRS
OHIP
sDbs.
MOMBABY
CENSUS
CONTACT
POP
RPDB
ONMARG
AR

OCcR

ooB
NDFP

1114

Resouce utilization and costs in the

PDB
LHIN

1115

RESPECT Pancreatic Cancer

LHIN
PCCF
CCRS

HCD
NACRS

OHIP
RAICA
RAIHC
sbs

ASTHM
A CHF
copPD
HIV

HYPER

oMD.
RPDB
ALR
OCR
1PDB
DIN

NRS
ORGD

cic

NDFP
Y6getadiationcost
96getchemocost
acce

ORAD

1116

RESPECT Pancreatic Cancer and Home Care

LHIN
PCCF

CCRS

HCD
NACRS
obB
OHIP
RAICA
RAIHC
sbs
ASTHM
ACHF
coPD
HIV
HYPER

oMD.
RPDB
AR
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Project Title

1117

ICES Data

Retenton in and atriion rom HIV/Hepalls C care setings in Ofiawa and Toronto

data_che
occe

ORAD

DEMENTA

CENSUS

TOHVHP and Immunodeficiency  Clinic data

Toronto Community Hepatits C Program (TCHCP) registry

1118

Retinal DetachmentRepair Procedurein Two Toronto Hospitals; A Validaton Study

INST
DAD
NACRS
OHIP
sbs
RPDB
opD

Dataset#L: Stiichael's Hospital Data
Dataset#2._Sunnybrook HSC Data

1119

Rheumaology serology estvolumes in Ontario

1120

Risk adjustmentmodels for cardiac canditions

1121

Risk faciors and fiming ofvenous tromboembolis msin patents undergoing Iverresedion for colonic met@s @ses

1PDB
DIN
REF
INST
CCRS
DAD
NACRS
NRS
opB
OHIP
sbs
occe
RPDB
OCR

Liver Cohort

1122

Risk ofbreastcancer among wamen previousy exposedio compuied omography (C T)examinaton of fhe horax within pregrancy or pospartum

BORN

1123

Risk offracture in patients with thyroid cancer

PCCF
REF

DAD
NACRS
opB
OHIP
sbs
ASTHM
A CHF
coPD
obD
CENSLS
CONTACT
RPDB
OCR

1124

1125

Risk of Future Maternal Cardiovascular Diseases following Twin C by

Disorders of Pregnangy

cPDB
IPDB

DAD
NACRS
OHIP
sbs

CHF
HYPER
MOMBABY
RPDB
ETHNIC

ci

obD

RISK ofgenfiourinary Infectons in patents teated with SGLT2 inhibfors
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Project Title

ICES Data

1126

Risk ofLong-Term Chronic Kidney Dis ease and HypeftensionAmong Childnood Cancer SUrvivors. AMaiched ConortStdy

DB
DIN

LHIN
PCCF
REF
CORR
DAD
NACRS
OHIP
sDS
MOVBABY
CENSUS
CONTACT
POP
RPDB
POGONIS

1127

1128

Risk of Major CV Events among HeartFailure with Preserved Ejection Fraction (HFpEF) Patients and High-Risk Subgrowps

DAD
NACRS
obB
OHIP
sbs
ASTHWA
CHF
copD
HYPER
obD
RPDB
EFFECT
IschemicHF
EHMRG
EFFECT2
coN
ORGD

RisK of MUIIple SclerosTs afier Concussion(s)in Adolescence

BAD
MOMBABY
CONTACT
RPDB

1129

Risk of Periproshetc FemoralFracture, Death, and Complicaions Assodated With Cemented versts Uncemented HIpArhroplasy

1130

Risk ofsudden death in methadone-teated patients presaibed serotoninreuptakenhibitors (SR1)

1PDB
CHF

1131

Risk prediction algorithms for car common Idisorders

1132

DAD
NACRS
OHIP
OMHRS
CONTACT
RPDB
ous
CCHS
ORGD

Rurallty ndex score and pedatic neur-oncologcal outcame in Ontario

BAD
NACRS
OHIP
RPDB

oBSP

1133

Safety and Effectiveness of DOAC for Stroke Prevention in Non-ValvularAtrial Fibrillaton: A Muli-Database CohortStudy with Meta-Analysis

1134

Safety ofbowelcleansers whencombinedwith bisacody| simulantlaxatve: feasibilty study’

cPDB
IPDB
DIN
LHIN
PCCF
REF
DAD
NACRS
ope
OHIP
sbs
RPDB
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Project Title

ICES Data

I -
1135 |SAH in Ontario

DIN
PCCF
INST
CPRO
DAD
HCD
NACRS
NRS
opB
OHIP
CENSUS
CONTACT
RPDB
ouis

ORGD

1136 |Salbutamoland risk and progresson of parkinsonism

NACRS
OHIP
sbs
occe
CONTACT
RPDB

1137 |Same Day Discharge after Percutaneots Comnaly Intervertion in Ontario: Temporal trends in utlization and clinical outcomes

DIN
LHIN
PCCF
REF
INST
AVGPRE
STDPRIC
ECCRS
DAD
HCD
NACRS
NRS
obe
OHIP
OMHRS
sps
HYPER
obp
CENSLS
RPDB
ADP
CAPE
GAPP
OHCAS
occl
CHF
copD
ceN

TI38 |Scale, specializaton, learning-by doing andmerger outcames in Onario hosprals

PCCF

INST
DAD
NACRS
sbs
CENSS
POP

RPDB
M
occl
ORGD

1139 |Schizophrenia and Correctional lnvolvement - APopulation-based Study

PDB
LHIN
PCCF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS

RPDB
ADP
CAPE
occl
ONMARG
getacg
Mescs

1140 |Schizophrenia Undersiood in the Perinatal period: Psychiatic Outcomesand Refroducive Trajectories(SUPPORT) - Part3: Child Health

PDB

LHIN
PCCF
AVGPRE
ESTSOB
CCRs
NACRS
NRS
oos
OHIP
OMHRS
RAIHC
sDs.
obp
CONTACT
RPDB
getacg

1141 |Screening and Vaccination by Family Physians for Hepatls Bin Immigrants 1 Onario

THIN

HBV Prevalence by country
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Project Title

ICES Data

# |
T142 |Screening outcomes and cost-eflectveness of personalized br

saeening

Within an organi

PDB
DIN

LHIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS

CENSS
RPDB
ADP
CAPE
GAPP
occl
OHCAS
ALR
NDFP
OCR

getchemocost
getradiationcost

Average Risk Cohort_ Cost Analysis_Aug 9 2019

1143

Seasonal Variation in Stroke in Ontario

LHIN
PCCF
DAD
NACRS
ope
OHIP
HYPER
obD
CENSS
RPDB

1144

Second and tird-Tne erloinib Use in non-smallcelllung cancer: realworld oUcomes andpracice patierns over ime

1145

Secular rends in the annualincidence and surgical reatmentofpediatric urolithiasisin Ontario

DIN
LHIN
CCRS
DAD
opB
OHIP
OMHRS
CHF
copD
obD
RPDB
ETHNIC
DEMENTA
NDFP
OCR
NACRS

AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sbs
CENSUS
CONTACT
RPDB

1146

Sedatves newly following ICU ad

Iderlypatients

DIN
PCCF

CCRS
DAD
HCD
NACRS
NRS
obB
OHIP
OMHRS
sbs
RPDB

1147

Self-reported oral health, diabetes outcomes and health care uiilization in a cohortofdiabetics in Ontario

DAD
NACRS
ope
OHIP
obD
RPDB
ccHs

1148

Severe hyponatremia at TOH

CCRS
DAD
NACRS
ope
OHIP
sbs
CENSUS
CONTACT
RPDB
OCR

HYPONATREMIABITOH

1149

Severe nutrifonal complications after bariatric sugery

PCCF
DAD
NACRS
OHIP
sbs
RPDB
oBSP
OCR
REF
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N
1150

Severe RSV-refated llness among Ontario children: comprenensvelyidentlying high-fisk childrenand evaluae argeted terverons

Project Title

ICES Data

INST

NACRS
OHIP
sbs
CHF
HYPER
obD
OoMD.
CENSIS
RPDB
ONMARG
OCR

1151

Sex and gender-based differencesin the outcomes of Ontario adults admitied to inpatientrehabilitation after stoke between 2012 and2017

1152

Sex diferences in health care utilization prior to ALS case ascertainment

cPDB
1PDB

DIN

LHIN
PCCF
REF
INST
CCRS
DAD
HCD
NACRS
obe
OHIP
RAIHC
sbs
CONTACT
RPDB
ADP
ORGD

1153

Sex-related difierences in outcomes with anticoagulantuse

AVGPRGE
ESTSOB
CCRS
HCD
NRS
OMHRS
ADP
CAPE
GAPP
occl
OHCAS
ouis

1154 |SGLT2 INHIBTORS VS OTHER HYPOGLYCEMICS IN ELDERLY DMZ PATIENTS,

OV
sbs
HYPER
MOMBABY
obD
CONTACT

1155

Short- and Long-Term Outcomes of SLED vs CRRT ata Tertary CareHosptal

PDB
DIN
LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CORR
DAD
NACRS
obe
OHIP
OMHRS
sbs
ASTHWA
CHF
coPD
HIV
HYPER
obD
ORAD
CENSUS
CONTACT
POP
RPDB
CAPE
ous
ETHNIC
CCHS
OCR
ORGD

1156

Shortand Long-Term Outcomes of Tr Aortic Valve

Canada

LHIN
CCRS
DAD
NACRS
obe
OHIP
CHF
HYPER
CENSWS
RPDB
ORGD
DIN
DEMENTIA
coN

1157

Short-termand long-term outcomes of pituitary tumour surgery

cPDB
1PDB

LHIN
PCCF
INST

CCRS

HCD
NACRS
ope
OHIP

obD
OoMD.
CENSIS
RPDB
ORGD

299



ICES 2020 Report

Project Title

ICES Data

# |
T158 |Should this Elderly Patent be Intubated in the Emergency Department? Developmentand Validaton ofa Clinical Prediction Too!

CONTACT
RPDB

1159

1160

Shoulder Arthroplasty Survival

INST
AVGPRE
CCRS
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS

sbs
CONTACT
POP
RPDB
ADP
CAPE
GAPP
occl
OHCAS

SHSC heallh care con@cts precedingsuicide

1161

CPDB
1PDB
LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
OMHRS

CENSUS
RPDB
CAPE
ORGD

Sickle celldisease in Ontario - Part2

PCCF
DAD
NACRS
OHIP
RPDB
NSO

1162 |Sickle celldisease in Ontario - Update

PCCF

AVGPRIGE
ESTSOB
CORR
RAICA
RAIHC
oMD.
ADP
CAPE
GAPP
occl
OHCAS

1163

Simultaneous RESEcton of Colorectal Cancer with Synchronaus Liver MeTastases; (RESECT), AFeasibilty Sudy - Population-based Analyses

CIHIDAD
CIHINACRS
ope

OHIP

OCR

NDF

P

1164

Skin biopsy patierns of healih care practiionersin Oniario (SKIBPO)

cPDB
1PDB
DIN

LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
sbs
CENSUS
CONTACT

RPDB
ADP
cAPE
GAPP
occl
OHCAS
ONMARG
OCR
ORGD

1165

Sieep deprivaton during labour and rskofpsy dTatIc Nospralizaton T fie frsthree months afer deTvery

DAD
NACRS
OHIP

OMHRS

HYPER
MOMBABY
obD
OoMD.
CONTACT
RPDB

BORN
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ICES Data

# | Project Title
1166 |Social Assistance and High CostHealthcare Usersin Ontario

PDB
DIN
PCCF
AVGPRGE
CCRS
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
sbs
ASTHWA
CHF
copD
HYPER

oMD.
CONTACT
RPDB
ADP
CAPE
GAPP
occl
OHCAS
MCSS
PCPOP

cAPE

1167

Social determinants ofhealth in uterine cancer patients in Ontario:association with disease presentation and outcome

cPDB
1PDB

DIN

LHIN
PCCF
REF
INST
AVGPRGE
STDPRIC
EDAD
HCD
NACRS
opB
OHIP
sbs
ASTHWA
CHF
coPD
opD
OMID.
CENSUS
CONTACT
RPDB
ADP
CAPE
ONMARG
cic

HCD

1168

Sociodemographic Determinants and Health CareUtlizaton in Ontario Shores Hospital PatientPopulation

cPDB
1PDB

DIN

LHIN
PCCF
INST
AVGPRE
ESTSOB
CCRS

HCD
NACRS
NRS
opB
OHIP
OMHRS
RAIHC
sps
ASTHMA
CHF
copD
HYPER
opD
OoMD.
CONTACT
RPDB
ADP
CAPE
GAPP
occl
OHCAS
OCR

1169

aphics, Chroric Disea: ,and Multimorbidity in Trillium Health Partners’ CatchmentArea

PDB
DAD
NACRS
OHIP
RPDB

1170

‘Socioeconomic and geograghic vaiations in violerce elated deaths in Ontario: Apopulaton-based stdy

1171

Socioeconomic status and cancer sugety utlization

1172

Spatial accessibiliy ofprimary car and oer heath servicesfor PLWD

CcPDB
1PDB
LHIN
PCCF
REF
INST
DAD
NACRS
opB
OHIP
RAHC
CENSUS
RPDB
CAPE
PCPOP
OMHRS
sDs.
ONMARG
macro_acg
data_CHC
MAPSON

1173

Spatal analysts ofmoraliy tends I On&ro's Local Hedh imegraton Nework(LHIN)Sub-egiors, 1092-2014

Route_Logisticslpk
TN

PCCF
REF
CENSUS
CONTACT

RPDB
ONMARG
ORGD
CONTACT
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Project Title

ICES Data

# |
T174 |Spatal Clustering of patents within primary care setings and fts relatonsnip (o diferences i the quallty of primary cafe acrcssOntario

ORGD

1175

Spatial inaccess bilty ofgreenness am allergic respimiory diseases in childen

1PDB
PCCF
REF
DAD
NACRS
OHIP
ASTHM

A
MOMBABY
CONTACT
RPDB
BORN
ccHs
cic

tcheq

NDVI_PM25_ NO2_O3 travel fime estimates_composition 2000 20 18

1176

ATvends ofincidence and prevaleroe ofParkinsom s dis6ase and hie sunva afer dlagnosTs

NPHS
CCHs

1177

Spinal Fusion in Onario: A ased perspech

PDB
LHIN
PCCF
REF
INST
AVGPRGE
CCRS
DAD
HCD
NACRS

obB
OHIP
OMHRS
sbs
RPDB
ADP
CAPE

OHCAS
occl

1178

SpinalImaging Utlizaton Trends in Ontario, 2001-2017

CCHS

1179

Spironolactone Use and Incident Atrial Fibrillation

1PDB
DIN
PCCF
REF
CORR

NACRS
obB
OHIP
sbs
CONTACT
RPDB

ouis

1180

SSRI'and SNRIdrugs and respiratoryhealth outcomesamong older aduts with COPD

PDB
DIN
PCCF
REF
DAD
HCD
NACRS
opB
OHIP
OMHRS
sbs
CHF
copD
HYPER
opD
omD.
CONTACT
RPDB

TI81 | St Michaels Hosplal Acute Kidney Injury Registy

PDB
DIN
LHIN
PCCF
REF
CORR
DAD
NACRS
obB
OHIP
sbs
RPDB
GDML

AKIRegistry
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# | Project Title ICES Data
1182 |Stage at diagnosis and access 1o cancer care in men with prostate cancerin Northeastern Ontario CPDB

1PDB
DIN
PCCF
REF
DAD
NACRS
ope
OHIP
OMHRS

ASTHM
A CHF
coPD
HIV
HYPER
MOMBABY
occe

oMD.
ORAD
CENSUS
CONTACT
RPDB
ORGD
CHF
copPD
obD

1183 Perceptions: Focus graups ard ideaton sessionsregading accessand use of health and health-elated daia

Qualitative information collected in the context of stakeholder consultations with the public:
and Canadian researchers

1184 |state of Glomerulonephritis in Ontario using OLIS CPDB
1PDB
DIN
LHIN
PCCF
REF
CCRS
DAD
HCD
HOBIC
NACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
sbs
CENSS
CONTACT
RPDB
CAPE
ONMARG

1185 |Statistical Methods for Missing Data DAD
NACRS
RPDB
ORGD
EFFECT
EFFECT2

1186 |Simulant Use in Ontario CcPDB
IPDB
DIN

PCCF

Staiistics Canada - CANSIM

1187 |Stop Smoking for Ontario Patents Foundational Linkage cPOB
LHIN
pCCF
INST
DAD
NACRS
oo
oHiP
OMHRS
SDS
ASTHWA
cHF
copp
HYPER
oMD
CENSUS
CONTACT
RPDB
ocr
ORGD
oDbD

CCHS
Smoking Treatment for Ontario Patients (STOP) database

1188 |Stroke in Young Adults in Ontario: Risk Factors, Stroke Types, C. . C tions and Outcomes ;:EF
DAD
NACRS
oDB
OHIP
CENSB
RPDB
RCSN
ETHNIC
HYPER
obD

1189 |Stoke ReportCards FY2017/18 DIN
LHIN
PCCF
REF
INST
CCRS
DAD
HCD
NACRS
NRS
obe
OHIP
OMHRS
sbs
CENSIB
POP
RPDB
OHCAS

Hospital Resource Survey for Siroke Sewices - Acute, Rehabilitation
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Project Title

ICES Data

(7 [
TI00 |Stoke risk-adjus mentindex

PDB
PCCF
REF
INST
CCRS
DAD

NACRS
NRS
obB
OHIP
sps
CENSS
RPDB
OSR

TI91 |Stoke-related Risk and Incidence of Cardiovasc ularComplicatons in Ontario

PDB
LHIN
PCCF
REF
INST
DAD
NACRS
opB
OHIP
sbs

HIV
CONTACT
RPDB
ONMARG
cic
DEMENTIA
ASTHWA
HIV
occe
ORAD
CAPE
PCPOP

1192 [Suicidal Behaviour and Health Care Service Utilization Prior to Death in Waterloo Region

T193 [Sulcide and aopic dermatts

TAD
NACRS
opB
OHIP
sbs
MOMBABY
RPDB
ORGD

1194 |Summarizing Medical Textfor Physicians using Natural Language Processing

EMRALD

1105 |SUPPORT Il Socialoutcomes, preventive care, injury and ambuldory sensiive care in infants and ctildren ofwomen with schizophreria

1PDB
DIN

DAD
NACRS
ope
OHIP
OMHRS
ASTHM
AHV
HYPER
MOMBABY
occe
obD
omD.
RPDB
ORGD
SUPPORT
[

Cohort
getacg

1196 |Supporting complex cancer patentswith mulimorbidity navigate eficienty between health care and cancer care sysems

DAD
NACRS
OHIP
sbs

RPDB
OCcR
NMS
DIN

1197 |Surgery, 7a,and D ofDementa: APop based Retespecive Conortsudy

PDB
DIN
PCCF
REF
INST
DAD
NACRS
ope
OHIP
OMHRS

CHF
copD
HYPER
occ
obD
omMD.
ORAD
CONTACT
POP
RPDB
CCRS
HCD
NRS
RAIHC
ASTHVA
ONMARG
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1199

Project Title

ICES Data

Surgical Ablation of Atial Fibrilation Evaluation hrough ICES (SAFE@ICES)

Surgical Closure of Pressure Ulcersin SCIAdults: Case Identification, Health Care Uliization, Costs and RiskFactorsfor Surgical Complicaions

PO
INST
AVGPRGE
STDPRIC
EDAD
HCD
NACRS
NRS
OHIP
RPDB

Pressure Ulcer Reconstuction in Spinal Cord Injured Patients
Py SCI Patients

1200

Surgical Outcomes of People Living with HIV/AIDS in Ontario (SOPHA) Suidy

PDB
cPDB

1201 |Surgical Treatmentof Thoracoabdominal AOTic Aneurysms Open vs EndovascUlarTechnigies

PDB
LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
sbs
ASTHMA
CHF
copD
HIV
HYPER
obD
CONTACT
RPDB

ORGD

1202

Surveillance Colonoscopiesin UlcerativeColitis: Does itmake a difierence?

DAD
sbs
OHIP
RPIB
OCR

1203

Survivaland Cardiac Recovery in Pediatric cadiomyopathy (SCRIPT study)

DAD
NACRS
obB
OHIP
sbs
ASTHMA

coPD
HYPER
MOMBABY
obp
RPDB
ORGD
OCR

hean_failure SK

1204

Ontario1995-

Survivalrelapse i
2015

utiization(HSU)r

DAD
NACRS
OHIP
MOMBABY
RPDB

POGONIS

1205

Survival, reatmentpatterns and costs assodated with advanced high-fatality cancers

cPDB
1PDB

LHIN
PCCF
INST

CCRS

HCD
NACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
sbs
CENSS
RPDB
ONMARG
ALR

cic
NDFP
OCR
ESAS

1206

Survival, reatmentpaterns, and resource utlization in gastric

Ontario.

based analysis

DIN
obB
cic
NDFP

Wholesale Cancer Drug Costs

1207

Survival, TreatmentPaterns, and Resource Utlization in Gastric Carcer

Ontario: A

p

“based Analysis

LHIN
INST
AVGPRGE
STDPRIC
ECCRS
DAD

gepath
cPDB
1PDB
PCCF
DIN
oos
NDFP

Wholesale Cancer Drug Costs
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ICES Data

_|-1208 Survival, teatmentpatierns, and resource utiizaton in gas toesophageal caice resectonsin Ontario: Apopulaton-based analyss

LHIN
INST
AVGPRE
STDPRIC
ECCRS
DAD
HCD
NACRS
NRS

Wholesale Cancer Drug Costs

1209

Sympiom Burden Among Patents wih Lung Cancer: Analysis ofProvince WidePatentReported Outcomes

DIN
DAD

NACRS

opB

OHIP
OMHRS
ASTHM
ACHF

copp

HIV

HYPER
MOMBABY
occe

oD

omD

ORAD

RPDB

cic

oCcR

ORGD

96 getradiationcost
96getchemocost

1210

Synthetic oral cannabinoid use among olderadults with COPD

1211

Tailoring Birthweightand Infant Growth Curves to Canadians of Various Ethnic Backgraunds

ETHNIC

1212

Tailoring Physician Interventions to Reduce Impaired Driving

DAD
OHIP
obD
CENSUS
RPDB
ONMARG
ETHNIC
cic

Ontario Ministry of Transporiation

Datasets

1213

Temozolomide and risk of congesve heartfailure (feasibilty study)

INST
CHF
copD
HYPER
obD
RPDB
OCR
NMS

1214

Temporalrends in centralization ofrectal cancer care

PDB
LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
sbs
RPDB
OCR

1215

Temporaltrends in chronic heartfailure, acute myocardid infarction and pneumonia

PCCF
DAD
NACRS
obB
OHIP
sps
MOMBABY
CENSUS
RPDB
ADP

cic
ORGD

1216

Testosterone data from OLIS

oS
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Project Title

ICES Data

1217

Testosterone herapy and riskofinjury © patents

NACRS
OHIP
OMHRS
CONTACT
RPDB
ccHs
ORGD

1218

The Advancementand Democratization ofMedical Research in Canada D Validation of d Regstry Trials

Randomized registry tial randomization study phase 1

1219

TheAging FaceofSpinal Trauma:An Ontario [ ‘Age onTraumatc SpinalCordinjury

DIN
LHIN
PCCF
INST
AVGPRE
STOPRIC
E CCRS
DAD
NACRS
NRS
ooB
OHIP
sDS
CENSS
RPDB
HCD
OMHRS
sbs
ADP
CAPE
GAPP
OHCAS
occl
POP

1220

The association between Cannabis use and Cadiovascular Events

1221

The association between childhoad food insecurity health a

based cotortstudy

cPDB
IPDB
LHIN

NACRS
OHIP
OMHRS
sbs
ASTHWA
CHF
coPD
HYPER
MOMBABY
cCC
obD
ORAD
RPDB
CCHS
CORR
ous
cic

1222

The association between DOACs, verous thromboembolism thrombesis and bleeding in patients with moderae to severechroric kidney disease

CONTACT
RPDB
ous

OCR
ORGD

1223

The Association between Home Care Rehabilitation Therapy Services and Health Utilization Outcomes Among Individuals with Mulimorbidity

PDB

1224

The Association Between LDL-cholesterol Levels andStatin Intensity with Outcomes after Percutaneous Caronay Intervention

PDB
LHIN
DAD
NACRS

OHIP
obD
RPDB
ADP
ous

307



ICES 2020 Report

1225

Project Title

ICES Data

The Assocation Between Oral Health and Cardiovascular Disease: Anew Analy ical Approach and Potental Explanaton

TCRS
HCD
NRS
OMHRS
sbs
CHF

1226

The Association Between ShitWork And The Risk Of Hypertension In Ontario Working Adulis And The Potential Mediating Effiect Of Sleep Duration

1227

The Association between Socioeconamic Status and the Utilization of Vision Care Servicesamongsta Birth CohortofChildren in Ontario

cPDB
1PDB
PCCF
DAD
NACRS
ope
OHIP
MOMBABY
CENSUS

1228

The Association between the Oncotype DCIS Score ofthe index DCISlesion and OncotypeDXRecurence Scoreofthe Invasive Local Recurence

1229

1230

PDB
DIN

LHIN
PCCF
REF
INST
CORR
DAD
NACRS
obB
OHIP
HYPER
obD
CONTACT
RPDB
ouis
OCR

DCIS Pathology Data

The association between the Super Bowland cardovascuar events

PDB
DIN
PCCF
REF
INST
DAD
NACRS
obB
OHIP
sbs
CHF
HYPER
obD
CONTACT
RPDB

CCRS

The Association Between Timing of Social Benefit Paymentand Health Care Utlization

RPDE

1231

The association between vulnerability and avddable mortality in Ontario

cPDB
1PDB
LHIN
PCCF
DAD
HCD
NACRS
OHIP
RAIHC
ASTHWA
CHF
copD
HIV
HYPER
occ
obD
oMD.
RAD
CENSUS
CONTACT
RPDB
CAPE
ONMARG
ORGD
POP
obe
AVGPRE
ESTSOB
CCRS
NRS
obe
OMHRS
sbs
ADP
GAPP
occl
OHCAS

Alcohol availability in Ontario_2013-2017
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1232

Project Title

ICES Data

The association between vulnerability and substance useharms in Ontario

AVGPRE
ESTSOB
CCRS
DAD
NACRS
NRS
obs
OHIP
OMHRS
sbs
CONTACT
RPDB
ADP
GAPP
occl
OHCAS
ONMARG
cPDB
DIN
PCCF
HCD
RAIHC
ASTHWMA
CHF
copD
HIV
HYPER
obD
omD.
CONTACT
RPDB
CAPE
AR

1233

The associaton ofdialy sis modalty with mortalty in patents with heartfailure and ESKD

LHIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD
NACRS
OHIP
sbs
CENSUS
CONTACT
POP
RPDB
ONMARG

1234

The Association of Platelet Counton Cancer Incidence and Survival

ACHF
coPD
HIV
HYPER
MOMBABY

OMD.
CONTACT
RPDB
CAPE
ous

ORGD
ALR
NDFP
oBSP
OCR

ETHNIC
cic

1235

The associaton ofsodium polystyrene sulfonate with adverse gastaniestnal outcomes

1236

The association of ST and non-ST elevation myocardial infarcion with eGFR level and proteinuria

1237

The Avallabilty of Hemoglobinopahy Carfier Resulls fom Newban Scresning Ontario- a Georgeted Educaion Campaign

ETHNIC

1238

The Benefits and Harms of Anibiotic Prophylaxis for Urinary TractInfection

DIN
CCRS

NACRS
ope
OHIP

RPDB
oLis

1239

T ; amsorpr
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ICES Data

1240

The burden ofcancer and he rofe ofengagementin HIV care in migating cancer risk in people Vingwith FIV in Ontario

PDB
LHIN
PCCF
REF
OHIP
HIV
CENSIE
RPDB
CAPE
ORGD

HIVOHTN
OCR

1241

The burden ofchildhood respiratory diseasesin Ontario, Canada

DIN
LHIN
PCCF
REF
DAD
NACRS
NRS
obs
OHIP
OMHRS
sps
CHF
copD
HYPER
obD

RPDB
DEMENTIA

1242

The CART Mife-Oulcomes stidy: Relaling Canada's uniqe miiepristone reguiatons o healh sysiem ouComes, Costs, and access © medical abo 1o

TFOB
LHIN
PCCF
DAD
NACRS
obe
OHIP
RPDB
MOMBABY
POP
ONMARG
cic

1243

The costeflectiveness ofearly physical medicine &rehabiliation (PM&R) consultation for rauma patents in a Level 1 rauma centre in Carada

PCCF
REF

INST

DAD

NACRS

oos

OHIP

sDS

MOMBABY

CENSUS

CONTACT

POP

RPB

NMS

RPDB

PMER Consultation_of Trauma_Patients in SHSC

1244

The diagnostic and prognostic vdue ofthe 50 g glucose challengetestin twin versus singleton gestatons

DAD
NACRS
OHIP
HYPER
MOMBABY
obD
RPDB
ouis

1245

The economic burden ofpotentally inappropiiate prescribing in Ontario: a population -based sty

cPDB
1PDB

AVGPRGE

NACRS

1246

The Effect of Anemia in Pregnancy on Maternal, Fetaland Neonatal Oucomes: Aretospectve conortsudyusing administatve data in Oniario

1PDB
PCCF
REF
INST
DAD
NACRS
OHIP
MOMBABY
CENSUS
RPDB
ous
BORN

1247

The Effect of Brachytherapy PatientVolume in Radiaton Oncology Fadiiies on TreatmentOutcome in Locally-AdvancedCenvcal Cancerin Ontario

CONTACT
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1248

Project Title

ICES Data

The eflect oflocus ofcare upon adolescentand youngadultcance outcomes:An IMPACT cohortstudy

PCCF
INST
DAD
HCD
NACRS
OHIP
sbs
CENSUS
POP
RPDB
ONMARG
MPACT
POGONIS
AR
NDFP

1249

The eflect of patient-related factors on healthcare resaurce utiizaton and costofcare in patents with my elodysplasic syndomes

cPDB
1PDB

DIN

LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CCRS

HCD
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC

CENSUS
CONTACT
RPDB
AR
NDFP
OCR

Ontario subset of MDS-CAN registyy

1250

1251

1252

The effect of RAAS withdrawal afier hy perkalemia

The eflect ofhe Syrian Refugee Wave on mentl healh bed capeciy: Asystemlevelanalysisof populaton basedinked admin st ave dambases

1PDB
DIN

PCCF

LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
OMHRS
CENSUS
CONTACT
POP
RPDB
cic

The effect of variable antibiotic durations on patientoutcomes

PDB
DIN
LHIN
CCRS
DAD
HCD
NACRS
obe
OHIP
sbs
ASTHM
ACHF
copPD
HIV
HYPER
MOMBABY
occc
obD
oMD.
RAD
CENSUS
RPDB
getacg

1253

The epidemiology ofcerebral palsy in Canada: Describing the

assessing eflects

exposures

LHIN
PCCF
REF

DAD
NACRS
oos
OHIP
HYPER
MOMBABY
obp
CENSUS
CONTACT
POP
RPDB
ONMARG

1254

The epidemiology ofmental health conditons in patients with chronic kidneydiseas,

population based swidy

cPDB
IPDB

DIN

LHIN
PCCF
REF
INST
CORR
DAD
NACRS
obe
OHIP
OMHRS
HYPER
CONTACT
RPDB
oLis
ONMARG

1255

The Evolution of Advanced Non-Small Cell Lung Cancer (NSCLC)Treatmentover20 Years and the Implications on Finandal Toxidy

DAD
ope
OHI

P
OHCASH®D
OCR

NDFP
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ICES Data

1256

The FLUID Trial: A Protocol for a Hospital - Wide Cluster Cross-OverPragmatc Comparative EfiectivenessRandomized Pilot Trial

DIN
LHIN
PCCF
REF
DAD
HCD
NACRS
ope
OHIP
OMHRS
RAIHC
ASTHM
ACHF
coPD
obD
ORAD
CENSWS
CONTACT
RPDB
HCDMOH

1257

The frequency ofroutine laboratory testing and

1PDB
PCCF
CCRS
CORR
DAD
NACRS
NRS
ope
OHIP
sbs
CONTACT
RPDB
ORRS
OMHRS

Dialysis program

laboratory _testing _frequency

1258

The health care ransitions ofhe individuals with severeluncantrolled astma:from primaryto specialistcare

cPDB
1PDB
DIN
LHIN
PCCF
REF
INST
AVGPRGE
ESTSOB
ccRrs
DAD
HCD
NACRS
NRS
opB
oHIP
OMHRS
sDs
ASTHMA
CHF
copp
HYPER
obp
oMD
CENSUS
CONTACT
POP
RPDB
ADP
CAPE
ERCLAIM
ONMARG
ORGD

1259

The Healthy ImmigrantEffect in Mental Health

1260

The Impactof a cervical cancerscreening pdicy change in Oniario, Canada

1261

The Impactof a Physician Incentive Program on Continuity of Care and Health Outcomes in Inflammatory Bowel Disease andCirrhdic Patients

PD.
B
LH
INS

T
AVGPRE
CCRS
DAD
HCD
NACRS
NRS

OHIP
OMHRS
sbs

CONTACT
RPDB
ADP
CAPE

OHCAS
occl
CFDR
ESTSOB
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1262

1263

Project Title

ICES Data

The mpactof Anicoagulaton Following Bioproshetc Aoric Valve Replacemert

PDB

INST
DAD
NACRS
obB
OHIP
sps
CHF
copD
HYPER

CENSS
POP
RPDB

The mpactof Bariatic Surgery on Heamhcare Utlizaton amongthe Elderly

PDB

LHIN
PCCF
REF
INST

NACRS
opB
OHIP
sbs

RPDB
ORGD
HYPER
obD

1264

The impactof competing risks on the predicted risk of stokein patients with avial fibrillaion

1265

DIN
REF
DAD
NACRS

OHIP
sbs
CHF
copp
HYPER

RPDB
OCR
ORGD

The mpactof defays i door-lo-maging tmes on oUIComesin ONario patents wih sUSpected acte SToke

FCCF
DAD
NACRS
RPDB
RCSN

1266

The Impactof Early vs Delayed Interventon for Acutely Symptomatic Renal Calculi

CHIN
INST
DAD
NACRS
OHIP
sbs
RPDB

1267

The mpactof Financialincentves and Primary CareModel on Health CareUtizaton for People with Schizophrania and Bipolar Disorder

CPDB
1PDB
LHIN
PCCF
ESTSOB
DAD
NACRS
OHIP
OMHRS
CENSUS
CONTACT
POP
CAPE
REF
obD
RPDB
GAPP
ONMARG

CHC
ARCHPAY

1268

The impactof home care serviceson hospil and healin service utlizaton for a propensity score -matched conat

CPDB
1PDB
DIN
LHIN
PCCF
REF
CCRS
DAD
HCD
HOBIC
NACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
sbs
CONTACT
RPDB
CAPE
ONMARG

1269

The Impactol Imaging Survellance Following ACUte ATic Dissecton

DIN
REF

DAD

obB
OHIP
sbs

CHF
copD
HYPER
obD
RPDB
DEMENTA
coN

1270

The impactof immigraton S@ts and ehniclly on head and neck cancermcidence
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1271

ICES Data

The Impactof Mulimorbidity on RISk of Dementa in Oniario (originally tiled MUMorbidiy and Dimenta Incidence)

LHIN
PCCF
INST
AVGPRGE
DAD
NACRS
OHIP
sps
ASTHM
ACHF
coPD
CENSIS
RPDB
cic

OCR
cPDB
1PDB
CAPE
ONMARG
DIN
NACRS
OMHRS
CONTACT
EMRPC
DEMENTIA
OCR

1272

The impactof Ontario’s primary care reform on qualiy ofcare for congestve heartfailure, diabetes mellius and chranic kidrey disease

LHIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD
NACRS
ope
OHIP

HIV
CONTACT
RPDB
ERCLAM
ONMARG
cic
HIVOHTN

1273

The Impactof opioid prescriptons afier low - Ty Urdogy SUrgary on long erm opior Use

PDB

LHIN
PCCF
REF
INST

NACRS
oos
OHIP
OMHRS
sDS
obp
CENSWS
CONTACT
POP
RPDB

ORGD
OCR

1274

The mpactof OxyContn De-Schedulingin On@rio

TN
DAD
NACRS
obe
OHIP
OMHRS
CENSS
RPDB

1275

The impactof pre-operatve anemia on patents i gc sumgeryfor heavy albleeding

DIN
PCCF
REF
CORR
DAD
NACRS
ope
OHIP
coPD
obD
CONTACT
RPDB

ONMARG

1276

The impactof private clinics on access to endoscepy in Ontario

1277

PDB
LHIN
PCCF
REF
INST
DAD
NACRS
OHIP
sbs
RPDB
OCR
CENSUS
CONTACT
POP

POPCAN

The mpactof reposfory imaging services (RIS) basedimaging on hepalo-pana eato biiary (HPB) cancer care

1278

The Impactof ruraliy and geographyon healhcar senviceaccessior Chidrenwi as imaldiabetes : Apopulaion [evelTet o spedive corortsuidy

CPDB
1PDB
LHIN
PCCF
INST
DAD
NACRS
ope
OHIP
ASTHMA
opD
POP
RPDB
ONMARG
DIN

REF
sps
CENSWS
CONTACT
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ICES Data

1279

1280

The Impactof surgeon atributes on outcomes following totaljoitarhroplasty

PDB

LHIN
PCCF
REF
INST

NACRS
NRS
OHIP
sbs
ASTHM
ACHF
coPD
HYPER
ORAD
RPDB

The Impactof Synchronous Malignandes on Survvalin Patents wih Early Siage Curable Non Small CellLung Cancer

CCRS.
DAD

HCD

NACRS

NRS

ooB

OHIP

OMHRS

sDs

ADP

CAPE

Ms

AR

NDFP

OCR
9getradiationcost
9getchemocost

Dataset has yet tobe created by CCO

1281

1282

The impactof he afer-nouUrs premium on primary care and emergency depafmentutiizaton and costs in Onario

ODB
OMHRS
ASTHMA
CHF
copp
HIV
HYPER
occe
obb
oMD
ORAD
POP
ocR

The Impactof he Afler-HoUrs Premium Primary Care and EmergencyDepartmentUtiizaton and CoSs i Ontario

sbs
CENSUS
CONTACT
RPDB
CAPE
ONMARG

1283

The impactof he change in eligibilty Criteria for muli-care kidney clinics

1PDB
PCCF

CORR
DAD
NACRS
obe
OHIP
sbs
CENSUS
RPDB
ous

1284

The Impactof the Diabetes Incentive on H

Mortality Riskin Ontario

cPDB
IPDB

PCCF

NACRS
OHIP
sbs
obD
CENSUS
RPDB
CAPE
ONMARG

1285

The impactof the model of long-term follow-up care on adherence to survallance for |

flects in suwvivo

ance:

TFOE
1PDB
DAD
NACRS
OHIP
sbs
RPDB
ONMAR

G
POGONI
s
IMPACT
oBSP
getacg

Physicians inLongTem _Follow-Up Clinics
TPE

1286

The Impactof he Oniario Fertity Program on Duplicate Fertity Consulatons

1PDB
OHIP
RPDB
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ICES Data

1287

1288

1289

The impactof triple therapy in COPD on ‘realworld” health

CPDB
1PDB
DIN
LHIN
PCCF
INST
CCRS
DAD
HCD
NACRS
obs
OHIP
OMHRS
sps
ASTHM
ACHF
copD
HYPER

oMD.
ORAD
CENSS
CONTACT

RPDB
CAPE
ONMARG
ORGD
cic
OCR
ADP
oLis
CCHS
getacg

The mpactof Tiple herapy In COPD on realworld healh

ADP
ouis

CCHS
getacg

The implications ofhousehold food insecurity for maternal and infanthealth

BAD
NACRS
OHIP
OMHRS
sps
MOMBABY
CENSUS
RPDB
CCHS
ASTHWA

1290

The incidence and predictorsofhearing lossamong ctildhood cancer sunvivors

ORGD
POGONIS
ADP

Application for Funding Hearing Devices flom Assistive Devices Program (ADP)

1291

The incidence and risk of syncope in patients with chronic kdneydisease

1292

1293

The incidence, outcomes and health services utilization ofinfammatory bowel disease amongst South Asians in Ontario

1PDB

sps
CONTACT
RPDB
GDML

PCCF
DAD
NACRS
OHIP
sps
MOMBABY

cce
CENSUS
CONTACT
RPDB
ERCLAM
ETHNIC
cic

Themdig i OmePTojeCINAS)

1294

PCCF
DAD
NACRS
opB
OHIP
OMHRS
sbs
ASTHMA
CHF
coPp
HIV
HYPER
MOMBABY
occe
opD
oMD
ORAD
CENSUS
CONTACT
POP
RPDB
OHCAS
oR

NMS
INST

The influence ofarr pollution on potentally fatal cardiac arrhyhimasin On@rio, Canada

PCCF
REF
DAD
NACRS
opB
OHIP
RPDB
ORGD
icD
ONMARG
NAPS
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1295

Project Title

ICES Data

The influence ofhome care and primary car

Taboraton on emergentheallh Service Use among home care Clierts

CPDB
1PDB
DIN

LHIN
PCCF
REF
CCRS
DAD

cD
ACRS
NRS
ope
OHIP
OMHRS
RAICA
RAIHC
CONTACT
CAPE

H
N

1296

The influence of LTC residentcommunication abilies on antibiotic use

LHIN
PCCF
REF
CPRO
DAD
NACRS
OHIP
OMHRS
sbs
ASTHWA
CHF
coPD
HYPER
occe
obD
OMD.
ORAD
CENSUS
CONTACT
POP
RPDB
ONMARG
OCR
9%getacy

1297

The Influence ofNursing Home Resident Characterisics and PhysicianModels of Care on Hospial Translersin Ontario

CPDB
IPDB
DIN
LHIN
PCCF
REF
CCRS
DAD
NACRS
obe
OHIP

sps
CONTACT
RPDB
CAPE

1298

The influence of post acute primary careand home Care Services on clinical outcomesamong older aduts

cPDB
1PDB
DIN
LHIN
PCCF
REF
CCRS
DAD
HCD
HOBIC
NACRS
NRS
obe
OHIP
OMHRS
RAICA
RAIHC
sps
CONTACT
RPDB
CAPE
ONMARG

1299

1300

The local retail food environmentand health in southern Ontario

PCCF
DAD
NACRS
OHIP
sbs
CHF
coPD
HYPER
obD
oMD.
CENSIS
RPDB
ONMARG
cic
ETHNIC
ORGD

Walkability food

The longiudinal eflectof gastic bypass on muliple healh outcomes a Canadian cahort

PCCF
REF
DAD
NACRS
OHIP
sps
CHF
copD
HYPER
MOMBABY
occe
obD
oMD.
CENSUS
CONTACT

EMRALD

ONMARG
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1301

The managementol mulivessel coronary artery disease in diabeics : ah Ontario populaion based sudy

Project Title

ICES Data

DIN
LHIN
PCCF
DAD
NACRS
obB
OHIP
sps
CHF
copD
HYPER

CENSS
RPDB
CceN

1302

The mortality and cardiovascularmorbidly of patents with psoriatc diseas ei Ontario

CPDB
1PDB
DIN
LHIN
PCCF
REF
DAD
NACRS

OHIP
sbs
ASTHM
A CHF
coPD
HYPER
obD
ORAD
CENSIS

RPDB

ONMARG
ETHNIC

ORGD

1303

The Ontario COPD Population Health Network (OPHN): COPD Hospital Re-admissions (stb-project)

ONMARG

1304

The Ontario Holter/Echo Database

Project1: Novel Cardiac RiskFactorsand Sroke Risk Prediction

OHIP
CENSS
RPDB
ORGD

Cardiac Outpatient Database

1305

The Ontario integrated supervised injecion services examining uptake and impads in diferentcommunity setings and models ofcare

1PDB
DIN
PCCF
REF
DAD
NACRS
opB
OHIP
OMHRS
HIV
CENSWS
CONTACT
RPDB
CAPE
NMS
ORGD

Ontario Integrated Supenvised Injection Sewices (OiSIS)

1306

The opioid epidemic and prescribingpradices:whatis the role of physidans? Evidence from Ontario, Canada

CPDB
IPDB
LHIN
PCCF
REF
INST
CENSUS
CONTACT
RPDB
ORGD
NMS

1307

The Ottiawa Hos pial Chinical Predicion Rule © dently Patents wih Advanced Liver Disease atHigh Risk ofEarly Re Hospralizatons

TOH Liver Disease

1308

The patierns and characteristicsofintegrated carefor patients with COPD in the SELHIN

cPDB
1PDB
DIN
LHIN
PCCF
REF
INST
DAD

HCD
NACRS

1309

The Physician Pregnancy Project APopulaton-Based Study ofPregnancy OUcanes and Parerial Leave Pracices ofOnrio’sFemale Physicians

CPDB
1PDB
DIN
LHIN
PCCF
CORR

ope
OHIP
OMHRS
sps

HIV
CONTACT
RPDB
CccHs
cic

OCR
PHOL lab: positive TB cases 19982013
ACG

College of Physicians and Surgeons of Ontario. Physician Information
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ICES Data

1310

The Physician Pregnancy Project A Population-Based Stidy of Pregnancy Outcames and Parerial Leave Pradices ofOntario's Female Physicians

1311

The Physician Pregnancy Project APopulaton-Based Study ofPregnancy Oucanes and PareralLeave Pracices ofon@mrio'sFemale Physicians

TAPE
ous
BORN
OCR

1312

The prevalence and impactofintensive diabetestreatmentin older adults

CPDB
PDB
LHIN
INST
ESTSOB
CCRS
cPRO
DAD
HCD
HOBIC
NACRS
NRS
oos
oHIP
OMHRS
RAICA
RAIHC
CENSUS
CONTACT
FOP
RPDB
ADP
ERCLAIM
HCDMOH
Loc
ONMARG

1313

The prevalence ofdiabetes (Typel and Type 2) amongschool-aged childien (514 yeas)in the region of Peel
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The risk ofhy perkalemia and acute Kidrey injuly among eldefly patients presaibednon -sieroidal ant- mfammatory rugs
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Trends in Health Care Utlizaton and Outcomes in Pediatric Inflammatory BowelDisease in Ontario
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Understanding Healh Care Utlization andimproving Outcomes afier Toial JomtArhroplasty
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Understanding he Role offhe Family Physician in Early Psy Closisnterventon: Recogniion and Managementby Primary Care
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Sepsis cohort
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OHIP
RPDB
ALR
NDFP
OCR
ESAS

1425

Using Edmonton Symptom AssessmentSystem data from an observatonal data souce as a patientoutcome among patients with coloredal cancer

DAD
NACRS
OHIP
MOMBABY
RPDB
ouis

1426

Using Electronic Medical Record Administrative data LinkedDatabase (EMRALD) to measure community antimiciobial use

PDB
LHIN

NACRS
obe
OHIP
CENSS
RPDB
CAPE
EMRALD

1427

Using EMRALD to Validate Administrative Data Algorithms to Identify Patients with Neurofibromatosis type 1

DIN
LHIN
PCCF
AVGPRE
CCRS
CORR

HCD
NACRS
NRS
obB
OHIP
OMHRS
sps
ASTHMA

copPD
HIV
HYPER
MOMBABY
cce
obD
oMD.
ORAD
CENSUS
RPDB
ADP
ONMARG
ETHNIC
ACG
software
DEMENTIA

1428

Using Machine Leaming Methodsto PredictOutcomes for Gastomtesinal Canca Patents

CPDB
LHIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD

HCD
NACRS

Symplom Management
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Project Title

ICES Data

1429

Using machine learning echniques © predicineed for end-of e care

TN
PCCF
INST
DAD
OHIP
CENSUS
RPDB
ONMARG
BRTRC

1430

Using machine learning © predicthigh healihcare resource utizaton

1PDB
LHIN
PCCF

AVGPRGE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
obe
OHIP
OMHRS
sbs
MOMBABY
CENSUS
CONTACT
RPDB
CAPE
GAPP
ouis
PCCF

AVGPRIGE
ESTSOB

CENSUS
ADP

CAPE
GAPP
occl
OHCAS
ONMARG

1431

Using Ontario Physician Network(PhysNeD data  suppatihe developmertofOniario Health Teams (OHT)

CPDB
INST
DAD
NACRS
ope
OHIP
OMHRS
sbs
CONTACT
RPDB

CAPE

1432

Using the CANHEART Cohortto Examine Contemporary Trends in Lipid Managementand Cardiovascular Events

cPDB
1PDB

DIN

LHIN
PCCF
REF
INST
AVGPRE
ESTSOB
CORR
DAD
NACRS
obe
OHIP
OMHRS
sbs
ASTHWA
CHF
coPD
HIV
HYPER
obD
ORAD
CENSUS
CONTACT
POP
RPDB
CAPE
ous
ETHNIC
CCHS
cic
GDML
OCR
ORGD
PHYSNET

1433

Using the TC LHIN Hospital Equity Data to assess health careaccess, use and outcames among persons served by the TC LHIN hospitals

LHIN
PCCF
CCRS
DAD
NACRS
NRS
obB
OHIP
OMHRS
SDS
ASTHMA
CHF
copp
HYPER
obp
oMD
CONTACT
POP
RPDB
CAPE
ONMARG
cic
ocR
PCPOP

ICES Hospital Health Eqity Variables Dataset / Patient Demographics

Survey

Ta34

UTlin the ED

BAD
NACRS
ope
OHIP
RPDB

uii_toh_ed

1435

Utlity of BNP in Improving Diagnosis of HeartFailiure (HF) in Transiional Care - BNP Stidy

OCA_BNP Study
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1436 [Utiity of BNP in Improving Diagnosis of HeartFailure (HF) in Transiional Care - BNP Study

1PDB
DAD
HCD
NACRS
ope
OHIP
RAIHC
sps
RPDB
OHCAS
ORGD

OCA_BNP study
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Project Title

ICES Data

1437

Utlization and Adverse Outcomes ofOndansetan and Flucorazde Therapy during Pregnancy

CPDB
1PDB

DIN
PCCF
REF
DAD
NACRS
ope
OHIP
sbs
ASTHM
A CHF
copPD
HIV
HYPER
MOMBABY
occ
obD
ORAD
CENSUS
CONTACT
RPDB
ONMARG

1438

Utlization and outcome of herapy for early breastcancer >= 65 yeas ofage

1439

Utilization of advanced cardac preceduresin Ontario and NewYork

1440

DIN
LHIN
PCCF
REF
INST
CCRS
DAD
NACRS
NRS
obB
OHIP
sps
CHF
HYPER

CENSS
CONTACT
RPDB

Utlization of back surgeryin Oniario and NewYork Saie

CPDB
IPDB
LHIN
PCCF
INST
DAD
NRS
OHIP
sbs
CHF
copD
HYPER
obD
ORAD
CENSIS

RPDB

1441

Utlization of Benztopine in Ontaro

PDB

AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
obB
OHIP
RAICA
RAIHC

RPDB

1442

Utilization of Hematopoietic Cell Transplantation in Ontario and New York

DIN
LHIN
PCCF
REF
CCRS
CORR
DAD
HCD
NACRS
NRS

obe
OHIP
OMHRS
RAIHC
sbs
ASTHM
ACHF
coPD
HIV
HYPER
MOMBABY
cCC
obD
OMD.
ORAD
CONTACT
RPDB
ADP
GAPP
ONMARG
NDFP
OCR
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1443

Project Title

ICES Data

Utlization of HER2 testing for teatmentof metas atc gastic and gastoesopragedjuncton

b

paien’sa

dandysis

LHIN
INST
AVGPRE
ESTSOB
CCRS
DAD
HCD
NACRS
NRS
obs
OHIP
sps

Symptom Management

Taas

Utlization of Pharmacy-Dis persedNaloxae Kits in Onario

PDB

LHIN
PCCF

DAD
NACRS
ope
OHIP

ASTHM
ACOPD
HYPER
obD
OMD.
CENSIS
RPDB

T445

Utiizaton of Tele-Mental Heallh Services among childien and addes cents n Ontaro: Apopulaton-based shdy

CONTACT
POP
RPDB
CcAPE
TVHP

1446

1447

Utlizaton, Efectveness, and Safety of SGLT2 INhibitors Among Patents wih Type 2 Diabetes Mellius

ASTHM
ACHF
copPD
HYPER
obD
oMD.
ORAD
CENSIS
RPDB
ous

ONMARG
DEMENTIA
ORGD
OCR

Vaccine coverage andsalety in chidrenwih epiepsy

CONTACT
POP

RPDB

1448

Validating a modelofdisease course in Inflammatory Bowel Disease for usewith Health Administrative Data

1PDB
PCCF

DAD
NACRS
OHIP

sps

occ
CENSUS
CONTACT
RPDB
CENSUSGA
ERCLAM
POPCAN

TOH 18D cohott

1449

Validating Administrative Data: The Ontario, Manitoba, Briish Columbia Team

DIN
PCCF
CCRS
CORR
CPRO
DAD
HCD
NACRS
NRS

obB
OHIP
OMHRS
RAICA
RAIHC
sbs
copD
HYPER
oop
ORAD
CENSUS

CONTACT
RPDB

ous

RAIHCMOH

EMRALD
RGD

HIV

ccHs

ASTHWA

CHF

OoMD.
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1450

Project Title

ICES Data

Valldaing incidentadmissions and estmatng lengh ofstay in ONtro's long - erm care homes

CPDB
1PDB

LHIN
PCCF
AVGPRGE
STDPRIC
ECCRS
CPRO
DAD
HCD
NACRS
NRS
opB
OHIP
OMHRS
RAICA
RAIHC

ASTHWA
CHF
copD
HYPER

omD.
CONTACT

RPDB

ORGD

1451

Validating the identfication ofrectal cancer resectionsthrough ICES datases

DAD
CONTACT
RPDB
OCR

Ottawa Hospital Rectal Cancer Resection Cohort

1452

Validation and comparatve evaluation ofthe Bimodal Survivaland Implantable Defibrillator Shock (BaSIS) risk score

1453

DIN
PCCF
REF
INST
DAD
NACRS
obB
OHIP
sbs
CHF
coPD
obD
RPDB

BaS|S ICD database

Validation of a stategy for he identicaton and characerizaton ofOntarians with ac e ype Bdissecton

PCCF
DAD
NACRS
OHIP
MOMBABY
RPDB

Validation Ontarians Type B dissection

1454

1455

Valdaton of Foric aneurysm procedu

Ontario

REF
DAD
NACRS
OHIP
sbs
RPDB

Sunnybrook Hospital Data
StMichael's Hospital Data

Validaton of algorthms © idently receiptofcardiac magnetc resonance imaging Usng administaive dat in Oniario, Cana da

OHIP
RPDB

Abstracted data for cardiac MRIS

1456

Validation of BORN-CIHIDefinition of Low Risk Birth

LHIN
PCCF
INST
CCRS
DAD

Bith hospital crosswalk between BORN BIS organizational

Numbering_System

IDs and MOHLTC  Master

1457

Validaton of case-finding algorithms derived from health administrative data for identiying neonaal sepsis

PCCF
REF
RPDB
MCSCs,

1458

1459

Validation of diagnostic algorithms for Venous Thromboembdism UsingLinked Health Care Daabases

MOMBABY
occe
obD
oMD.
CENSUS
CONTACT
RPDB
ouis
EMRALD
BRTRC
CCHS
OCR

Venous Thomboembolism  Patient Master List

Validation of pediatric urolithiasis diagnostic andsur d

in Ont@ario

and outcames following surgical intervention

N
obe
OHIP
RPDB

Keays -CHEO nepholithiasis ~ cohort

1460

Validaton of Prescription rates ofstain, ACE/ARBI and PPl among diabetc patients aged 66 or above

DB
RPDB
CPCSSN-UTOPIAN
dataset

CPCSSN (Canadian Primary Care Sentinel Suneillance Network)
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1461

Project Title

Validaton of provincial health adminis tatve data algorthms © [dently patents with 0bsTuCtvesleep aprea (OSA): Feas bilty projec

ICES Data

CPDB
1PDB
DIN
LHIN
PCCF
REF
DAD
NACRS

OHIP
OMHRS
sbs
ASTHM
ACHF
coPD
HYPER
opD
oMD.
CENSWS
CONTACT
RPDB
ADP

NMS.
The TOH Sleep database

1462

Validation of the iChoose Kidney clinical decisionaid using Ontario data

REF
GDML

1463

Validation of the Ottawa Score

DIN
PCCF
REF

DAD
NACRS
obB
OHIP
sbs
MOMBABY
CONTACT
RPDB
ETHNIC
OCR

1464

Validaton of th aortc anetrysmp

cadesin Ontario

REF.
DAD
NACRS
OHIP
sbs
RPDB

Toronto General Hospital/ University Health Network Data

StMichael's Hospital Data

TAG5

ATabIMy M Reporing orUTne CuTTe

TESING and ImpacTon ANTBIONE Prescribng m On@ro

ST
DAD
OHIP
RPLB
ous

1466

\Variation in acute care linkage and C difiicile infection incidence in long-term care facilites in Ontario

1PDB
DIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD
NACRS
ope
OHIP
sbs

CHF
copD
HYPER
obD
omD.
CENSWS
CONTACT
RPDB
ouis

1467

Variation in Diagnostic Imaging Utlization in the ED: ASuidy ofUS and Ontario Children's Hospitals

LHIN
PCCF
INST

NACRS
OHIP
ASTHMA
RPDB

1468

1469

Variation in non-invasive cardiac diagnastic testing strategiesfor stable coronary arterydisease in Ontario

1PDB
DIN
LHIN
PCCF
REF

NACRS
obe
OHIP
copp
HYPER
obD
CENSS
RPDB
OCR
ETHNIC
cic

Variaton in Pediaic Diagnostic Imaging Utizaton in fhe ED: ASdy of Oniario Hosprals

TN
PCCF
INST

OHIP
ASTHWVA
RPDB

1470

Variation in the Care of Elderly-Onsetinflammatory Bowel Disease

1PDB
DIN
LHIN
PCCF
INST
DAD
HCD
NACRS
opB
OHIP
occ
RPDB
ERCLAM
OHCAS

OCR
PHYSNET

The OCCC: Epidermiology and diagnostic lag of 1BD in Ontario
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Project Title

ICES Data

1471

Variaton in TJA Utlizaton and oucomes in Oniario and Pennsylvania accordng 10 patent SES

TN
PCCF
REF
INST
DAD
NRS
CENSS

RPDB

1472

Variations in the ManagementofGastric Cancer in Ontario: Effects on Survivaland Cost

1PDB
LHIN
PCCF
REF
AVGPRIGE
ESTSOB
DAD
NACRS
OHIP
sbs
CHF
copD
HYPER
occe
obD
oMD.
CENSS
CONTACT
RPDB
occl
ous
AR
OCR
CCRS
opB
NDFP

1473

Vascular Performance MeasurementRepoit2020

LHIN
PCCF
REF
INST

HCD
NACRS
OHIP
sps
coPD
HYPER
opD
omD.
CENSS

RPDB
CAPE

1474

Venous Thromboembolism (VTE) in IncidentKidney TransplantRedpients

1475

Venous Thromboembolismin Thoracic Surgery Patients: APopulation-Based Sudy

1476

Violence and psychosis

CHIN
PCCF
DAD
NACRS
OHIP
OMHRS
CENSS
RPDB
ORGD
cic

1477

Waittime package for head and neck cancer patients - doesitimpactoverall survva?

CPDB
IPDB
LHIN
PCCF
INST
DAD
NACRS
ope
OHIP
sbs
CENSUS
CONTACT
RPDB
CAPE
CCHs

1478

Waittimes for hip and non-hip fracture surgety after health sysemfunding reform:a population-based time-series andysis

DIN
PCCF
REF
DAD
obB
OHIP
sbs
HYPER

CENSS
RPDB
ETHNIC
cic
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Project Title

ICES Data

1479

Whatare he patierns ofhealhcare utlizaton among people with IV and HCVinfecton (retenton, ransiion, and atriion fom care setings)?

ORGD
data_che

Infection_DataDictionary_V'10_Dec4_2015

1480

Whatare the ime trends in proportions and chamcteristics ofyouth diagnos ed with anxiety over the past20-20 years?

PDB
PCCF
REF
DAD
NACRS
OHIP
OMHRS
sbs
CENSS
POP
RPDB
ONMARG
ORGD
cic

1481

WhatDeterminants are Driving the Consistent Trends in

Inequities in

tDiseaseObserved from 199410 20122

LHIN
PCCF
DAD
OHIP
HYPER
obD

CENSUS
CONTACT

RPDB
NPHS
ONMARG
CccHs
ORGD

1482

Which patientfactors impactgeriatic rehabilation outcomes?

INST
CCRS
DAD
HCD
NACRS
NRS
obs
OHIP
RPDB

Health card numbers-TRI  inpatient Geri Rehab

1483

Your Symptoms Matier Pilot ICES-ORN Framework

1484

YOUTH PRESENTING TO ONTARIO EMERGENCY DEPAR TMENTS WITH SUBSTANCE MISUSE

PCCF
REF
DAD
NACRS
OHIP
sDS
RPDB

Your Symptoms Matter

DIN
LHIN
PCCF
REF
INST
AVGPRGE
ESTSOB
CCRs
DAD
HCD
NACRS
NRS
ope
OHIP
OMHRS
sps
CENSUS
CONTACT
POP
RPDB
ADP
CAPE
GAPP
occl
ONMARG
cic
ORGD
NMS
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# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
1 CCO Data 1-Nov-16 6-Nov-16 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Elements Revision complete
2 TARGetKids! 1-Nov-16 9-Feb-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
complete
3 Coroner's Data 20-Aug-16 7-Nov-16 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Return complete
4 Qualitative Coding 8-Nov-16 16-Dec-16 Business PIA required | PIA None N/A None N/A N/A N/A
Softw are Process complete
5 NEIM 11-Nov-16 30-Nov-16 Business PIA required | PIA None N/A None N/A N/A N/A
Process complete
6 ORNGE 22-Nov-16 16-Feb-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
complete
7 Bloom Filter 30-Jan-17 30-Jan-17 Technology PIA required | PIA None N/A None N/A N/A N/A
complete
8 Coroner's Data - 7-Dec-16 9-Feb-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Death complete
Investigations
9 Mobile Devices 7-Dec-16 23-Mar-17 Technology PIA required | PIA None N/A 1) Amend login notification Closed 1) Login notification 17-Apr-17
complete message to remind users that w as amended.
using smart phones to copy
ICES data or confidential
information is prohibited.
10 Canadian Primary 8-Nov-16 Withdraw n Data Holding PIA not Withdraw n N/A N/A PIA not required. Request NA N/A N/A
Care Sentinel required w ithdraw n. There is no data
Surveillance holding, information system,
Netw ork (CPCSSN) technology or program at issue.
11 Greenshield 12-Dec-16 Withdraw n Data Holding PIA required | Withdraw n N/A N/A PIA not required. Request N/A N/A N/A
w ithdraw n. There is no data
holding, information system,
technology or program at issue.
12 General Medicine 6-Dec-16 28-Feb-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Inpatient Clinical complete

Registry (GEMINI)
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Administrators must be logged.

on the systemin
place and it is
agreed that these
logs would be sent
to ICES upon
request.

# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
13 College of 20-Jan-17 14-Mar-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Physicians and complete
Surgeons of
Ontario (CPSO)
14 DCIS Data Restore | 29-Dec-16 Withdrawn | Technology PIA not Withdraw n N/A N/A N/A N/A N/A N/A
and Coding Fix required
15 OHTN Amendment | 1-Feb-17 10-Feb-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
#2 complete
16 EMRALD RAE 13-Jan-17 16-Feb-17 Technology PIA required | PIA None N/A None N/A N/A N/A
Migration Phase 1 complete
17 ORRS Data 13-Jan-17 27-Feb-17 Disclosure PIA required | PIA None N/A None N/A N/A N/A
Disclosure to CCO complete
18 Data Safe Haven 19-Jan-17 18-Jul-18 Business PIA required | PIA None N/A 1) External project team Closed 1) Requirement 1) 18-Jul-
Process complete members are required to sign communicated to 2018
ICES Confidentiality PIA requestor.
Agreement.
2) Sick Kids must sign ICES Closed 2) Confidentiality 2) 18-Jul-
Confidentiality Agreement or provision were 2018
equivalent. embedded in service
agreement w ith Sick
Kids.
3) Access by all ICES agents Closed 3) Sick Kids IT has 3) 18-Jul-
including Sick Kids System configured logging 2018
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# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
4 Clearly define roles and Closed 4) Required 4) 18-Jul-
responsibilities for handling information w as 2018
privacy and security incidents incorporated into
betw een ICES and Sick Kids. service agreement
This should include contact w ith Sick Kids.
information for both ICES and
Sick Kids and SLAs pertaining
to notification and requirements
for cooperation.
5) Terms and conditions Closed 5) Required 5) 18-Jul-
pertaining to termination of information w as 2018
services must be specified in incorporated into
19the agreement to be signed service agreement
w ith Sick Kids w ith Sick Kids.
19 POGO (DSA 1-Feb-17 1-Feb-17 Data Holding PIA required | PIA None N/A None NA N/A N/A
Amendment) complete
20 New born Screening | 1-Feb-17 9-Feb-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Ontario (NSO) complete
21 MCSS Amendment | 30-Jan-17 24-Feb-17 Data Holding PIA required | PIA 1) This will Mitigated 1) This risk can be significantly Closed 1) DAS staff were 1-Mar-17
(Annual Disclosure complete represent the first mitigated by application of all made aw are that its

+ TPR Restriction)

time a Ministry
leverages DAS
services to
directly access
and link their ow n
data with data
that originates in
other arms of
government.
This, and the
stated desire for
a comparatively
prolonged period
of access (3-5
years), presents
some risk of

DAS policies, procedures and
agreements, for Third Party
Research to this activity by
MCSS. This includes the
process for vetting Research
Outputs, the purposes forw hich
include relevance to the
approved research objectives.
b. The DSA should explicitly
define, and limit, the MCSS
Third Party Research in terms
of the FIPPA and PHIPA
definitions of research.

c. The DSA should include
language that acknow ledges
the possibility of relevant

policies, procedures
and agreements
applied to MCSS.
The DSA was
drafted to include
the required
information.
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# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
being perceived legislative change or guidance
externally as and the parties’ commitment to
unauthorized big amend the agreement and any
data analytics related MCSS Third Party
rather than Research agreement if
research. w arranted.
2) At the time of Mitigated 2) The intention of MCSS to Closed 2) The DSA was 1-Mar-17
completing this access its data, and other ICES drafted to address
PIA (and likely Data, forthese purposes should this
the DSA), there is be explicitly couched in terms recommendation.
no draftresearch that acknow ledge these
plan for MCSS contingencies and affirm
TPR. This appropriate ICES discretion. For
creates a risk of these reasons, the agreement
misunderstanding should not explicitly commit
betw een the ICES to create a database
parties. This risk called “HASAD” (MCSS’ stated
is compounded preference) or host it for any
by our inability to specified period (a preference
know on w hat for 3-5 years has been
terms MCSS wiill expressed).
be able to secure
REB approval,
and w hether or
not ICES will,
itself, be
comfortable with
these.
22 Disclosure of 16-Feb-17 17-Feb-17 Disclosure PIA required | PIA None N/A None N/A N/A N/A
CPSO Numbers to complete
BORN
23 Primary Care 21-Mar-17 6-Jun-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Population complete
(PCPOP) - ICES-
Derived Data
Holding
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# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
24 Derived Dataset - 21-Sep-17 11-Apr-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
On/Off Reserve complete
25 Work From Home 1-Jun-18 N/A Technology PIA not N/A None N/A N/A. Any recommendations N/A N/A N/A
required related to workfrom home
resulted from a review of
supporting w orkfrom home
documentation and not froma
PIA, w hich w as determined not
necessary.
26 IT Renew al Service | 21-Mar-17 18-Apr-17 Technology PIA required | PIA None N/A None NA N/A N/A
Provider complete
27 RPDB Military and 13-Mar-17 Withdraw n Data Holding N/A N/A N/A N/A N/A N/A N/A N/A
Veterans Flag
28 ICES-CCN Service | 6-Apr-17 26-Apr-17 Business PIA required | PIA None N/A None N/A N/A N/A
Agreement Process complete
29 ICES CCN DSA 22-Mar-17 10-Apr-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Amendment complete
30 Nova Scotia QE 11-Apr-17 10-Oct-17 Disclosure PIA required | PIA None N/A None N/A
Data Disclosure complete
PIA
31 Pregnant Women 3-Apr-17 Withdraw n Data Holding PIA not N/A N/A N/A N/A N/A N/A N/A
Cohort required
32 CHI High Cost 2-May-17 4-May-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Users Cohort complete
33 OCCC Disclosure 12-May-17 22-Aug-17 Disclosure PIA required | PIA None N/A None N/A
(to CCO) complete
34 CCO Data - 12-May-17 27-Jun-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Symptom complete
Management and
OCR variable
revision
35 MOS HIP-ICES 18-Jul-17 10-Jan-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Data linkage - a complete
Retrospective

Cohort Study
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# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
36 Drug Identification 18-Jul-17 1-Oct-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Number complete
37 CPCSSN 2017 31-Jul-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
complete
38 FHT - Inter- 8-Aug-17 11-Oct-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
professional Full complete
Time Equivalent
39 CPRO - Variables 8-Aug-17 18-Aug-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Update complete
40 ETHNIC - CUD to 14-Aug-17 24-Aug-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
GUD complete
41 CCN-ECHO 9-Aug-17 21-Aug-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
dataset complete
42 CCO-ORRS 18-Aug-17 18-Aug-17 Data Holding PIA required | PIA None N/A None NA N/A N/A
Update complete
43 DQIM & DPD Data 16-Aug-17 TBD. Business PIA required | On hold None N/A None N/A N/A N/A
Quality Reporting Pending Process
further
information
from
change
ow ner.
44 The CPSO Public 16-Aug-17 On hold Data Holding PIA required | On hold None N/A None N/A N/A N/A
Register
44 OHTN Amendment | 25-Aug-17 27-Oct-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
#3 complete
45 CIC (IRCC) 21-Sep-17 22-Sep-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Extension Letter complete
46 Combining 21-Sep-17 2-Nov-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
EFFECT datasets complete
47 MOHLTC Out-of- 22-Sep-17 25-Oct-17 Data Holding PIA required | PIA None N/A None NA N/A N/A
Province In-Patient complete
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Hospital Claim
Data
48 Postal Code-LHIN 2-Oct-17 16-May-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Crossw alk complete
49 MOHLTC OLIS - 27-Oct-17 3-Mar-18 Data Holding PIA required | PIA None N/A None N/A
LOINC records complete
update
50 CHI Pop Grouper 26-Oct-17 31-Oct-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
complete
51 OHS - Cohort 16-Nov-17 On hold Disclosure PIA required | On hold None N/A None N/A N/A N/A
Disclosure
52 Health Canada 4-Dec-17 12-Jan-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Drug Product complete
Database
53 ORNGE - 4-Dec-17 11-Dec-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Additional complete
Variables
54 Inuit Partner - 8-Dec-17 14-Dec-17 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Partnership complete
Agreement
55 OHTN Amendment 19-Dec-17 15-Oct-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
#5 - Refresh complete
56 HSSO formerly 27-Dec-17 29-Jan-18 Data Holding PIA required | PIA None N/A None NA N/A N/A
OACCAC complete
57 MOHLTC - ODR 22-Dec-17 11-Jan-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Data Update complete
58 Ontario Physician 17-Aug-18 17-Aug-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Workforce complete
Database (OPWD)
- OPHRDC
59 MOHLTC - OCCI 8-Jan-18 23-Jan-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Data complete
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60 Macros using CUD 5-Feb-18 In progress | Technology PIA required | Sign-off None N/A None N/A N/A N/A
+ GUD pending
61 Non-Insured Health | 4-Feb-18 TBD. In Data Holding PIA required | Requestor None N/A None N/A N/A
Benefits (NIHB) progress review
62 IRCC Renewal 15-Feb-18 TBD. Data Holding PIA required | Sign-off None N/A None N/A N/A N/A
2018 Aw aiting pending
DSA to
update
obligations.
63 Alliance CUD 2018 | 27-Feb-18 Ongoing Data Holding PIA required | PIA None N/A None N/A N/A N/A
complete
64 TGLN - 2018 1-Mar-18 15-Mar-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
variable update complete
65 Training using 26-Feb-18 27-Apr-18 Business PIA required | PIA None N/A None NA N/A N/A
simulated datasets Process complete
66 ICES Physician 2-Apr-18 On hold Data Holding PIA required | On hold None N/A None N/A N/A N/A
Database (IPDB) -
Derived ICES Data
Holding
67 CCO NDFP - 9-Apr-18 9-Apr-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
ePolicy variable complete
68 Dementia Derived 9-Apr-18 27-Apr-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Cohort complete
69 MOHLTC RPDB 3-May-18 2018-May- Data Holding PIA required | PIA None N/A None NA N/A N/A
Higibility Gaps - 15 complete
Data Validation
Disclosure
70 Health Quality 1-Aug-18 1-Aug-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Ontario (HQO) complete
Provider Reporting
DSA refresh
71 StatsCan Online 8-May-18 13-Jul-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Open Licence complete
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72 Community Health 9-May-18 10-Jul-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Centre (CHC) complete
Encounter Data
73 Partner 17-Apr-18 TBD. Business PIA required | On hold N/A N/A N/A N/A N/A N/A
Secondment Pending Process
Agreement — ICES information
Staff from
change
Oow ner.
74 Canadian Urban 8-May-18 TBD. Data Holding PIA required | On hold N/A N/A N/A NA N/A N/A
Environmental Pending
Health Research information
Consortium from
(CANUE) change
ow ner.
75 New born Screening | 23-May-18 28-May-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Ontario (NSO) complete
Amendment #1
76 BORN - BIS refresh | 28-May-18 5-Jun-18 Data Holding PIA required | PIA None N/A None N/A
2012 - present complete
77 First Nations SAS 6-Sep-18 6-Sep-18 Data Holding PIA required | PIA None N/A None N/A
Formats complete
78 Ontario Registrar 11-Jun-18 11-Jun-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
General - Deaths complete
79 Indigenous and 11-Jun-18 3-Jul-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Northern Affairs complete
Canada (INAC) -
Indian Registry
System (IRS)
80 Natural Language 20-Jun-18 TBD. Work | Technology PIA required | Ongoing In progress N/A In progress NA N/A N/A
Processing Lab ongoing.
Tools & Resources
81 Health Quality 20-Jun-18 10-Jul-18 Disclosure PIA required | PIA None N/A None N/A N/A N/A
Ontario (HQO) complete
Data Disclosure
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82 TRIBE-AKI Study 27-Jun-18 Withdraw n Data Holding PIA required | Withdrawn None N/A None N/A N/A N/A
83 Ontario Health 24-Jul-18 28-Nov-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Study (OHS) DSA complete
Amendment #1
84 CorHealth 27-Jun-18 17-Jul-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Amendment #3 complete
85 Métis Household 27-Jun-18 17-Jul-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Survey Data complete
86 EFFECT 14-Aug-18 17-Jan-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Amendment - ICES complete
Approval
87 MCCSS - Social 13-Aug-18 13-Aug-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Services Ontario - complete
Supplementary
Information
88 Re-Identification 18-Jul-18 Withdraw n Business PIA required | Withdrawn N/A N/A N/A N/A N/A N/A
Risk Assessment - Process
Primary Care
Teams - Provider
Reporting
89 Flu and Other 2-Aug-18 17-Jan-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
REspiratory Virus complete

rEseaRch
(FOREVER) cohort
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90 Publishing Citrix 28-May-18 4-Jun-18 Technology PIA required | PIA 1) ICES’ Remote Himinated 1) Amend Remote Access Closed 1) Recommendation 1-Mar-19
Externally complete Access Policy Policy to permit remote access w as addressed

prohibits remote
accessto the
RAE

to the RAE (including ICES’
Data Safe Haven). In addition,
this policy should stipulate
additional requirements for each
type of remote access (Intranet,
LAN, RAE, IDAVE). With
respect to remote access to the
RAE, at a minimum, the
requirements must include the
follow ing:

1. Prohibition on copying any
ICES data off the RAE, e.g.,
through screen shots or
photographs. (Offloading ICES
data is physically impossible).

2. Prohibition on sharing access
credentials including passw ords
or tokens.

3. For ICES staff granted
access to Fully-identified Data
or Coded Data at Levels 0-2, a
requirement to limit the location
of accessto a private space

w ithin one’s home w here the
risk of one’s screen being

view ed by others is very low .

4. For ICES students w ho have
a demonstrable need, and are
granted, access to Coded Data
at Level 3, a requirement to
access the RAE only within a
private location w here the risk
of one’s screen being view ed by
others is low or very low. (All

through
implementation of a
substantially revised
Remote Access
Policy.
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other ICES students requiring
remote access must continue to
receive access to Level 4 Risk-
Reduced Coded Data through
ICES’ IDAVE)

5. Arequirement to take all
other necessary precautions to
shield one’s screenfrom being
view ed by others.

6. Arequirement to lock or
pow er dow n computers
immediately upon leaving them
unattended.

7. Re-enforcement of ICES’
prohibition on accessing ICES
data concurrently with non-
ICES clinical or research data,
w hether identified or not.

8. Re-enforcement of one’s duty
to notify ICES’ Chief Privacy
Officer immediately upon
detection of an incident of
suspected incident.

2) ICES’ Work
From Home
Policy permits
remote access to
the RAE through
an ICES laptop
only.

Himinated

2) Amend Work From Home
Policy to permit remote access
to the RAE fromany computer.

Closed

2) Recommendation
w as addressed
through
implementation of a
substantially revised
Remote Access
Policy.

1-Mar-19
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3) ICES’
Confidentiality
Agreement does
not contain an
explicit provision
governing remote
access

Himinated

3) Amend ICES’ Confidentiality
Agreement to include a
provision(s) governing remote
access.

Eg. “Where accessing ICES
Confidential Information from
outside of ICES (such as
through a remote desktop), take
all reasonable measures to
avoid disclosing ICES
Confidential Information to
others, including shielding
screens from “shoulder-surfers”
and locking or pow ering dow n
computers immediately w hen
left unattended.”

(An alternative, or additional,
option is to create a simple
Terms of Use Agreement for
remote access at ICES. This
could be a one page document
requiring the user’s signature
or, for easier administration and
tracking, a pop-up message
asking the user to agree at the
time of logging into the RAE
remotely. The terms would
include important safeguards
including those identified above
at 3(3)a.)

Closed

3) Confidentiality
Agreement was
amended to include
the recommended
provisions.

1-Jun-18
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4) ICES students
w ho have a
demonstrable
need, and are
granted, access
to Coded Data at
Level 3 enter will
enter into ICES’
Confidentiality
Agreement and
receive privacy
and security
orientation like all
other ICES
students and
staff. Yet neither
the
Confidentiality
Agreement or
privacy and
security
orientation
explicitly address
requirements for
conducting w ork
remotely. (In the
case of ICES
staff, they are at
least required to
enter into the
Work From Home
Application &
Agreement that
imposes relevant
remote access
obligations.)

Himinated

4) This scenario currently
applies only to the small subset
of ICES students whowillbe
accessing ICES’ Data Safe
Haven during the summer of
2018, who have already signed
ICES’ Confidentiality Agreement
and received privacy and
security orientation. The
requirements identified above at
3(3)(a) of the PIA must be
communicated to the ICES
students prior to providing
access to the Data Safe Haven
and/or ICES data. Also, these
students should be required to
re-sign an updated version of
ICES’ Confidentiality Agreement
that includes the proposed
provision identified above at
3(3)(d) of the PIA.

In future, ICES students falling
in this particular category of
data access should be provided
a copy of the Remote Access
Policy, once revised and
approved, w hich they are
obliged to know and adhere to
by entering into ICES’
Confidentiality Agreement.

Closed

4) The requirements
identified at 3(3)(a)
of the PIA were
communicated to the
ICES students prior
to providing access
to the Data Safe
Haven and/or ICES
data. Also, these
students were
required to re-sign
an updated version
of ICES’
Confidentiality
Agreement that
includes the
proposed provision
identified above at
3(3)(d) of the PIA.

30-Jun-18
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5) Introduction of | Himinated It is recommended that ICES Closed ICES restricted use 1-Jun-18
the proposed considers restricting use of of web-based
w eb-based w eb-based remote access to remote access to the
method of remote the RAE specifically to the small RAE specifically to
access to the subset of ICES students who the small subset of
RAE, although require access to ICES’ Data ICES students who
assessed and Safe Haven for approved ICES required access to
deemed secure projects to be conducted during ICES’ Data Safe
by ICES’ the summer of 2018. This Haven for approved
Security, is the should be considered pilot ICES projects to
type of testing and any unforeseen during the summer
technological and risks can be identified and of 2018. Only after
business change mitigated before permitting the summer did
that w arrants ICES staff to leverage the new ICES make w eb-
incremental remote access method. This based remote
implementation. approach also allow s time to access broadly
Such an make the required policy and available to other
approach would agreement revisions agents w ithin ICES
limit the scale of, recommended above, w hichare in accordance w ith
and increase subject to an internal vetting the release of the
ICES’ ability to process that takes time. substantially revised
manage and Remote Access
address, any Policy.
unforeseen risks.
91 Health Artificial 25-Jun-18 TBD Technology PIA required | On hold N/A N/A N/A N/A N/A N/A
Intelligence & Data
Analysis Platform +
Data Safe Haven
(HAIDAP + DSH)
92 ETHNIC - sharing 30-Jul-18 26-Mar-19 Data Holding PIA required | PIA None N/A N/A N/A N/A N/A
the algorithm complete
93 MOSHIP 9-Oct-18 9-Oct-18 Data Holding PIA required | PIA None N/A N/A N/A N/A
Amendment #1 complete None
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94 Ministry of 1-Aug-18 TBD Data Holding PIA required | On hold None N/A 1) The emphasis on the case Open TBD N/A

Community Safety
& Correctional
Services (MCSCS)
- Corrections
Ontario

and the criminal proceedings in
section 64 suggests that this
Part is intended to authorize
disclosure of particulars relating
to a small number of individuals,
and may not expressly
authorize a disclosure of the
CORR Dataset. ICES is unable
to confirm w hether or not the
proposed collection is
consistent with the reasonable
expectations of the individuals
as required by legislation.

Any collection of information
disclosed under these
authorities w ill require the
inclusion of a warranty in the
DSA, by the disclosing party
that such transfer of personal
information is authorized. Such
w arranty must be accompanied
by the appropriate indemnity.

Corrections Ontario is statutorily
prohibited — subject to

additional Ministerial approvals -
from offering an indemnity so
any liability borne out of the
receipt of information w hich
may not be authorized shall be
borne solely by ICES.

Executive level input is likely
required.
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95 TGLN - 2018 HCN 13-Aug-18 11-Sep-18 Disclosure PIA required | PIA None N/A N/A N/A N/A N/A
Disclosure complete
96 Indigenous Data 17-Aug-18 TBD. Data Holding PIA required | Sign-off 1) The terms of Pending 1) Please see above options N/A N/A NA
Partner (Survey Requires pending the consent under Section D (Privacy
Data) update to form(s) do not Analysis).
variables; allow forthe
aw aiting transfer and
input from linkage of Survey Please note: The Indigenous
CPLO. Data to ICES. Data Partner has agreed to
There is a risk of Option B and is in the process of
unauthorized updating consent with their
collection by Service  Provider for the
ICES. collection of Survey Data with
direct personal identifiers on a
moving forw ard basis. Strategic
Partnerships will follow -up w ith
the Indigenous Data Partner to
provide a copy of the updated
consent formfor PLO’s review .
2) The contracts Pending 2) Option 1: Enter into a tri-

betw een the
Indigenous Data
Partner and their
Service Provider
is not definitively
clear that the
Indigenous Data
Partner can
disclose Survey
Data to ICES.
The
documentation
provided by the
Indigenous Data

party DSA w hichwill clarify the
rights and obligations betw een
all three parties.

Option 2: ICES and the
Indigenous Data Partner will
enter into a tw o-party DSA,

w hichincludes sufficient
contractual language to shield
ICES from liability in the event
of an alleged breach by the
disclosing party.
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Partner may also The Indigenous Data Partner

be incomplete. and their Service Provider will

There is arisk also provide to ICES a LOA

that a disclosure confirming that: The Service

by the Service Provider is a service provider

Provider to ICES acting on behalf of the

would constitute Indigenous Data Partner to

a breach of collect and disclose Survey

contract by the Data.

Service Provider

against the Please see above Section D

Indigenous Data (Privacy Analysis).

Partner and

would be an

unauthorized

collection by

ICES.

3) According to Pending 3) Please see above options

the Indigenous
Data Partner, the
Survey Data

w ithout direct
personal
identifiers is
considered de-
identified. The
collection of such
data will contain
indirect personal
identifiers w hich
may reasonably
re-identify an
individual. The
reputational risk
is that the data is
not de-identified
according to

under Section D (Privacy
Analysis).
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ICES standards.
There is also a
risk of
unauthorized
collection.

4) The proposed
handling
requirements
have not been
adequately
described if ICES
wereto collect
and hold the
Survey Data

w ithout direct
personal
identifiers. There
is a risk that the
proposed
handling
requirements are
not yet supported
by ICES policies
and procedures
(e.g., Creating
Coded Data at
ICES
Procedures)

Pending

4) Develop ICES policies and
procedures to enable the
proposed handling
requirements.

97

Rheumatology
EMR Database

31-Aug-18

6-Mar-19

Data Holding

PIA required

PIA
complete

None

N/A

1) The language on coding and
linkage in ICES’ standard DSA
template must be customized to
reflect the unique de-
sensitization measures, and
limitations, above. The

follow ing is suggested
language.

Closed

1) Recommended
language was
incorporated into
draft DSA.

30-Jul-19
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ICES will take reasonable steps
to de-sensitize the PHI such as:

(a) Replacing health card
numbers w ith a unique ICES
anonymous identifier (ICES
Identifier) or code and other
identifying numbers witha
98code.

(b) Where health card numbers
are not provided, matching the
PHI to information in other
databases for the purposes of
assigning the correct ICES
Identifier; then

(c) Removing or replacing with
a code any remaining
information that directly
identifies an individual (Direct
Personal Ildentifiers).

Notw ithstanding [Article X],
Direct Personal Identifiers
embedded in multimedia files
including but not limited to
medical images will not be
replaced or encoded, and will
only be accessed by ICES Data
Covenantors for the purposes
described in [Article X] or ICES
employees designated to
abstract relevant PHI (ICES
Abstractors).
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2) ICES’ Strategic Partnerships
believes it is important to
explicitly state in the DSA that
ICES projects require review
and approval of ICES’ Privacy &
Legal Office,to provide
physicians greater assurance
that access to the data will be
administered in a controlled
manner.

Closed

2) DSA made this
project review and
approval explicit.

30-Jul-19

3) The DSA must be clear that
not only ICES Data
Covenantors but also ICES
Abstractors will be permitted
accessto PHI containing Direct
Personal Identifiers, and the
latter group only for the
purposes of abstracting relevant
PHI.

Closed

3) DSA made clear
the special access
permissions for
these tworoles.

30-Jul-19

4) Where data resides withan
ASP clinic, the DSA must state
in the Transfer Schedule that
QHR Technologies is acting on
behalf of the physicians to
prepare and provide a data
extraction to ICES.

Closed

4) DSA made clear
the transfer
relationship.

30-Jul-19

5) The DSA must reflect all
transfer methods as options
because the most appropriate
method to be used wiill vary and
not be determined until after the
DSA is signed.

Closed

5) DSA included
transfer options.

30-Jul-19

6) Prior to the commencement
of consultant's workw ith ICES,
ICES must enter into a service
provider agreement w ith the

Open

6) NA

1-Jan-20
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Department of Family and
Community Medicine for
consultant's support or directly
w ith consultant acting as an
independent contractor. If
consultant will be serving only a
minimal role, he willbe required
to sign an ICES NDA rather
than a service provider
agreement. Once the
parameters of consultant”s role
are determined, DQIM must
consult ICES’ Privacy & Legal
Office to put in place the
appropriate contract and advise
on w hether consultant must
receive privacy and security
training.
98 CCO Disclosure - 2-Oct-18 5-Oct-18 Disclosure PIA required | PIA None N/A None N/A N/A N/A
Prostate cancer — complete
Multi-program
quality
improvement
initiative (“MPQII")
929 Ontario 5-Oct-18 12-Oct-18 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Marginalization complete
Index (ONMARG)
100 | Coroner's Data 28-Nov-18 Pending Disclosure PIA required | Sign-off None N/A None N/A N/A N/A
Return (2018) reply from pending
change
ow ner
101 | ORNGE 3-Jan-19 9-Jan-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
complete
102 | TargetKids! 6-Dec-18 9-Jan-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
complete
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103 | Vector Staff as 17-Jan-19 17-Jan-19 Service PIA required | PIA None N/A None N/A N/A N/A
Service Provider for Provider complete
DQIM
104 | New born Screening | 21-Jan-19 21-Feb-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Ontario (NSO) complete
Amendment #2
105 | Public Health 29-Jan-19 N/A Data Holding PIA not Withdraw n None N/A PIA not required. Request N/A N/A N/A
Ontario (PHO) required withdraw n. There is no data
holding, information system,
technology or program at issue
106 | Office of the Chief 9-Feb-19 25-Oct-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Coroner (OCC) - complete
DDARD
107 | CorHealth 11-Feb-19 6-May-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Amendment #4 complete
(3398D) - add STS
108 | HSSO (formerly 15-Feb-19 5-Mar-19 Data Holding PIA required | PIA None N/A None NA N/A N/A
OACCACQC) complete
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personal health
information about
an individual that
are recorded by a
health

information
custodian and
that document
the contents of
conversations
during a private
counselling
session or a
group, joint or
family counselling
session”. This
type of
information may
be captured
during data
extraction and
transfer.

Example Broad interpretation:
Any recording, by any means,
of any information documenting
the contents of conversations
taking place during any
counselling session, betw een
any HIC and any patient,
including formulaic data entry.

Example Narrow interpretation:
Transcript-like recordings, by
any means, documenting the
contents of conversations
betw een a HIC and the patient,
w hichis subject to legal
privilege due to the nature of
the relationship betw een the
patient and HIC (a therapeutic
counselling relationship
developed for the purpose of
the provision of mental health
treatment).

# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
109 | HealthLinks-KHSC 6-Feb-19 12-Aug-19 Data Holding PIA required | PIA 1) Section 45(2) N/A 1) ICES to consider w hether to Closed 1) Mitigated. No N/A
complete of PHIPA adopt a broad or narrow free-textfields will
prohibits the interpretation of this provision, be collected.
collection of and develop policy to reflect this
“notes of decision making.
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(NCNS)

indemnities from the data
source in the data sharing
agreement.

to executed DSA.

# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
2) Pre-approval N/A 2) Once #1 above is complete, Open N/A N/A
w ill be managed ICES to adopt procedures and
by Strategic modifications to existing
Partnerships w ho procedures and forms to
will accept and implement the decisions made.
manage a
compliance risk A procedure for seeking and
relating to a obtaining pre-approval from
contractual and Strategic Partnerships for
legal duty. scientists, as wellas a
Strategic mechanism for Strategic
Partnerships will Partnerships to track this
w ithhold approval process and the due diligence
for any projects associated withit, will require
falling outside the development. A procedure for
scope of the coordinating betw een the
HealthLinks Privacy team and Strategic
Purpose. Partnerships will also need to
be developed.
The procedures described
above must be posted on the
ICES Data Holdings Obligations
Page.
111 | TGLN - Variable 7-Mar-19 Aw aiting Data Holding PIA required | Sign-off None N/A None N/A N/A N/A
List Update additional pending
information
from
chance
ow ner
112 | Nutrition Canada 12-Mar-19 11-Jun-19 Data Holding PIA required | PIA None N/A 1) Include appropriate Closed Language 19-Jun-19
National Survey complete representations, w arranties and satisfactorily added
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does not permit
disclosure to
prescribed
persons under
section 18(4) of
O.Reg 329/04.

must be excluded or, ICES

must seek w ritten authorization
in a manner consistent withthe
DSA requirements set out under
section 5.13 and 9.1.1.

The CIHI DSA is also silent with
respect to waiver, and an

amendment should be sought to
formalize the written agreement.

# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
113 | Ontario Health 1-Mar-19 26-Mar-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Study (OHS) DSA complete
Amendment #2
114 | OCR (CUD to 18-Mar-19 18-Mar-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
GUD) complete
115 | PRONTO - case list | 8-Mar-19 TBD. Disclosure PIA required | PLO team 1) There is Open 1) A policy and/or procedure Open N/A TBD
disclosure to OICR Aw aiting review currently no statement describing the
information policy or parameters, processes,
from procedure w hich considerations required to give
change details unique effectto the disclosures
ow ner. mechanisms permitted under Section
specific to 3(b)(5)(a) of ICES Privacy
disclosure to Policy should be developed.
prescribed
persons or
prescribed
entities, if any
exist.
2) The CHHI DSA Open 2) The data sourced from CHHI Open N/A TBD
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# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
3) DSA 3300 Open 3) DSA 3300 requires Open N/A TBD
does not permit amendment to enable the
onw ard proposed onw ard disclosure.
disclosure by
ICES.
116 | HSSO (formerly 15-Mar-19 28-Mar-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
OACCAC) complete
Amendment #5
117 | HSSO (formerly 11-Apr-19 Aw aiting Data Holding PIA required | PIA None N/A None N/A N/A N/A
OACCAC) - additional complete
ongoing updates information
from
Change
Ow ner
118 | BORN - 2019 11-Apr-19 Aw aiting Disclosure PIA required | Sign-off None N/A None N/A N/A N/A
Disclosure Request additional pending
information
from
Change
Ow ner
119 | HQO - Crossw alk 24-Apr-19 25-Apr-19 Disclosure PIA required | PIA None N/A None N/A N/A N/A
Disclosure complete
120 | OHTN - Variables, 1-May-19 3-Jun-19 Data Holding PIA required | PIA None N/A None N/A N/A N/A
Costs, Transfer complete
Contact Update
121 | CorHealth - 10-Jul-19 7-Aug-19 Business PIA required | PIA 7) ICES willbe at | Closed 1) CIHI DSA must be amended Closed 1) CHI DSA was Feb-20
Disclosure & ICES Process complete once adata to permit ICES to disclose to a amended
as HElectronic recipient, a data prescribed registry for 39(1)(c) accordingly.

Service Provider

provider and an

purposes.
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Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation

ation Was or Is
Expected
to be
Impemen-
ted
electronic service 2) The new agreement with Closed Disclosure purpose 19-Feb-20
provider, w hich CorHealth, discussed below, w as explicitly
creates must make explicit that ICES identified in DSA.
complexity in will disclose CorHealth’s
terms of the registry data back to CorHealth
different for 39(1)(c) purposes.
processes, and 3) ICES should ask IMS Brogan | Closed ICES struck a new Feb-20
number of staff to confirm that the license license agreement
from different permits use of drug information with IMS Brogan to
departments, forICES’ provision for services clearly permit use for
required to to CorHealth. services provision.
support this 4) The IPC Manual sets out Closed DSA drafted to 19-Feb-20
arrangement. It minimum content requirements satisfy IPC Manual
is likely, for for Data Sharing Agreements minimum content
example, that and third party service provider requirements.
DAS and R&A, agreements. ICES must ensure
w hich usually that the agreement betw een
operate more or CorHealth and ICES meets the
less separately, minimum requirements relevant
may share overall to both subject areas to enable
responsibility. the proposed activity. See
This complexity Appendix 1 for the relevant
may create content requirements with
operational respect to ICES’ role as an
confusion and electronic service provider.
blind spots. Under the new agreement,
ICES will be designated an
agent of CorHealth forthe
purpose of the retention of the
custom datasets.
5) The Data Sharing Agreement | Closed DSA incorporated 19-Feb-20

must stipulate that only
Summary Data are permitted to
be offloaded from IDAVE and
this is to be only with assistance
from ICES.

the specified
stipulation.
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Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation

ation Was or Is

Expected
to be
Impemen-
ted

6) IDAVE accounts will be Closed DSA incorporated 19-Feb-20

created and provided to the specified

CorHealth upon request. The stipulation.

Data Sharing Agreement must

stipulate that CorHealth shall

not request, enable, facilitate or

direct IDAVE accounts for any

person whois not an agent of

CorHealth.

7) The roles and responsibilities | Closed A new procedure Mar-20

of ICES staffinvolved in
carrying out ICES’ roles as
electronic service provider and
data provider to CorHealth
should be clearly defined in a
procedure. (The PLO may refer
to this procedure in setting out
core requirements in ICES
policy — most likely the
forthcoming Disclosure Policy —
w ith respect to disclosures to
prescribed entities and
prescribed registries.)

w as developed and
implemented.
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# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
8) CorHealth has confirmed that | Closed DSA addressed 19-Feb-20
they have entered into a Data reporting obligations
Privacy Agreement for to MOHLTC.
Prescribed Registries withthe
MOHLTC and is subject to
certain obligations set out in the
agreement. CorHealth has
stated that they are obligated to
provide copies of reports to
MOHLTC at least 30 days prior
to publication. The Data
Sharing Agreement must
acknow ledge this and that
nothing in the agreement will
prevent CorHealth from carrying
out its obligations to MOHLTC
pursuant to their agreement.
122 | CorHealth - STS 27-May-19 2019-May- Data Holding PIA required | PIA None N/A None N/A N/A N/A
Part 2 28 complete
123 | FOREVER Cohort - | 30-Jun-19 TBD. Data Holding PIA required | In progress | None N/A None NA N/A N/A
Amendment Aw aiting
information
from
change
ow ner.
124 | Hectronic Medical 19-Jul-19 TBD Business PIA required | In progress | N/A N/A N/A N/A N/A N/A
Records — Primary Process
Care
125 | Ontario Brain 11-Jul-19 16-Jan- Technology PIA required | PIA None N/A None NA N/A N/A
Institute-ICES 2020 complete
Central Crossw alk
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Version

# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
126 | POPACG - ICES 3-Aug-19 TBD Data Holding PIA required | In progress | N/A N/A N/A N/A N/A N/A
Derived Data
Holding
127 | Geographic 19-Aug-19 19-Oct-19 Data Holding PIA required | PIA 1) Compliance Addressed. 1) Obligations relating to the Closed. 1) Obligations 30-Oct-19
Boundary Data complete w ith certain use of these files must be related to the use of
obligations. tracked and accessible to ICES these files were
agents and third party identified and
researchers. Implementation posted for
must be adequately mandated. availability to third
party researchers.
2) Potential future | Addressed. 2) Data is subject to a uniform Closed. 2) DQIM w as made 11-Oct-19
licensing licence. DQIM must be careful aw are that data is
restrictions. to confirm that no additional subject to a uniform
licensing restrictions apply to license and also
any future dow nloads. instructed to take
caution to confirm
that no additional
licensing restrictions
apply to any future
dow nloads.
128 | HealthLinks 18-Sep-19 TBD Data Holding PIA required | In progress | N/A N/A N/A N/A N/A N/A
Amendment
129 | InterRAI Palliative 23-Sep-19 TBD Data Holding PIA required | In progress | N/A N/A N/A N/A N/A N/A
Care - HSSO
130 | Joinpoint Callable 24-Sep-19 TBD Technology PIA required | In progress | NA N/A N/A NA N/A N/A
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inconsistent w ith the PDC
Procedure and use of REDCap.
Insert a provision to prohibit

review ed and
determined to not be
inconsistent w ith the

# Title Open Date PIA PIA Type Assess- PIA Status | Risks Identified | Risk Status Recommendations Recomm- | Manner of Date
Completio- ment endation Implementing Recomm -
n Date Determin- Status Recommendation endation
ation Was or Is
Expected
to be
Impemen-
ted
131 | Research 8-Oct-19 10-Dec- Technology PIA required | PIA None N/A 1) Develop and make available Closed. 1) Boiler plate 15-Jan-
Electronic Data 2019 complete boilerplate language that language was 2020
Capture & Primary describes the process of developed.
Data Collection collecting data through REDCap
Procedure and linkage of data at ICES, for
inclusion by project teams in
REB applications. Data
retention timeframes should
also be included in the
language, taking into account
that timeframes set out in REB
applications must correspond to
those set out in associated
DSAs and should also mirror
ICES’ Record Retention
Schedule. Boilerplate language
will ensure accuracy and avoid
misrepresentations in REB
applications.
2) The Project PIA should be Closed 2) Project PIA was 10-Jan-
amended to capture the updated. 2020
follow ing: “Case List
Transfer Required: Y/N. If yes,
specify
variables:
Transfer method
(specify): ?
3) Update case list transfer Closed 3) Case list transfer 10-Jan-
procedure to explicitly describe procedure w as 2020
sets for Excel file encryption. updated.
4) Review ICES Abstractor Partially 4) ICES Abstractor Target
Confidentiality Agreement to closed Confidentiality date: Nov-
ensure provisions are not Agreement w as 2020
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Title

Open Date

PIA
Completio-
n Date

PIA Type

Assess-
ment
Determin-
ation

PIA Status

Risks Identified

Risk Status

Recommendations

Recomm -
endation
Status

Manner of
Implementing
Recommendation

Date
Recomm -
endation
Was or Is
Expected
to be
Impemen-
ted

storage of data on mobile
devices. Adjust requirements to
require return of items either in
person or via courier.

PDC Procedure and
use of use of
REDCap. Changes
yet to be made
include insertion of a
provision to prohibit
storage of data on
mobile devices and
to requirement to
return items in
person or via
courier.

375




Appendix E-Privacy Audit Program

ICES 2020 Report

Privacy audit | Description Date Recommendation(s) Date Action(s) taken or proposed to be taken to address
completed recommendation(s) recommendation(s)
was oris proposed to
be addressed

A. Audit of | An audit was conducted on particular aspects | Feb 2019 1. Deploy privacy training on an annual 1. Aug 2019 Deployed annual e-training.
agent of agent access to the Research & Analytic basis to meet IPC requirement to do 2. Aug 2019 Annual e-training addresses policies and procedures
access Environment (RAE) where ICES data reside So. 3. Proposed: Dec for gaining accessto the RAE

for use in analysis. The audit period covered 2. Enhance privacy aw areness training 2020 A working group will be established to address role-
Jul 2017 — Sep 2018. to provide education specifically on based training.
accessing the RAE.
3. Set up working group to address role-
based on-the-job training regarding
RAE access.

B. Audit of | An audit was conducted on particular aspects | Feb 2019 1. Review Accessto ICES Data Policy, 1. Proposed: 31 Oct Review Accessto ICES Data policy, add the access
agent of agent access to the Research & Analytic add access content to summary data 2020 content to summary data and de-identified data or
access Environment (RAE) where ICES data reside and de-identified data or refer to 2. Proposed: 31 Oct referto relevant procedures.

for use in analysis. The audit period covered relevant procedures. 2020 “Need to know ” principle and “role-based” principle
Jul 2017 — Sep 2018. 2. Add “need to know ” principle and 3. Feb 2019 will be added to Protection to ICES Data Policy.
“role-based” principle to Protection to | 4. Proposed: 31 Oct Removed data classification from security policy and
ICES Data Policy. 2020 procedures.
3. Remove confusing data classification The content relating to ICES Data Covenantor willbe
from security policy and procedures. updated w henreview ingthe Accessto ICES Data
4. Update the content relating to ICES Policy.
Data Covenantor w henreview ing the
Access to ICES Data Policy.

C. Audit of | Anaudit was conducted on particular aspects | Feb 2019 1. Compare RAE SAS Active Directory 1. Feb 2019 Compared RAE SAS Active Directory list with
agent of agent access to the Research & Analytic list with Corporate Active Directory list | 2. Proposed: 30 Corporate Active Directory list and identified
access Environment (RAE) where ICES data reside to identify redundant RAE SAS user Sep 2020 redundant RAE SAS user accounts.

for use in analysis. The audit period covered accounts. The annual project access verification process will be
Jul 2017 — Sep 2018. 2. Review the annual project access review ed, including the follow ing:

verification process.

e Provide a summary report displaying current
RAE user’s access (user name, title,
research program, project trim number, PIA,
access to folder etc.).

e  Suggest that DQIM, R&A and DAS develop
a user-friendly access control list.

e Optimize the RAE access verification
template and review process to enable
manager has visibility of the team's access
to RAE




ICES 2020 Report

e Involve Privacy & Compliance Manager in
the process to ensure necessary documents
are included.

e Secure [T and DQIMs involvement to
ensure the revised process could also
satisfy the need of minimizing storage space
and other operation needs.

e Reflect the updated procedure in relevant
policy and procedures.

D. Audit of [ Anaudit was conducted on particular aspects | Feb 2019 1. In the RAE SAS environment, audit 1. Feb 2019 Time will be taken during regular departmental
agent of agent access to the Research & Analytic library logs are maintained to record meetings to alert RAE users to the existence of the
access Environment (RAE) where ICES data reside comprehensive access transactions RAE audit library and explain the importance of the

for use in analysis. The audit period covered to RAE. How ever, not all RAE users “need-to-know ” principle and “role-based access”.
Jul 2017 — Sep 2018. are aw are of the existence of logs in

RAE SAS environment. ICES must

ensure that all users are aw are of

access logs.

E. Audit of [ Anaudit was conducted on particular aspects | Feb 2019 1. Set up aquarterly review process on 1. Work is ongoing. Define the scope and use cases of the quarterly
agent of agent access to the Research & Analytic RAE access log. Proposed: Dec review, including the follow ing:
access Environment (RAE) where ICES data reside 2020 e  Ensure the quarterly review is conducted on

for use in analysis. The audit period covered an ongoing basis and includes targeted
Jul 2017 — Sep 2018. (reactive) and random (proactive) auditing.

e Set up a specific RAE log procedure to set
out the types of auditing and monitoring that
must be conducted using the logs; the
procedure for each type of auditing and
monitoring; the agent responsible for each
type of auditing and monitoring; the
frequency withw hich each type of auditing
and monitoring must be conducted; the
criteria to be used for each type of auditing
and monitoring; the procedure to be follow ed
for review ing and addressing the findings of
the auditing and monitoring; and the
procedure to be follow edin the event that an
actual or suspected privacy breach is
identified.

e Addthe above-mentioned procedure in the
System Control and Audit Log Policy.

F. Audit of [ Anaudit was conducted on particular aspects | Feb 2019 1. Accessto RAE accounts for full-time 1. Work is ongoing. Access to RAE accounts for full-time employees will
agent of agent access to the Research & Analytic employees should be set to expire Proposed: Dec be set to expire automatically; the timeframe for
access Environment (RAE) where ICES data reside automatically; the timeframe for 2020 expiry will (most likely) be set to coincide w ith annual

for use in analysis. The audit period covered
Jul 2017 — Sep 2018.

expiry should coincide with annual
confidentiality agreement renew al;

confidentiality agreement renew al; and a list of
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and a list of employees w hofail to
renew should be sentto ICES’ IT to
disable their account.

employees w ho fail to renew will be sent to ICES’ T
to disable their account.

G. Audit of | Anaudit was conducted on particular aspects | Feb 2019 1. The ICES project transfer procedure 1. Dec 2019 1. In regular project team meetings time w as spent
agent of agent access to the Research & Analytic contains a gap in that access to the 2. Work is ongoing. raising aw areness of redundant access and removing
access Environment (RAE) where ICES data reside original project data folder is required Proposed: Dec accessin atimely way.

for use in analysis. The audit period covered to be provided to complete the 2020 2. In the onboarding-offboarding system, a feature will
Jul 2017 — Sep 2018. transfer but removal of access 3. Work is ongoing. be added to centrally record role changes: promotion,
thereafter is not monitored. In regular Proposed: 30 department change, transfer from one site to another
project team meetings time should be Sep 2020 site, and transfer from one project to another project.
spent raising aw areness of redundant 3. In the project verification process, a checkbox willbe
access and removing access in a added to ensure access to the original project folder
timely way. is review ed for agents w ho have changed roles or
2. In the onboarding-offboarding transferred from one project to another project.
system, add a feature to centrally
record role changes: promotion,
department change, transfer from one
site to another site, and transfer from
one project to another project.
3. In the project verification process,
add a checkbox to ensure access to
the original project folder is review ed
for agents w ho have changed roles or
transferred from one project to
another project.

H. Audit of | ICES agents are provided access to data Jul 2018 1. Remove accessforany agent who 1. 30 Sep 2020. 1. Microsoft Identify Management (MIM) w as deployed
agent based on the projects to w hichthey are confirms access is no longer in Dec 2019 and agents have been able to remove
access assigned. An audit was conducted to verify required. themselves from projects since that time. Internal

continued need for access to the data specific stakeholders have met to initiate a new annual
to each project. project membership verification process using MIM
and the projected completion date as 30 Sep 2020.

I Other The ICES data repository w as scanned to Apr 2019 None n/a n/a
privacy detect presence of sensitive variables and
audit these w ere checked against the type of

access permitted to each file.

J.  Other The entire ICES data repository was scanned | Apr 2019 1. Remove or mask any sensitive 1. Apr 2019 1. Sensitive variables wereremoved or masked
privacy | to detect presence of free-text fields. Fields variables within the free-textfields. 2. Aug 2019 and the revised data w as reposted for use.
audit w ere flagged if they w ere >50 characters 2. Update Creating Coded Data 3. Work is ongoing. 2. Creating Coded Data Procedure w as updated.

long, had at least one value >30 characters
long, and contained >50 unique values.

Procedure to include more specific
instructions for dealing w ith free-text
fields.

Mar 2021

3. Assess data with free-textfields to develop new

logic and tool for better free-textdetection. (A
preliminary version of such a tool has been
developed. Work is underw ay to refine models
for various types of free-text data in order to
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3. Embed new logic in the macro to identify the most appropriate algorithms for de-
better identify potential free-text sensitization of free text data).
fields.

379



Appendix F —Privacy Breaches

ICES 2020 Report

# Breach | Date Description Internal/ | Nature & Sr. Containment Containmen | Third Investigatio | Investigatio | Recommendation | Implemented
type notifie external | extent Managemen t date party n start n close S
d t Notified notice
1 Policy 1-Nov- A manuscript Internal The results 1-Nov- 2016 The journal was | 1-Nov-2016 Not 1-Nov-2016 29-Dec-2016 | 1. Communicate 1. A reminder
2016 w ith summary contained small instructed to required. areminder to was
results on MRI- cells the exact delete copies of the principal communicate
based number of the manuscript investigation to dto the
neuroanatomica w hichw as not in its complete are- principal
| predictors of explicit but possession. identification investigator
dysphagia w as could be ICES received risk on 2-Nov-
delivered to a calculated. The confirmation of assessment, 2016.
medical journal risk of the destruction. A and as part of
for recipient being revised copy this, to 2. ICES
consideration able to use the w ith the small suppress small Research and
for publication. cell to re- cells cells prior to Analysis w as
identify any suppressed w as release of any instructed to
person w as reissued to the reports. amend faculty
very low. journal. training on 2-
2. ICES Nov-2016.
Research and The materials
Analysis w as now cover the
instructed to rules on re-
amend ICES identification
faculty training risk
to emphasize extensively
rules of re- w ith specific
identification examples of
risk small cell
assessments. suppression.
2 Contrac | 24- A government External | The personal 24-Nov-2016 | The Chief 28-Nov-2016 | 24-Nov- 24-Nov-2016 | 3-Mar-2017 1. The agency 2. The agency
t Nov- agency health Privacy & Legal 2016 must secure confirmed in
2016 disclosed information w as Officer ordered explicit w riting on 24-
personal health disclosed to the project team permission for Feb-2017 that
to ICES, which ICES in fully- using the the health permission
ICES later identified form. personal health information w as obtained.
discovered the A mitigating information to custodians to
agency did not factor w as that suspend all disclose their
have explicit ICES de- workand information to
permission to sensitized the guarantine the ICES.
share. The information data and aw ait
agreements prior to release further notice.
betw een the to the

agency and the

investigators.
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Breach | Date Description Internal/ [ Nature & Sr. Containment Containmen | Third Investigatio | Investigatio | Recommendation | Implemented
type notifie external | extent Managemen t date party n start n close s
d t Notified notice
various health
information
custodians
appeared to
prohibit
disclosure.
Policy 24-Apr- | A table with Internal The results 24-Apr-2017 | The principal 22-Apr-2017 | Applicabl 24-Apr-2017 11-May-2017 | 1. Communicate 1. A reminder
and 2017 summary contained investigator e data areminder to was
contract results on several small instructed the providers the principal communicate
testicular cells. The journal to were investigation to dto the
cancer was exact number of remove the notified of complete are- principal
delivered to a cells was table fromits the identification investigator
medical journal explicit, w ebsite incident risk on 21-Apr-
and posted on although the immediately. on 11- assessment, 2017.
the journal's risk of someone ICES received May- and as part of
w ebsite to being able to confirmation the 2017. this, to
accompany the use the cell to journal suppress small
related scientific re-identify any complied. cells prior to
abstract. person w as release of any
very low. reports.
Policy 29- A hospital sent External | The table 29-May-2017 | The recipient at | 29-May-2017 | The 29-May-2017 | 29-May-2017 | None N/A
May- atable to an contained fully- ICES was sender
2017 ICES identified data. instructed to was
investigator that It was sent to delete the table notified
contained and received by and inform the on 29-
personal health a single sender of the May -
information that recipient at incident. The 2017.
w as not meant ICES. recipient
to be sent. confirmed
deletion.
Policy 27-Jun- | ICES provided Internal The indicators 27-Jun-2017 | The online 27-Jun-2017 Notice the | 27-Jun-2017 3-Aug-2017 1. ICES must 1. ICES
and 2017 aggregate containing small portal through data to develop a developed a
contract tables to a cells related w hich provider process for processed
government w ere displayed physicians w as not vetting the and
agency whoin in 58 of 999 accessed their required. aggregate delegated
turn provided physician reports w as tables for small responsibility
indicators practice profile temporarily cell to an ICES
calculated using reports. The decommissione suppression scientist for
those tables to indicators d and steps before vetting the
physicians w ho concerned the w ere taken to releasing to aggregate
consented to number of a prepare and the
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Breach | Date Description Internal/ [ Nature & Sr. Containment Containmen | Third Investigatio | Investigatio | Recommendation | Implemented
type notifie external | extent Managemen t date party n start n close s
d t Notified notice
receive their physician’s release new government reports on 7-
ow nindividual patients w ho reports with the agency rather Jul-2017.
practice did not receive small cells than relying on
profiles. cholesterol adequately the latter to 2. A caution
Certain of medication. suppressed. perform the messaged
practice profile The small cells Physicians w ho assessment. w as posted to
reports w ere assessed had accessed the portal on
contained small and the risk of their reports 2. Affixacaution 11-Jul-2017.
cells. re-identification w ere instructed message on
w as determined to destroy any the online
to be very low. copies in their portal
possession. prohibiting any
(Physicians attempt to re-
w ere not asked identify
to confirm patients.
destruction.)
Policy 19-Oct- | A manuscript Internal The small cells 19-Oct-2017 The journal was | 25-Oct-2017 Notice to 19-Oct-2017 27-Nov-2017 | 1. Communicate 1. A reminder
2017 submitted to a related to group instructed to the data areminder to was
medical journal of individuals delete all copies providers the principal communicate
contained a w ith cancer and of the w as not investigation to dto the
table of results w hether they manuscript in its required. complete are- principal
on individuals lived in an possession and identification investigator
w ith cancer and urban or rural to awaita risk on 27-Nov-
these results setting. The revised version assessment, 17.
contained small exact cell size w ith the small and as part of
cells. w as not explicit cells this, to
but could be suppressed. suppress small
calculated. The ICES received cells prior to
risk the small confirmation release of any
cells could be that the journal reports.
used to re- deleted copies
identify a of the
person w as manuscript.
assessed as
very low.
Policy 11-Jan- | A manuscript Internal The exact cell 11-Jan-2018 The journal was | 11-Jan-2018 Notice to 11-Jan-2018 23-Jan-2018 1. Communicate 1. A reminder
2018 w ith summary size w as not instructed to the data areminder to was
results related explicit but delete all copies providers the principal communicate
to individuals could be of the w as not investigation to dto the
w ith calculated. The manuscript in its required. complete are- principal
neuromuscular risk the small possession and identification investigator
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Breach | Date Description Internal/ [ Nature & Sr. Containment Containmen | Third Investigatio | Investigatio | Recommendation | Implemented
type notifie external | extent Managemen t date party n start n close s
d t Notified notice
diseases was cells could be to awaita risk on 23-Jan-
submitted to a used to re- revised version assessment, 2018.
medical journal identify a w ith the small and as part of
and the results person w as cells this, to
contained small assessed as suppressed. suppress small
cells. very low . ICES received cells prior to
confirmation release of any
that the journal reports.
deleted copies
of the
manuscript.
Policy 07-Feb- | AnICES Internal The incident 9-Feb-2018 Director of 22-Feb-2018 | Notice to 07-Feb-2018 22-Feb-2018 | Several actions All w ere confirmed
2018 Analyst involved w as that the DQIM was the data must be taken to to be implemented
in an ICES free-text data instructed to provider avoid future related | (May 2018)
project, a w as offloaded issue a request w as not incidents data
component of from an for all affected required. cleaning activities
w hichinvolves environment projects w henw orking w ith
“cleaning” lab w hereit was members to free-text fields.
data received required to destroy the file These include:
MOHLTC had remain at all and confirm
sent a file to times. The data destruction. All a) Bolster current
project did not leave project DQIM
members ICES’ custody. members protocol/guideline
containing The risk w as confirmed (top priority)
frequencies of extremely low . destruction.

lab tests w hich
included a large
number of free-
text fields via
email. Such
data is not
allow ed to be
offloaded ICES’
Research and
Analytic
Environment
(RAE). Rather,
it must be

view ed w ithin
ICES on the
RAE.

b) Provide further
education and
training to the
group of analysts
w orking on OLIS
cleaning,
addressing
protocol/guideline
specifically

¢) Maintain a list of
individuals who are
allow ed to receive
summary data for
each test group
(e.g. have singed
NDA)
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# Breach | Date Description Internal/ [ Nature & Sr. Containment Containmen | Third Investigatio | Investigatio | Recommendation | Implemented
type notifie external | extent Managemen t date party n start n close
d t Notified notice
9 Policy 15-Feb- | Reports Internal The exact 15-Feb-2018 | Accessto the 15-Feb-2018 | Notice to 15-Feb-2018 23-Feb-2018 | None NA
2018 distributed to values of the online portal of the data
physicians with small cells were any physicians provider
information not explicitly whowere w as not
about their identified in the suspected to required.
practice reports. Small have received a
contained small cells could only report
cells. be calculated containing small
through cells was
inference based disabled and
on a bar graph not enabled
w hichin some until new reports
cases displayed w ere uploaded
instances of 6 w ith the
or fewer graphical error
patients. The eliminated.
small cells Physicians w ho
reflected the had accessed
percentage of a their reports
physician’s w ereinstructed
patients w ho to destroy any
had received a copies in their
prescription for possession.
opioids or (Physicians
benzodiazepine w ere not asked
s within March to confirm
of 2017 either destruction.)
by the physician
or another
physician.
10 Policy 16-Jul- A table included | Internal One small cell 16-Jul-2018 A project team 16-Jul-2018 Notice to 16-Jul-2018 18-Jul-2018 Communicate 1. A reminder
2018 in a manuscript w as present in member the data areminder to was
submitted to a the table contacted the provider the principal communicate
medical journal displayed in the journal to w as not investigation to dto the
contained a manuscript. request that it required. complete are- principal
small cell. The exact cell destroy copies identification investigator
size w as not of the risk on 18-Jul-
specified, but it manuscript in its assessment, 2018.
could be possession. and as part of
calculated using The journal this, to
the column confirmed suppress small

totals displayed.

cells prior to
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Breach
type

Date
notifie
d

Description

Internal/
external

Nature &
extent

Sr.
Managemen
t Notified

Containment

Containmen
t date

Third

party
notice

Investigatio
n start

Investigatio
n close

Recommendation
s

Implemented

The small cell
reflected receipt
of home care
palliative
servicesin
patients also
receiving
dialysis in their
last year of life.

destruction of
the manuscript.

release of any
reports.

11

Policy
and
Contrac
t

23-
Aug-
2018

A draft
manuscript
circulated
among project
team members,
in the context of
a third party
research
project, was
discovered to
contain a small
cell.

External

The third party
researcher
copied data
from a serverin
violation of an
agreement with
ICES

prohibiting
removal of data
from ICES
systems w ithout
permission,
thus permitting
generation of a
cell withfewer
than 6
observations.
The small cell
related to
hospital
mortality. The
cell was
assessed and
determined to
pose only a
very low risk of
re-identification.

23-Aug-2018

A senior ICES
scientist
reminded the
third party
researcher of
his obligation to
not physically
copy any data
displayed by
ICES systems.

Prior to

notification to
the Privacy &
Legal Office.

Not
required.

23-Aug-2018

29-Aug-2018

None

N/A

12

Policy

28-Mar-
2018

A table contain
small cells was
sentto a
research
coordinator w ho

Internal

The cell values
w ere not explicit
but could be
calculated. The
small cells were

28-Mar-2018

The researcher
coordinator w as
instructed to,
and did, delete
the email

28-Mar-2018

Not
required.

28-Mar-2018

28-Mar-2018

None

N/A
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Breach | Date Description Internal/ [ Nature & Sr. Containment Containmen | Third Investigatio | Investigatio | Recommendation | Implemented
type notifie external | extent Managemen t date party n start n close s
d t Notified notice

was not a determined to containing the

project team pose only a low table.

member and risk of re-

thus not identification.

supposed to

receive the

table.
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Name Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto

Date(s) New Policy Communication Communication Communication | Communications Materials

Required Date Materials
Amended
Acceptable Use | May-19 Amendment Referred to Remote Access Policy; added Oct-19 Intranet posting No n/a
Policy cloud softw are responsibilities; general format
revisions
Oct-19 Amendment Updated titles and departments; added Oct-19 Intranet posting No n/a
Coroners Act addendum

Data Backup Oct-19 Amendment Updated roles to reflect organizational Oct-19 Intranet posting No n/a
Policy changes; added Coroners Act addendum
Destruction of Oct-19 Amendment Updated titles and departments n/a n/a No n/a
ICES Data SOP
ICES Data Oct-19 Amendment Moved to new template; updated roles and Oct-19 Intranet posting No n/a
Management departments; added Coroners Act addendum
Policy
ICES Data Oct-19 No Amendment None n/a n/a No n/a
Management
Standard
Security Oct-19 Amendment Updated titles n/a n/a No n/a
Incident Log &
Report Form
Workbook
(formerly ICES
Security
Incident
Management
SOP)
Information Oct-19 No Amendment None n/a n/a No n/a
Media
Destruction
SOP
Information May-19 Amendment Updated to new template n/a n/a No n/a
System
Acquisition,
Development
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Policy Communication Communication Communication | Communications Materials
Required Date Materials
Amended
and Jun-19 Amendment Updated roles and designations; changed DTS | Jun-19 Intranet posting No n/a
Maintenance reference to encompass DQIM, IT and
Policy Security
Oct-19 Amendment Added Coroners Act addendum Oct-19 Intranet posting No n/a
Mobile Devices Oct-19 Amendment Updated to new template; updated titles and Oct-19 Intranet posting No n/a
Policy departments; added Coroners Act addendum
Passw ord May-19 Amendment Updated to new template Jun-19 Intranet posting No n/a
Policy Jun-19 Amendment Updated roles and designations; added Jun-19 Intranet posting No n/a
"service accounts" to the user account
definition; update NIST reference link
Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a
Patch Jun-19 Amendment Updated roles and departments; minor update | Jun-19 Intranet posting No n/a
Management on the purpose and scope; included loT
Policy devices
Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a
Physical Oct-19 Amendment Updated roles; added more procedural details Oct-19 Intranet posting No n/a
Security Policy about each physical security system; added
ICES Central site map as an appendix; added
Coroners Act addendum
Remote Access | Mar-19 Amendment Policy updated to reflect recent changes in Mar-19 Intranet posting No n/a
Policy remote access methods across ICES netw ork
Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a
Case List Sep-17 Amendment Update to explicitly confirm caselists are Sep-19 Intranet posting No n/a
Request & encrypted w hen sent by email
Distribution Feb-18 Amendment Update to include procedures in Axw ay Feb-18 Intranet posting No n/a
Procedure transfer
Jun-19 Amendment Update to include REDCap PDC tool Jun-19 Intranet posting No n/a
procedures
Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a
Managing Oct-19 Amendment Updated to new template; added Coroners Act | Oct-19 Intranet posting No n/a
Paper Chart addendum
Documents
Procedure
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Policy Communication Communication Communication | Communications Materials
Required Date Materials
Amended

Security Audit & | May-19 Decommissioned Relevant information transferred to Internal May-19 Intranet posting No n/a
Monitoring Audit Policy
Policy (formerly
Security Audit Oct-19 No Amendment None n/a n/a No n/a
Policy)
Security Audit Jul-19 Amendment Added new logo; updated title and department | n/a n/a No n/a
Report Form names
Template
Security Jun-19 Amendment Added to new template; updated titles and Jun-19 Intranet posting No n/a
Aw areness & departments
Training Policy  ["Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a
(formerly
Security
Training Policy)
Security Sep-19 Amendment Divided information Security program Sep-19 Intranet posting No n/a
Framew ork & according to Cybersecurity and Physical
Governance Security
g?el(l:cl}(’ity Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a
Framew ork &
Governance
Policy
Security Jun-19 Amendment Updated to new template; updated titles and Jun-19 Intranet posting No n/a
Incident departments; added content for increased
Management clarity
Policy Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a
System Control Jun-19 Amendment Moved to new template; updated roles and Jun-19 Intranet posting No n/a
& Audit Log departments; included staff, faculty and users
Policy to the scope; Changes IT Director

Responsibility to Security Manager; included

cybersecurity users

Oct-19 Amendment Added Coroners Actaddendum Oct-19 Intranet posting No n/a

Visitors Policy May-19 Amendment Updated to new template; updated titles and May-19 Intranet posting No n/a

departments
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Nam e Review Amendment/ Amendment/New Policy Description Agent Nature of Agent Public Description of Amendmentsto
Date(s) New Policy Communication Communication Communication | Communications Materials
Required Date Materials
Amended
Oct-19 Amendment Reorganized content; revised roles and point Oct-19 Intranet posting No n/a

of contact for suspected security incidents;
added Coroners Act addendum
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Appendix H—Physical Security Audits

access audit

to ICES
premises.

Visitor logs w ere
review ed to
ensure
compliance w ith
ICES’
corresponding
Visitors Policy.

visitor logs is
completed each
month.

arose from the monthly
visitor log review . For
clarity, during the
review s, any electronic
access cards found not
have been returned are
de-activated
immediately.

# | Type of Description of Date Audit Recommendation(s) Date recommendation(s) | Actions taken or
Audit Audit Completed was or is proposed to proposedtobe
be addressed takento address
recomm endation(s)
1 | Physical Audit of access A review of the No recommendations N/A N/A

ICES 2020 Report
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Appendix | — Security Audit Program

# Type of Audit | Description of | Date Audit | Recommendation(s) Date Actions taken or
Audit Completed recommendation(s) proposedto betaken
was or is proposed to address
to be addressed recommendation(s)
1. Dual monitor Assess risk of 20-Mar- 1. Netw ork banner 1. 20-Mar-2017 1. Netw ork banner
TRA deploying dual 2017 message to be w as applied.
monitors across presented at time of
ICES netw orks. login reminding re-
identification of
ICES data is
prohibited.
2. Mobile Assess risk of 20-Mar- 1. 20-Mar-2017
Devices smart phone 2017 2. 20-Mar-2017
TRA use w ithin ICES
premises.
3. EMRALD to Assess phase 1 | 24-April- 1. 13-Feb-2017
RAE Migration of the EMRALD | 2017 2. 13-Feb-2017
TRA to Research 3. 13-Feb-2017
Analytics
Environment
Migration to
determine the
overall security i
posture. Actions taken or
Z, COACH Risk | Assess 6-Mar-2017 | Recommendations have 1 6-Mar-2017 proposed to be taken to
Calculator COACH Risk not been identified in address
TRA Calculator order to avoid external recommendations have
application. threats to ICES systems. noé been ide_gtified in |
5. Si_teco_re A§sess the 5-May- 1. 17-Apr-2017 ?r:ree;téotg\fgéseétg?fm.
Migration TRA Sitecore 2017 2. 17-Apr-2017
migration from 3. 5-May-2017
version 6.6 to
7.2.
6. Netw ork Assess the 5-Oct-2017 1. 19-May-2017
Equipment netw ork 2. 31-Jan-2018
TRA (a equipment 3. 29-Jun-2017
general switches as
description part of IT
has been used | refresh project.
here instead of
the technology
brand name)
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# Type of Audit | Description of | Date Audit | Recommendation(s) Date Actions taken or
Audit Completed recommendation(s) proposedto betaken
was oris proposed to address
to be addressed recommendation(s)
7. Work From Assess the 2017-11-06 1. 31-Aug-2017
Home TRA w orkfrom 2. 7-Jul-2017
home solution 3. 10-Oct-2017
w hich includes 4. 10-Oct-2017
Citrix and user 5. 1-Nov-2017
laptops.
8. Email Assess the 10-May- 1. 31-Jul-2017
Gatew ay TRA design and 2017 2. 31-Jul-2017
(a general implementation 3. 31-Jul-2017
description of the email 4, 31-Jul-2017
has been used | gateway 5. 31-Jul-2017
here instead of | solution. 6. 31-Jul-2017
the technology 7. 31-Jul-2017
brand name)
9. Thin-Client Assess the thin | 10-May- 1. 20-Jul-2017
Management client 2017 2. 20-Jul-2017
Servers TRA management 3. 20-Jul-2017
solution. 4.  20-Jul-2017
5. 20-Jul-2017
10. | Email Assess the 8-Mar-2017 | Recommendations have 73 ~10.3un-2017 Q;;};,"o”:egafg"bg .
Infrastructure | design and not been identified in 2. 29-Nov-2017 dd
i i order to avoid external address
TRA implementation e 3. 10-Jun-2017 recommendations have
upgrade. 5. 10-Jun-2017 order to avoid external
threats to ICES systems.
11. Corp VDI TRA | Assessthe VDI | 09-Jan- 1. 10/06/2017
upgrade. 2017 2. 10/06/2017
3. 10/06/2017
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# Type of Audit | Description of | Date Audit | Recommendation(s) Date Actions taken or
Audit Completed recommendation(s) proposedto betaken
was oris proposed to address
to be addressed recommendation(s)
12. Data Safe Assess the 24-Jul- 1. 13-Sep-2017
Haven TRA design and 2017 2. 28-Jul-2017
implementation 3. 22-Nov-2017
of a private 4. TBD
cloud 5. TBD
collaboration 6. 9-Oct-2017
project.
13. Secure File Assess the 11-Oct- 1. 25-Oct-2017
Transfer TRA upgrade and 2017 2. 25-Oct-2017
(a general migration of the 3. 25-Oct-2017
description secure file
has been used | transfer
here instead of | solution.
the technology .
brand name) Recommendations have Actions taken or
14. | GPU Machine | Assess the 18-Oct- not been identified in 1. 12-Dec-2017 RG] 1 L DTELE
TRA GPU machine | 2017 order to avoid external | 2 18-Oct-2017 senfess
and threats to ICES systems. | 1 18-Oct-2017 T ETE
environment not been identified in
' order to avoid external
threats to ICES systems.
15. IDAVE Virtual Assessthe VDI | 02-Nov- 1. 03-Nov-2017
Desktop upgrade. 2017 2. 03-Nov-2017
Infrastructure
(VDI) TRA
16. Antimalw are Assess the 27-Dec- 1. 27-Dec-2018
Tool TRA (a design and 2017 2. 29-Jan-2018
general implementation 3. 29-Jan-2018
description of a new 4. 29-Jan-2018
has been used | antimalw are 5. 29-Jan-2018
here instead of | solution.
the technology
brand name)
17. Backup Assess the 29-Jan- 1. 25-Jan-2018
Solution TRA design and 2018 2. 25-Jan-2018
(a general implementation 3. 30-Jan-2018
description of a new 4. 25-Jan-2018
has been used | backup 1. 26-Mar-2018
here instead of [ solution.
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# Type of Audit | Description of | Date Audit | Recommendation(s) Date Actions taken or
Audit Completed recommendation(s) proposedto betaken
was oris proposed to address
to be addressed recommendation(s)
the technology
brand name)
18. ICES North Assess any 22-Feb- 1. 22-Feb-2018
Connectivity risks introduced | 2018 2. 22-Feb-2018
TRA for ICES North 3. 22-Feb-2018
w ith new
nework Recommendations have Actions taken or
. y not been identified in proposed to be taken to
solution. order to avoid external address
19. Research Ass_ess the 14-Feb- threats to ICES systens. 1. 05-Apr-2018 recommendations have
Database TRA | design and 2018 2. 16-Feb-2018 not been identified in
(a general implementation order to avoid external
description the web threats to ICES systems.
has been used | application
here instead of | used for
the technology | building and
brand name) managing
online surveys
and databases.
20. Record Assess the 27-Apr- 1. 10-Apr-2018
Linkage dataflow 2018 2. 10-Apr-2018
Softw are TRA process and 3. 10-Apr-2018
(a general application
description environment.
has been used
here instead of
the technology
brand name)
21. ICES North Assess 7-Apr-2018 1. 07-Jul-2018
Satellite Site netw ork, 2. Approx. Jul-2018
TRA physical and 3. Approx. Jul-2018
procedural 4. Approx. Jul-2018
threat risk 5. 24-Dec-2018
assessment of 6. 24-Dec-2018
new ly 7. 24-Dec-2018
established 8. 24-Dec-2018
9. 24-Dec-2018
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# Type of Audit | Description of | Date Audit | Recommendation(s) Date Actions taken or
Audit Completed recommendation(s) proposedto betaken
was oris proposed to address
to be addressed recommendation(s)
ICES North 10. 24-Dec-2018
satellite office.
22. Netw ork A h 20-Jul- 1. 16-Jul-201 .
M?)tnit(?ring dessigisaltng Zgléu . o208 Actions taken or
TRA (a imol tati Recommendations have proposed to be taken to
plementation . o
general of the IT not been |de_nt|f|ed in address _
descripti Infrastruct order to avoid external recomnendathqs have
ption nfrastructure
has been used | availability and sz o |22 Seiais. B e et
here instead of | performance OO CH NI
o threats to ICES systems.
the technology | monitoring
brand name) solution.
23. Auditing Tool Assess the 31-Jul- 1. 23-Nov-2018
TRA (a design and 2018 2. 23-Nov-2018
general implementation
description of the Active
has been used | Directory and
here instead of | File Server
the technology | change audit
brand name) solution.
24. Password TRA | Assessthe 01-Aug- 1. 09-Aug-2018
(a general design and 2018 2. 09-Aug-2018
description implementation
has been used | of the
here instead of | Enterprise
the technology | Password
brand name) Management
softw are.
25. Research Assess the 26-Oct- 1. Approx. Aug-2018
Database architecture 2018 2. Approx. Aug-2018
Survey and modification of
Modules (a the electronic
general data capture
description application.

has been used
here instead of
the technology
brand name)
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# Type of Audit | Description of | Date Audit | Recommendation(s) Date Actions taken or
Audit Completed recommendation(s) proposedto betaken
was oris proposed to address
to be addressed recommendation(s)
26. Hectronic Assess the 12-Nov- 1. 12-Dec-2018
Management design and 2018 2. 12-Dec-2018
Tool TRA (a implementation 1. 25-Oct-2018
general of the web
description based
has been used | electronic
here instead of | management,
the technology | auditing and
brand name) reporting tool.
27. Passw ord Assess 24-Oct- TBD
Management adequacy of 2019
Audit ICES’

passw ord
policy and
procedures and
other internal
controls related
to accessto
ICES Data.
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Appendix J —Information Security Breaches

ICES 2020 Report

# Category | Notificat- | Extent PHI Nature & Manage- Containment Contain- Third Investigation | Investig- Recommend- Manner Date
ion Date Extent ment Measures ment Date | Party Start Date ation ation(s) Recommend- Recommend-
Notice Notice Complete ation(s) ation(s)
Date Date Date Addressed Addressed
1 Incident 10-Mar- An No PHI was 11-Mar- The intruder was | 11-Mar- N/A 11-Mar-2018 11-Mar- ICES security The 11-Mar-2018
2018 unidentified | involved. 2018 detected after it 2018 2018 personnel will recommendation
person w as discovered ensure that the w as accepted
entered the items were lobby door is and addressed
ICES missing. No locked every as proposed.
through the containment was evening at 7pm and
lobby door required. No PHI re-opened at 7am
and w as involved. Monday through
remained Friday.
until after
hours. The
intruder
opened the
reception
cage and
stole office
supplies
and a
parking
transponde

I.
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Category | Notificat- | Extent PHI Nature & Manage- Containment Contain- Third Investigation | Investig- Recommend- Manner Date
ion Date Extent ment Measures ment Date | Party Start Date ation ation(s) Recommend- Recommend-
Notice Notice Complete ation(s) ation(s)
Date Date Date Addressed Addressed
Incident 04-Mar- On 01-Mar- | No PHI was 04-03- TAK technologies | 04-Mar- N/A 04-Mar-2019 04-Mar- Address lapses in A meeting was 12-Mar-2019
2019 2019 involved. 2019 representative re- | 2019 2019 notifications. held to address
communica connected all lapses in
tion wires and notifications.
betw een confirmed alarm
the security communications
alarms in w ererestored at
the ICES 11:30am 04-Mar-
McMaster 20109.
IT closet
was
disconnect
ed fromthe
Hamilton
Health
Sciences
(HHS)
controller.
Alarms
were
functioning
but
notification
of alarm
w as not
communica
ted to the
security
office.
Incident 21-Mar- ID badge at | No PHI was 21-Mar- Lost ID badge 21-Mar- N/A 21-03-2019 21-03- Protection of Protection of 22-Jul-2019
2019 ICES involved. 2019 w as reported to 2019 2019 property reminder property
uOttaw a onsite security incorporated into reminder
w as lost. and a new ID security incorporated into
badge and aw areness. security
identification PIN aw areness.
w as set.
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Category | Notificat- | Extent PHI Nature & Manage- Containment Contain- Third Investigation | Investig- | Recommend- Manner Date
ion Date Extent ment Measures ment Date | Party Start Date ation ation(s) Recommend- Recommend-
Notice Notice Complete ation(s) ation(s)
Date Date Date Addressed Addressed
Incident 06-May- An Only summary 06-May- Lock function was | 06-May- N/A 06-May-2019 07-May- Protection of Protection of 22-Jul-2019
2019 investigator | level results 2019 activated 2019 2019 property reminder property
s laptop weresaved on remotely for this incorporated into reminder
and hard the stolen laptop. security incorporated into
drive back- | devices. Laptop was aw areness. security
up was protected using aw areness.
stolen from passw ord and
his vehicle. facial recognition.
Hard drive was
passw ord
protected.
Incident 13-May- Malw are No PHI was 13-May- Computer was 13-May- N/A 13-May-2019 14-May- 1. General 1. General 1. 22-Jul-
2019 infection. involved. 2019 disconnected 2019 2019 communication communicati 2019
A user’s from the netw ork. regarding on regarding
computer The user’s folders malw are. malw are. 2. TBD. Next
screen was w ere scanned for generation
locked and infections. 2. Implement a 2. “Next firew alls is
prompted a technical generation currently in
Window ’s control to firew alls” will the
security mitigate this be installed. procureme
w arning. type of attack, nt stage.
i.e., web
content
filtering.
Incident 24-May- The No PHI was 24-May- Onsite support 24-May- N/A 24-May-2019 28-May- Instruction to Instruction 24-May-2019
2019 computer involved. 2019 enlisted same day | 2019 2019 review monitoring accepted.
that as notified. logs daily until
monitors computer is
the security restored.
system for
ICES
Queen’s
had a
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Category | Notificat- | Extent PHI Nature & Manage- Containment Contain- Third Investigation | Investig- Recommend- Manner Date
ion Date Extent ment Measures ment Date | Party Start Date ation ation(s) Recommend- Recommend-
Notice Notice Complete ation(s) ation(s)
Date Date Date Addressed Addressed

critical

system

error.

Incident 11-Jul- Suspected No PHI was 11-Jul- Computer w as 11-Jul- N/A 11-Jul-2019 11-Jul- 1. General General 1. 22-Jul-
2019 malw are involved. 2019 disconnected 2019 2019 communication communicati 2019

activity from the netw ork. regarding on regarding

found on a User’s folders malw are. malw are. 2. TBD. Next

user’s w ere scanned for generation

computer. infections. 2. Implement a “Next firew alls is
technical generation currently in
control to firew alls” will the
mitigate this be installed. procureme
type of attack, nt stage.
i.e., web
content
filtering.
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Appendix K- Glossary

A. ICES Data
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Data Description

ACG Adjusted Clinical Group

ACG Macro Adjusted Clinical Group Macro Program
ADP Assistive Devices Program

AHCAS Allied Health Centralized Application Service
AKI Acute Kidney Injury

ALR Activity Level Support

AQHI Air Quality Health Index

ASTHMA Ontario Asthma Database

AVGPRICE Average Price

BCG Bacille Calmette-Guerin

BORN Better Outcomes Registry & Netw ork

BRIDGES-RAPT

BRIDGES - Rapid Assessment for Psychopharmacologic Treatment

BRTRC

Bariatric Registry

CANHEART Cohort

Cardiovascular Health in Ambulatory Care Research Team Cohort

CANOC

Canadian Observational Cohort Collaboration

CAPE Client Agency Program Enroliment

CBI Community Business Intelligence

CCHS Canadian Community Health Survey

CCN Cardiac Care Netw ork

CCO Cancer Care Ontario

CCRS Continuing Care Reporting System

CCRS-LTC Continuing Care Reporting System — Long Term Care

CENSUS Ontario Census Area Profiles

CENSUSCA Canada Census Area Profiles

Cerner Cerner lab data

CFDR Canadian Cystic Fibrosis Data Registry

CHAP Cardiovascular Health Aw areness Program

CHC Community Health Centers

CHCCDB Central Home Care Client Database

CHEO Children’s Hospital of Eastern Ontario

CHF Ontario Congestive Heart Failure Database

CiC Immigration, Refugees and Citizenship Canada (previously Citizenship and
Immigration Canada)

CHI-CCRS Canadian Institute for Health Information - Continuing Care Reporting System

CIH-DAD Canadian Institute for Health Information - Discharge Abstract Database

CIHI-NACRS Canadian Institute for Health Information - National Ambulatory Care Reporting
System

CIHI-NRS Canadian Institute for Health Information - National Rehab System

CIHI-SDS Canadian Institute for Health Information - Same Day Surgery Database

CIRT Colonoscopy Interim Reporting Tool

CIRR Canadian Joint Replacement Registry

CLD Clinical Liver Database
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COACH Comparison of Outcomes and Access to Care for Heart Failure
CONTACT Yearly contact with health services

COPD Ontario Chronic Obstructive Pulmonary Disease Database
Coroner Cause of Death from Coroner Investigation

CORR Canadian Organ Replacement Registry

CPCSSN Canadian Primary Care Sentinel Surveillance Netw ork
CPDB Care Provider Database

CPDR Canadian Cystic Fibrosis Data Registry

CPRO Client Profile Database

CPSO College of Physicians and Surgeons of Ontario

CTMRI CT/MRI Abstracted Data

Cytobase Cervical Cytology Data

DALHIN Mapping DAs to LHINs and SubLHINs

DATIS Drug and Alcohol Treatment Information System

DCIS Ductal Carcinoma in Situ

DDARD Drug and Drug/Alcohol-related Deaths

DEMENTIA Ontario Dementia Database

DIN List of drugs from ODB formularies w ith DINs,

DMAR Dialysis Measurement Analysis Reporting System

DPD Drug Product Database

EDI Early Development Index

EFFECT Enhanced Feedback for Effective Cardiac Treatment
EMRALD Electronic Medical Records Administrative Linked Database
EMRPC Electronic Medical Records Primary Care — Master Linking Crossw alk
ERCLAIM OHIP emergency claims created at ICES from OHIP claims
ESAS Symptom Management Database

ESTSOB Estimated Schedule of Benefits Price

ETHNIC Surname-based Ethnicity Group

GAPP GAPP decision support systems (physician payments)
GDML Gamma Dynacare Medical Laboratories

GEM-SURF The Canadian Urban and Land Surface External Modeling System
GIS Data Geographic Information System Data

HCD Home Care Database

HCDMOH Home Care Database - Ministry of Health

HCES Health Care Experience Survey

HHIT Health and Housing in Transition Study

HIV Ontario HIV Database

HIVOHTN HIV-infected Ontarians - Ontario HV Treatment Netw ork
HLINK Health Links Datasets

HOBIC Health Outcomes for Better Information and Care

HSU High Service User
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HSC-ACTS Health and Social Care Act
HTN HIV Treatment Netw ork
HY PER Ontario Hypertension Database

Hypertension

Ontario Hypertension Database

HY PONATREMIAatTOH

Hyponatremia at The Ottaw a Hospital

ICES desktop The online environment hosted and controlled by ICES on w hich external
researchers are permitted to access and analyze data.

IBD Inflammatory Bow el Disease

ICD Ontario Implantable Cardioverter Defibrillators

INST Ministry of Health funded institutions

IPDB ICES Physician Database

iIPHIS Integrated Public Health Information System

IRS Indian Registry System

LCVIS London Cardiovascular Information System

LHIN Local Health Integration Netw ork

LHSC London Health Sciences Centre

LIDS Landed Immigrant Data System

LOC Levels of Care

LTCH Determinants of Quality in Ontario Long Term Care Homes

MCSS Ministry of Community and Social Services - Service Delivery Model
Technology (SDMT)

Ml Database Is this referring to the MIS database?

MIS Management Information System

MNO Métis Nation of Ontario

MNOHS Métis Nation of Ontario Household Survey

MOHLTC Ministry of Health and Long-Term Care

MomBaby Mother-baby Linked Database

MRN Medical Record Number

NCIC National Cancer Institute of Canada

NDFP New Drug Funding Program

NMS Narcotics Monitoring System

NOAC New Oral Anticoagulant

NPHS National Population Health Survey

NRS National Rehabilitation Reporting System

NSO New born Screening Ontario

OACCAC Ontario Association of Community Care Access Centres

OBSP Ontario Breast Screening Program

OcCcC Re-check this data set (#629)

OCCC Ontario Crohn’s and Colitis Cohort Database

OCClI Ontario Case Costing Initiative

OoccMm Occupancy Monitoring

OCR Ontario Cancer Registry

OCRIS Ontario Cancer Registry Information System
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ODB Ontario Drug Benefit

ODD Ontario Diabetes Database

ODR Organ Donor Registry

OHCAS Ontario Home Care Administrative System

OHIP Ontario Health Insurance Plan Claims Database

OHS Ontario Health Survey

OHSURV EY Ontario Health Survey

OLIS Ontario Laboratories Information System

OMHRS Ontario Mental Health Reporting System

OMID Ontario Myocardial Infarction Database

OMMMS Ontario Maternal Multiple Marker Screening

ON-Marg Ontario Marginalization Index

OPHRDC Ontario Physician Human Resources Data Centre

ORAD Ontario Rheumatoid Arthritis Database

ORGD Ontario Registrar General - Death

ORRS Ontario Renal Reporting System

OSR Ontario Stroke Registry

OTR Ontario Trauma Registry

PACT-HF Patient-Centered Care Transitions in Heart Failure

PCAS Primary Care Access Survey

PCCF Postal Code (Macro)

PCPOP Primary Care Population

PC-SUBLHIN Postal Code Sub-Local Health Intergration Netw ork

PHO Public Health Ontario

PHOL Public Health Ontario Laboratory

PHOL Public Health Ontario Lab

PHY SNET Ontario Multispecialty Physician Netw orks

PIBD Pediatric Inflammatory Bow el Disease Database

POGONIS Pediatric Oncology Group of Ontario Netw orked Information System
POP Yearly Ontario intercensal and postcensal population estimates and projection
POPCAN Yearly Canada intercensal and postcensal estimates by age and sex.
PROUD PROUD Study Survey Data

PSTLyear Best yearly postal code

QUALICOPC Quality and Costs of Primary Care Survey

RAICA Resident Assessment Instrument - Contact Assessment
RAI-CA Resident Assessment Instrument - Contact Assessment Data
RAIHC Resident Assessment Instrument - Home Care

RAIHCMOH Resident Assessment Instrument - Home Care - Ministry of Health
RCSN Registry of the Canadian Stroke Netw ork

REF Reference tables for CCP, CCl, ICD9, ICD9CCP, ICD10
RPDB Registered Persons Database
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SAVR Systematic Assessment of Vascular Risk

SDS Same Day Surgery Database

SPA Symptom Perception in Asthma

SPIRIT Stroke Performance Indicators for Reporting, Improvement and Translation

STDPRICE Standard Price

SWCCAC eShift South West Community Care Access Centre

TAVI Transcatheter Aortic Valve Implantation

B Tuberculosis

TCHCP Toronto Community Hepatitis C Program - Registry Project Data

TGLN Trilium Gift of Life Netw ork

TIBDN Toronto Invasive Bacterial Disease Netw ork

TLC TeleCare Study Data

TLMHP TeleLink Mental Health Program

TRIBE Translational Research Investigating Biomarker Endpoints — Acute Kidney
Injury

TWHLC Toronto Western Hospital Liver Clinic

UHN CABG University Health Netw ork - Coronary Artery Bypass Grafting

UHN PCI University Health Netw ork - Percutaneous Coronary Intervention

UHN VT Catheter
Ablation Database

University Health Netw ork Ventricular Tachycardia Catheter Ablation
Database

Xponent

Physician-level evaluation of antibiotic prescribing variability

Other Terms Used in ICES’ Report

Term Description
AHRQ Applied Health Research Question
CEO Chief Executive Officer

Coded information

Identifiable information from w hich direct personal identifiers have been
removed or encoded, and whichmay have an ICES identifier applied
using an algorithm that is not know n to the user

Cohort A group of individuals w ho share a defining characteristic such as a
particular disease or condition

CPLO Chief Privacy and Legal Officer

DAS Data and Analytic Services

De-identified information

Information from w hich any direct personal identifiers have been removed
or encoded and other fields have been adjusted so that the data could
not, in any reasonably foreseeable circumstance, be used, either alone or
in combination w ith other information, to identify a person

Direct personal identifier

A specific identifier that identifies a person, such as name or personal
health number

DQIM Data Quality and Information Management
DSA Data sharing agreement

EPM Evaluate. Planning or Management

ICES Institute for Clinical Evaluative Sciences

ICES abstractor

A person contracted directly by ICES to abstract information from medical
charts or reports
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A person w hois not employed by nor affiliated with ICES but w ho
collaborates on an ICES project

ICES controlled use data;
ICES CUD

ICES data that is available for ICES projects subject to conditions agreed
withthe data custodian, typically additional approval or reporting of
projects or subject-area restrictions

ICES data covenantor

A person authorized to access personally identifiable information that
contains direct personal identifiers for the purposes of receiving,

transferring or destroying data, for the encryption or removal of direct
personal identifiers, or for data linkage using direct personal identifiers

ICES data dictionary

The searchable online catalogue of ICES data holdings that describes the
attributes and terms and conditions that govern use of ICES data holdings

ICES data holding

An ICES data holding is any ICES general use data or ICES controlled
use data

ICES general use data; ICES
GUD

ICES data that is available forany ICES project, subject to ICES policies
and procedure

IDAVE

ICES Data and Analytic Virtual Environment

Identifiable information

Information that identifies a person or for whichit is reasonably
foreseeable in the circumstances it could be used, either alone or in
combination w ith other information, to identify a person. ICES data that
includes direct personal identifiers or indirect personal identifiers is
identifiable data

Indirect personal identifier

Information that could reasonably be expected to identify an individual
through a combination of indirect personal identifiers, such as date of birth
or date of admission or service

Individual-level information

Information that relates to a specific individual

IPC

Information and Privacy Commissioner

Know ledge user

A person w ho can apply the results of an ICES project to make decisions.

KU Know ledge user

LAN Local area netw ork

LPSO Local Privacy and Security Officer
NDA Non-disclosure agreement

OCA Offline chart abstraction tool
OnTap ICES e-new sletter

PDC Primary data collection

PHIPA Personal Health Information Protection Act
PIA Privacy impact assessment

AL Program Leader

PLO

Privacy and Legal Office

Principal investigator

The individual w ith principal scientific responsibility for conduct of a
project.

Privacy impact assessment

A documented assessment designed to identify and manage the
elimnation or mitigation of privacy risks associated with a process,
system or initiative

Project-specific data; PSD

ICES data available only forthe purposes of a specific project or series of
related projects

RAE

Research and Analytic Environment

REB

Research ethics board

Research outputs

Summary information that has been de-identified

Risk-reduced coded data

Coded data that has been assessedfor the identifiability of any underlying
individuals and adjusted as required until the level of identifiability is low .
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SIEM System information and event management

Small cell Summary information, typically in the form of counts, percentages or
means, that are based on five or few er observations

SME Subject matter expert

SOP Standard operating procedure

SOW

Statement of Work

Summary information

Information that has been summarized at a group level, for w hich, subject
to the presence of small cells, the risk of re-identification is very low (e.g.,
a table of characteristics by age group)
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Data
Discovery
Better Health
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