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Introduction
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About the IPC

• Oversees Ontario’s access and privacy 
laws

• These laws establish the public’s right 
to access government-held 
information and protect their 
personal privacy rights

• The IPC provides independent review 
of government decisions and 
practices on access and privacy

• Commissioner appointed by, reports 
to, Legislative Assembly to ensure 
impartiality
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• Freedom of Information and Protection of Privacy Act (FIPPA)
• covers 300 provincial institutions

• Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
• covers 1,200 municipal organizations

• Personal Health Information Protection Act (PHIPA)
• covers individuals and organizations involved in the delivery of health care services

• Child, Youth and Family Services Act (Part X) (CYFSA)
• children’s aid societies, child/youth service providers

• Anti-Racism Act (ARA)
• oversight of the privacy protective rules 

IPC’s mandate
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Three-Pronged Vision
• Working with relevant partners to 

enhance Ontarians’ trust that their access 
and privacy rights are being respected 

• Accountability: maintaining the 
organizational excellence and 
accountability of the IPC 

• Advocacy: actively advancing 
Ontarians’ rights in key strategic 
areas that impact their lives

• Responsiveness: responding to 
complaints and appeals in a fair, 
timely, and meaningful manner



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.ca



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.ca

Investigations
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Investigations – The “Trilogy”

Use of cloud-based educational services by Ontario school boards:

1. MC18-48 – Security of attendance reporting platform (13 Apr 2021)

2. MC17-52 – Use of Google G-Suite for Education  (23 Jul 2021)

3. MC18-17 – Use of third-party apps (7 Feb 2022)

Full text of these decisions available at:
www.ipc.on.ca/decisions
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Cont’d
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Cont’d

Investigations – The “Trilogy”
• Three privacy complaint investigations involving Ontario school boards’ use

of online educational services.
• Investigations differed in important ways, but all involved:

• procurement and use of cloud-based services of third-party private-
sector service providers acting as agents

• direct access and use by students of online, account-based services 
• Parent concerns about improper collection, use and disclosure of 

students’ personal information
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The Trilogy and Data Governance
• IPC investigators found school boards broadly in compliance with MFIPPA,

but made recommendations to address some deficiencies, notably to:
• improve transparency of information management practices, including 

enhanced notices of collection
• establish clear privacy and security requirements, consistent with 

MFIPPA obligations, when contracting online educational services
• ensuring privacy and security requirements in contracts are kept up to 

date, and enforced



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.ca

PHIPA Decision 175

Issue 4: Did the custodian take reasonable steps to 
protect the PHI at issue?
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Consultations
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www.ipc.on.ca/about-
us/policy-consultations/

https://www.ipc.on.ca/about-us/policy-consultations/


Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

What We Look For in a Consultation
• What information will be collected? By whom? From whom?
• How will the information be used and for which purposes?
• To whom will the information be disclosed (or shared) and for what purposes?
• How will the information flow through the proposed program, project, technology, or 

process you are considering?
• How is the information being protected at each step?
• Are you or another organization performing each step within the data flow, and under 

what authority?
• How are individuals being notified about the process? How can they exercise their 

rights, such as to access their information?
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Guidance
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De-Identification (and other 
privacy enhancing 
technologies)

Governance question: Now that 
you’ve de-identified data, how will 
you keep it that way?
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Ransomware

Governance question: What 
processes are in place to ensure 
confidentiality, integrity and 
availability of key information?
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FPT Joint Resolution –
Secure Communications in 
Health Care

Governance question: Have you 
identified the weak spots in your 
policies and procedures?
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Legislation
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Introduction to the Data Integration Framework
• Part III.1 of FIPPA enables prescribed data integration units to collect 

personal information for linking to create and enable access to de-identified 
datasets for the purpose of analysis in relation to:

• the management or allocation of resources;
• the planning for the delivery of programs and services provided or funded by the 

Government of Ontario; and
• the evaluation of those programs and services.

• Currently, 6 prescribed Ministry Data Integration Unit and 3 prescribed 
Inter-Ministerial Data Integration Units (IMDIUs)

• To date, IPC has reviewed and approved one IMDIU, and a second review is 
underway
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The Data Standards
• Approved by the IPC in 2021
• 27 requirements across 7 categories:

• General requirements
• Collection, use and disclosure
• Secure retention and transfer
• Secure disposal and secure destruction
• Retention period
• De-identification and linkage
• Public notice and annual reporting
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The IMDIU Experience

Governance question: Could a new 
staff person pick up your policies 
and procedures and know what has 
to be done to meet them?
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Conclusion / Takeaways
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HOW TO CONTACT US
2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 
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