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Privacy Law in Ontario
Federal Public Sector Private Sector Ontario Public Sector Ontario Health Sector

Generally
applicable to

Government of Canada
• E.g. federal ministries, 

agencies, crown 
corporations

Private sector businesses 
in Canada

Public sector in Ontario
• E.g. government, 

ministries, agencies, 
hospitals, universities, 
cities, police, schools

Health care sector in 
Ontario
• individuals, custodians 

(e.g. hospitals, clinics, 
pharmacies, etc.)

Laws 
(non-exhaustive)

• Privacy Act • Personal Information 
Protection and 
Electronic Documents 
Act (PIPEDA)

• Freedom of 
Information and 
Protection of Privacy 
Act (FIPPA) 

• Municipal Freedom of 
Information and 
Protection of Privacy 
Act (MFIPPA)

• Personal Health 
Information Protection 
Act (PHIPA)

Oversight Privacy Commissioner of 
Canada

Privacy Commissioner of 
Canada

Information and Privacy 
Commissioner of Ontario

Information and Privacy 
Commissioner of Ontario
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The Office of the Information and 
Privacy Commissioner of Ontario
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Information and Privacy Commissioner of Ontario
• Ontario’s Information and Privacy Commissioner is an 

officer of the legislature
• Appointed by and reports to the Legislative Assembly of 

Ontario
• Independent of the government of the day 

• The IPC has authority under the following laws: 
• Freedom of Information and Protection of Privacy Act 

(FIPPA) 
• Municipal Freedom of Information and Protection of Privacy 

Act (MFIPPA)
• Personal Health Information Protection Act, 2004 (PHIPA)
• Child, Youth and Family Services Act, 2017 (CYFSA)
• Anti-Racism Act, 2017 (ARA)
• Coroners Act

Patricia Kosseim



Information and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   | www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.caInformation and Privacy Commissioner of Ontario   |   www.ipc.on.ca

IPC’s Overall Role & Mandate
In addition to overseeing provincial access and 
privacy laws, the office of the IPC also serves the 
government, public institutions and the public 
through its mandate to:
• Resolve appeals when access to information is refused
• Investigate privacy complaints related to personal 

information
• Ensure compliance with the province’s access and privacy 

laws
• Review privacy policies and information management 

practices
• Conduct research on access and privacy issues and provide 

comment on proposed legislation and government programs
• Educate the public, media and other stakeholders about 

Ontario’s access and privacy laws and current issues affecting 
access and privacy
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IPC’s Role in the Health Sector
• Provide guidance for health information custodians (and beyond)
• Issue access and privacy decisions
• Conduct three-year reviews of prescribed entities, persons, and organizations
• Provide review and comment on health sector organization policies
• Consult with Ontario Health regarding interoperability standards (IPC also has 

oversight role of interoperability standards set out in regulation)
• Consult with government regarding proposed legislation and regulation
• Provide presentations and participate in other consultations with health sector 

organizations
• Conduct research on access and privacy issues relevant to the health sector
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Trend: Cybersecurity 
Attacks
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Cybersecurity Attack Trends
• The number and types of attacks are increasing

• Last year, the Canadian Centre for Cybersecurity blocked up to 5 billion attempts on Government of 
Canada systems per day

• Tactics are no longer limited to locking down information; now usually include threats to expose 
sensitive information

• Victims are increasingly including public institutions; hospitals are a common target

• Bigger payouts: the average ransom paid in Canada in 2022 was over $250,000

• Lower bar for entry: it’s easier than ever to be a cyber criminal

• Pandemic and movement to work-from home has expanded the “threat surface”

• “Collective defense” is being explored in the health sector
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PHIPA Decisions Related to Cybersecurity Attacks

• Decision 210: Cyberattack on a public hospital 

• Several hospital systems were accessed through a password-spraying attack that compromised a privileged account 

• Concerns about account privileges, system protections, strength of passwords, and notification timelines

• Cyberattack on laboratory system

• The IPC undertook a joint investigation with the IPC in BC which found that the company failed to implement 
reasonable safeguards to protect the PHI of millions of Canadians

• Jointly, the IPC in Ontario and BC ordered the organization to:
• Improve specific practices regarding information technology security

• Formally put in place written information practices and policies with respect to information technology security

• Cease collecting specified information and to securely dispose of the records of that information which it has collected

• The Ontario IPC issued the following additional orders: 
• To improve its process for notifying individuals

• To clarify and formalize its status with respect to the custodians in Ontario with whom it has contracts

https://decisions.ipc.on.ca/ipc-cipvp/phipa/en/item/521373/index.do?q=210
https://www.ipc.on.ca/newsrelease/ontario-ipc-and-bc-oipc-find-lifelabs-failed-to-protect-personal-information-in-2019-breach/
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IPC Resources
• Unmasking Digital Threats: How to Guard Against Cyber Crime (Podcast)

• Detecting and Deterring Unauthorized Access to PHI (Guidance)

• How to Protect Against Ransomware (Technology Fact Sheet)

• Responding to a Health Privacy Breach: Guidelines for the Health Sector (Guidance)

• Protect Against Phishing (Technology Fact Sheet)

https://www.ipc.on.ca/podcast/s3-episode-7-unmasking-digital-threats-how-to-guard-against-cyber-crime/
https://www.ipc.on.ca/wp-content/uploads/Resources/Detect_Deter.pdf
https://www.ipc.on.ca/wp-content/uploads/2022/10/fs-tech-how-to-protect-against-ransomware.pdf
https://www.ipc.on.ca/wp-content/uploads/2018/10/health-privacy-breach-guidelines.pdf
https://www.ipc.on.ca/wp-content/uploads/2019/07/fs-tech-protect-against-phishing-e.pdf
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Trend: Administrative 
Monetary Penalties
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Administrative Monetary Penalties
• Ontario is the first jurisdiction in Canada to have put in place administrative monetary penalties 

(AMPs) in the health sector 

• As of Jan 1, 2024, the IPC will be able to issue AMPs for serious contraventions of PHIPA

• AMPs are not fines; they are a part of a progressive toolset of regulatory interventions that can 
be used to address PHIPA contraventions

• AMPs will help ensure that no one derives economic benefit from contraventions of PHIPA

• The regulation includes a range of penalties (max. $50,000 for an individual and $500,000 for an 
organization); specific amounts will depend on the particulars of each case and must not be 
punitive

• IPC guidance regarding AMPs will be coming soon

https://www.ontario.ca/laws/regulation/r23343
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Trend: Artificial 
Intelligence
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Artificial Intelligence: Ethical and Privacy Concerns
• AI technologies make it possible to process tremendous amounts of personal 

data; in the case of generative AI, algorithms can be used to create entirely new 
content. 

• These technologies raise serious ethical and privacy concerns, while also offering 
beneficial uses in certain situations.

• AI technologies, and generative AI in particular, have the potential to generate 
damaging content that can sustain unfair biases and put privacy and other 
fundamental human rights at risk. 

• Strong legal and ethical safeguards are needed to ensure that AI technologies are 
used in an accountable, transparent, and ethically responsible manner that fosters 
public trust.
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AI in the Health Sector Trends
• Federal government

• Bill C-27, the Digital Charter Implementation Act
• The Artificial Intelligence and Data Act (AIDA) Companion Document
• Voluntary Code of Conduct on the Responsible Development and Management of Advanced Generative AI Systems
• Health Canada draft guidance: “Pre-market guidance for machine learning-enabled medical devices”
• Guidance for the responsible use of AI by government

• Provincial governments
• Ontario’s Trustworthy AI Framework

• Regulators
• Joint statement on the use of AI technologies (Ontario IPC and Ontario Human Rights Commission)
• IPC Ontario Comments on Ontario’s Trustworthy AI Framework
• Joint special report “Getting Ahead of the Curve” (BC and Yukon)
• Ontario IPC joined international regulators in co-sponsoring two resolutions on AI
• Ontario IPC participates with federal, provincial, and territorial counterparts to develop joint resolutions

• Health sector organizations are implementing AI solutions; creating AI-related positions
• Educators are offering an increasing number of AI-related courses, certificates and degree programs

https://www.parl.ca/DocumentViewer/en/44-1/bill/C-27/first-reading
https://ised-isde.canada.ca/site/innovation-better-canada/en/artificial-intelligence-and-data-act-aida-companion-document
https://ised-isde.canada.ca/site/ised/en/voluntary-code-conduct-responsible-development-and-management-advanced-generative-ai-systems
https://www.canada.ca/en/health-canada/services/drugs-health-products/medical-devices/application-information/guidance-documents/pre-market-guidance-machine-learning-enabled-medical-devices.html
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai.html
https://www.ontario.ca/page/ontarios-trustworthy-artificial-intelligence-ai-framework
https://www.ipc.on.ca/newsrelease/joint-statement-by-the-information-and-privacy-commissioner-of-ontario-and-the-ontario-human-rights-commission-on-the-use-of-ai-technologies/
https://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwis96eAjeWCAxVcNzQIHTZqDxwQFnoECCAQAQ&url=https%3A%2F%2Fwww.ipc.on.ca%2Fwp-content%2Fuploads%2F2021%2F06%2F2021-06-04-ipc-comments-on-ai-framework.pdf&usg=AOvVaw1igfeNARw0RdFx3ku5sNFU&opi=89978449
https://www.google.ca/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiu9tjti-WCAxUJm2oFHdDIDQ0QFnoECBQQAQ&url=https%3A%2F%2Fwww.oipc.bc.ca%2Fspecial-reports%2F3546&usg=AOvVaw1VVDrYO5Iz5i4dbzKdo8j9&opi=89978449
https://www.ipc.on.ca/newsrelease/ipc-joins-international-regulators-in-support-of-resolutions-on-artificial-intelligence-ai-in-the-workplace-and-generative-ai/
https://www.ipc.on.ca/resources/resolutions/
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2 Bloor Street East, Suite 1400

Toronto, Ontario, Canada  M4W 1A8

Phone: (416) 326-3333 / 1-800-387-0073

TDD/TTY: 416-325-7539

Web: www.ipc.on.ca 

E-mail: info@ipc.on.ca

Media: media@ipc.on.ca / 416-326-3965

Information and Privacy Commissioner of Ontario 
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